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Important notes

The Abrites software and hardware products are developed, designed and manufactured by Abrites Ltd.
During the production process we comply to all safety and quality regulations and standards, aiming at
highest production quality. The Abrites hardware and software products are designed to build a coherent

ecosystem, which effectively solves a wide range of vehicle-related tasks, such as:

Diagnostic scanning;
Key programming;
Module replacement,
ECU programming;

Configuration and coding.

All software and hardware products by Abrites Ltd. are copyrighted. Permission is granted to copy Abrites
software files for your own back-up purposes only. Should you wish to copy this manual or parts of it, you
are granted permission only in case it is used with Abrites products, has “Abrites Ltd.” written on all copies,

and is used for actions that comply to respective local law and regulations.

Warranty

You, as a purchaser of Abrites hardware products, are entitled of a two-year warranty. If the hardware
product you have purchased has been properly connected, and used according to its respective instruc-
tions, it should function correctly. In case the product does not function as expected, you are able to
claim warranty within the stated terms. Abrites Ltd. is entitled to require evidence of the defect or mal-

function, upon which the decision to repair or substitute the product shall be made.

There are certain conditions, upon which the warranty cannot be applied. The warranty shall not apply to
damages and defects caused by natural disaster, misuse, improper use, unusual use, negligence, failure to
observe the instructions for use issued by Abrites, modifications of the device, repair works performed by
unauthorized persons. For example, when the damage of the hardware has occurred due to incompatible

electricity supply, mechanical or water damage, as well as fire, flood or thunder storm, the warranty does
not apply.

Each warranty claim is inspected individually by our team and the decision is based upon thorough case

consideration.

Read the full hardware warranty terms on our website.

www.abrites.com
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Copyright information

Copyright:

All material herein is Copyrighted ©2005-2021 Abrites, Ltd.

Abrites software, hardware, and firmware are also copyrighted

Users are given permission to copy any part of this manual provided that the copy is used with Abrites
products and the “Copyright © Abrites, Ltd.” statement remains on all copies

“Abrites” as used in this manual synonymous with “Abrites, Ltd.” And all it's affiliates

The “Abrites” logo is a registered trademark of Abrites, Ltd.

Notices:
The information contained in this document is subject to change without prior notice. Abrites shall
not be held liable for technical/editorial errors, or omissions herein.
Wiarranties for Abrites products and services are set forth in the express written warranty statements
accompanying the product. Nothing herein should be construed as constituting any additional war-
ranty.
Abrites assumes no responsibility for any damage resulting from the use, misuse, or negligent use of

the hardware or any software application.
Safety information

The Abrites products are to be used by trained and experienced users in diagnostics and reprogramming
of vehicles and equipment. The user is assumed to have a good understanding of vehicle electronic sys-
tems, as well as potential hazards while working around vehicles. There are numerous safety situations
that cannot be foreseen, thus we recommend that the user read and follow all safety messages in the
available manual, on all equipment they use, including vehicle manuals, as well as internal shop docu-

ments and operating procedures.

Some important points:
Block all wheels of the vehicle when testing. Be cautious when working around electricity.
Do not ignore the risk of shock from vehicle and building-level voltages.
Do not smoke, or allow sparks/flame near any part of the vehicle fuel system or batteries.
Always work in an adequately ventilated area, vehicle exhaust fumes should be directed towards the
exit of the shop.

Do not use this product where fuel, fuel vapours, or other combustibles could ignite.

In case any technical difficulties occur, please contact the
Abrites Support Team by email at support@abrites.com.

www.abrites.com
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1. Introduction

Abrites Diagnostics for VAG is a Windows based PC based diagnostic software for the vehicles from the
VAG group, which are, in most cases, unsupported by the Manufacturers diagnostics tester. The “Abrites

Diagnostics” also provides you full diagnostic capabilities for VAG vehicles.

1.1 Installing the “Abrites Diagnostics for VAG”

The “Abrites Diagnostics for VAG” is contained in the installation package, so please run the setup.
Once you have done that you are ready to start the “Abrites Diagnostics for VAG". When starting the
software a splash screen appears where the connection to the hardware is examined. Should there be no
problem with it a message should appear saying “CONNECTION OK”,

The main screen looks like this:

A ABRITES Diagnostics for VW/Audi/Seat/Skoda 38.1 www.abrites.com s O O X
# Unit name VAG Number Description | DIC Coding - -
po
00 -
o Previous
01 Engine Control Module 1
02 Transmission Control Mo...
03 Brakes 1 >
Open
04 Steering Angle Sender
05 [Kessy —
' |
06 Seat Adjustment Passeng... 4
Next
07 Display Control Unit
ne Nise Mewmdd =5 andnere Bt
4 »
fft specal functions lw Vehicle Selection ] Broadcast Options |
Lo 1 o - of of oy [
CAN | e — et
Instrument EZS-Kessy BCM2 Instiument  Engine Control Componerlt Imma parts Imma Y Imma Y adapt
Q7746 A4/65/05 Unit protection adaptation adaptation manual
‘ »
Vi M o) 93 Open
KX u ® 8 B R Q o<
Steering lock ™ Key learning Theft Dump tool Aitbag W Crafter DSG Custom
adaptation  configuration protection Calibration  Read/Update
.= - AT = AT ” el

www.abrites.com
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2. Using the Abrites diagnostics for VAG

The “Abrites Diagnostics for VAG” basically consists of two parts:
Standard diagnostic functions such as reading/clearing trouble codes, device identification, adapta-

tion, measured values etc.
Special functions such as Key programming, Immo parts adaptation, Reading EEPROM etc.

All devices available to the car are listed on the main screen of the “Abrites Diagnostics for VAG” with
their appropriate VAS number. If you would like to connect to one of the devices just double click on it.
The “Abrites Diagnostics for VAG” will try to connect to the device using the following protocols con-

secutively:

KWP2000 over TP2.0 with a 5000kb/s (CAN) baud

KWP2000 over TP1.6 with a5000kb/s (CAN) baud

UDS over ISO transport protocol (CAN)

KWP1281 or KWP 2000 over K-line (the protocol is recognized automatically from the wake up pat-

tern)
You can choose which of these protocols to use when attempting to connect as described in the

“Configuration” section.

2.1 Configuration

The “Abrites Diagnostics for VAG” can be configured by pressing the “Options” button from the main
screen. The following dialog is displayed:

’;;;; Special functions | = VeHcleSeIeclim| ,, Broadcast ol Oplices
=~ Used protocol for diagnostic - —K-Lre haud rates ting seaunce —— ~Language
@ 104725 3600 ’I—j

LadTe el I English st Advanced
CAK TP 1R O 9E00 4 10472 |

4 F ELine: uzed OBOI PIM: -

i —Loaging = | k] 7 15
Feline KWPZONAPIZN [ e T 0= &7 0
DS [g — LAM Resistar ——

| oL i Tezi | ey
IE Erabls E-Lins lag [1220mm = Al
. i

i B Inatani Loggng

NOTE: Changes regarding the interface and timing parameters made in this dialogue box will be applied

after restarting the application.

www.abrites.com
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2.1.1 Used protocols

The meaning of the check-boxes is as follows:
CAN TP2.0 - when trying to connect to the device the Diagnostics will try to connect to it using
“KWP2000 over TP2.0 with baud 500KB/s”
CAN TP1.6 - when trying to connect to the device the software will try to connect to it using
“KWP2000 over TP1.6 with baud 500KB/s”
UDS - when trying to connect to the device the software will try to connect to it using “UDS over ISO
transport protocol” with baud 500KB/s
K-Line KWP2000/KWP1281 - when trying to connect to the device the software will try to connect
to it using “KWP1281 or KWP2000 over K-Line”

NOTE: These check boxes are used only for configuring the used protocols when trying to connect to
the device in order to perform standard diagnostic requests. They are not applicable when auto-scanning

devices.
2.1.2 Interface detection.

Normally the “Abrites Diagnostics for VAG” USB interface is recognized automatically.
2.1.3 K-LINE baud rate settings

When trying to connect to the device over K-LINE the “Abrites Diagnostics for VAG” will try to connect
using one baud rate and if it does not succeed it will switch to another baud rate and attempt to connect
once again. There are two baud rates currently in use- the 10472 and the 9600. Using the “10472\9600"
and “9600\10472" in the dialogue box you could set the order in which these two baud rates will be used.
IFthe “10472\9600" is selected then the software will try to connect over the K-LINE using the 10472 and
if the connection is not successful it will switch to the 9600 and try to connect over it. If the “9600\10472"
is selected the software will try to connect using a 9600 baud rate and if that proves unsuccessful it will

switch to 10472 and make another attempt.

ATTENTION: Some of the devices using baud 9600 cannot be woken up if they have been tried with
10472. If you cannot connect to a device through K-LINE try to change the options so that the software
tries to connect through 9600 first.

www.abrites.com
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2.1.4 Timing parameters

The protocols running under K-LINE require very precise byte timing. Since Windows is not a real time
operational system these times are not always respected and the connection to some devices is unsuit-
able or it is impossible to connect to them. In such cases you can try and change some of the timing pa-
rameters from the “Advanced” button. The timing parameters have the following meanings:

Wake up echo delay - time after slow initialization between receiving “55 xx yy” and sending the in-

verted value of “yy“(according to the K-LINE wake up procedure).

Communication echo delay - time between reception of a byte under KWP1281 and sending it back

to the device in an inverted form.

Inter byte time - time between sending two bytes under KWP2000.

Time between messages - time delay between reception of a response from a device and sending a

new request to it.

2.1.5 K-LINE PINs

Normally the K-LINE output is at the seventh pin of the OBD2 connector; However in some models (e.g.
2004 Porsche Cayenne) the K-LINE can be located on pin 3 or 15. Because of that there is an option to
choose the pin where the connection is to be attempted.

ATTENTION: If you check all pins to be examined (i.e. pin3, pin7, pin15 the time for scanning all units

will be significantly increased. Due to this the default pin selected is only one (pin7).
2.1.6 CAN resistance

According to the CAN specifications there should be a resistance between CAN-LOW and CANHIGH.
Normally the gateway has this resistance however if you would like to connect to a device “on bench/on
a table”( bypass connection without a gateway) then you should use a resistor between the “Abrites Diag-
nostics for VAG” and the separate device itself (e.g. ECU, dash, immobilizer etc).

For that reason you have the option to choose what resistance to use (None, 75 Ohm, 100 Ohm or 10 Kilo
ohm). The default value used is 120 Ohm. Normally there should not be any issues; however should an

issue appears you can try changing the CAN resistance.

www.abrites.com
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2.2 Scanning units

After starting the application in the main screen of the “Abrites Diagnostics for VAG” you will see a list of
all possible units with their appropriate VAS number.

Once you have that you are able to connect to the listed devices by double clicking on them.

There is a possibility to scan for all installed modules in the vehicle. There are two modes of scanning -

smart scan and standard scan.

{f4 specil functions = Vehicle Selection | Broadcast | ¥ Options |

* Smart scan for modules (fast]

" Standard scan for modules [slow) . )
jo, & >
E . Clear all
General - All units Gateway list Scan report DTCs

Standard scan - the software is iterating through all possible units and is trying to establish connec-

tion to them. This was the only one scanning mode prior software version V24.

You can also choose a configuration of devices corresponding to the specific car (chassis type) instead of
displaying all possible units. This is done by selecting the type (e.g. “1T - VW Touran) from the “Chassis
type” combo box. If you then select the “Display button” it will show all devices that can be installed into

the chassis type in question.

Pressing the “Scan all” button will attempt to connect to each device currently displayed in the list. De-
pending on the configuration options only the selected protocols will be used when scanning for the
devices.

Instead of scanning all units (which can take a while) you can retrieve the list of the installed devices from
the gateway by selecting the “Gateway config list” button, and then to press the “Scan all” button.

Smart scan - this scan mode is introduced into V24 and is the default scan mode. It is scanning ex-

tremely fast for CAN-Bus vehicles, but also for the K-Line there is improvement. The found modules

at the end of the scan should be the same as with the standard scan.

www.abrites.com
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For all devices found by the “Abrites Diagnostics for VAG” a detailed information is displayed in the main
screen. The following information is displayed for each device:

VAS number.

Unit Name.

VAG number - returned by the device in the device identification.

Description - returned by the device in the device identification.

Coding - returned by the device in the device identification.

Part / IMP / Supp N (Part number/ Importer number/ Supplier number) - the information is shown

separated with spaces, also returned from the device with in the device identification.

DTC - number of Diagnostic Trouble Codes stored in the unit.

Since clearing of the DTCs for all existing devices is one of the main diagnostic operations and broadcast
requests for clearing of all DTCs are not accepted from all units there is a possibility to scan all devices
and then if a connection to the device is possible to clear its DTCs. This is done by clicking on the “Clear

all DTCs” button on the “Auto scan devices” panel. Once again, the standard or smart mode is applied.
2.3 Broadcast requests

Broadcast requests are the requests sent to all or a group of devices simultaneously.

The “Abrites Diagnostics for VAG” is able to send broadcast requests to all devices with a request to enter
a desired transport mode, to clear all DTCs in all devices or to disable/ enable the communication of all

devices. You can do this by selecting the corresponding button in the “CAN Broadcast panel”.

Here are the available functions:

[Transport mode]
Entering or exiting the vehicle from transport mode is used by the factory to place the cars into a “sleep”

mode in order to conserve the battery charge during long periods of inactivity.

[Disable normal communication]
This function will disable the communication between units in the car. This can help you hold the current

state of the as well as preventing disturbances in communication while performing a reflash.

[Enable normal communication]

Restoring the normal message transmition.

[Clear all DTCs]

Sending requests to all units in the vehicle in order to erase their DTCs.
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2.4 Standard diagnostic requests

When double-clicking on a device in the “Abrites Diagnostics for VAG" window, you connect to the de-

vice in order to proceed standard diagnostic requests. The following dialog box is then opened:

A| EZS-Kessy/Entry And Start Autorization - [
| [TP2.0 \

Establishment diagnostic session with selected unit ... F
Diagnostic channel is open.

Device identification:

VAG Number 5W: 4F0910852 0220
4FU¥10L31E uosy
VAE Number HW: 4F0903131E Clear log
System description: FBSAUDICE ELV H31
FBSRAUDICE& EZS H45
Workshop {Dart/Imp/Supp) - 00200/0786/06402
Date of production: 10.0&_08
Vehicle information:
Coding: 131 Update log
IDn: WAUZZZ4FBENOG62111
Serial number: 1060100046427¢6
FRZIT identificatiom:
FAZIT Identification: MDW-RTH 10.06.0€ Z503 0234

Flash information:

Programming APPLICATICN attempts: 1 ‘_r]
Programming APPLICATICK successfull: 1 ‘Jf
Flasher info: 21.0u.0& B337015/0786/30855

Flash status: OE

Herlasn preconditions: Wailting time not expired, Ilransmission HPM 13 not nul.

Diagnostic reguests
Diagnostic sessicn A B I T E S
3 : 3 : Custom 86
1 ol N T
ldentification Read DTCs Coding Security Access downloadiupioad Enter QLUTOMIO SQUIONS
Read Freeze frame
Live data Clear DTCs Adaptation FRrrEl Custom requests = o
" Update) o >~
Exit

This dialog box allows you to execute the following diagnostic requests:
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2.4.1 Identification
“Identification” will provide you the VAG part number and software coding, software and hardware ver-

sion, short module description, date of production, VIN, Immobilizer number, the identification for the

FAZIT database, and also the flash programming information.

Device jdentification:

VLE Number S5H: 4F0510852 azzo
4F0510131E afuf=1a]
VLE Number HW: 4F05303131E
System description: FBSRAUDICs ELWV H31
FBSRAUDICE EZS H45
Warkshop (Part/Imp/Supp): 00z00,/,0785/00402
Date of production: 10.0&¢.0¢
Vehicle information:
Coding: 131
11z WAULZLdPEONUBLL.]
Szrial number: 106010004642 76
FRZIT jdentification:
FRZIT Identification: MDW-RTH 10.0&.0& 2503 034

Flash information:

Programming &APPLICATION attempta: 1

Programming APPLICATION successfull: 1

Flasher info: 21.0u.0& 337015/078&/3089%
Flash status: OF

B=flash preconditions: HWaiting time not expired, Transmission EPM ia not nul

2.4.2 Read diagnostic trouble codes

“Read DTCs” will display all errors present in the master and slave units.
The errors displayed can be together with the freeze frame data depending on the “Read Freeze frame”

checkbox.

Status

Parmanent arror d

12028 Accelerator Position Sensor (G73): Signal too Low
Status : Permansnt error
SIS S F NS SIS SRS EEEEEE
19804 Control Circuit for Controller for Turbocharger 1 ({(J724): Electrical Ma_ function
Status : Sporadic error
mechanical error

I S EEEEEEEE
15804 Control Circult for Controller for Turbocharger 1 (J724): Electrical Mal!function
Status : Permanent error
lower limit excesded

www.abrites.com 22



2021 Abrites Diagnostics for VAG User Manual

2.4.3 Clear diagnostic trouble codes
“Clear DTCs” will clear all DTCs stored in the unit.

2.4.4 Live data

In the “Live data” section, the user is able to observe the measured data, to stimulate actuators and to

activate the basic settings. It is possible to observe the measured data while the actuators are activated.
Measured values

“Non UDS" modules.
“Measured values” provides you the possibility to check measured values in different groups.
The group of the data you want to check, is selected in a combo-box, and normally some short

description for the group is also available.

[ |

'[?_E Measured valuss | g= Actuator:

5,.' Baszic settings |

Measured values channel |2 :ﬂ

Channel 2: Entry and Start Autharization Buttons | Gikart ‘ ‘ ‘

Thannmel 23: Reys TT

BuLhenlivalion, D o
Engine Control,Unit authorized : no
Hcy ID,outhorizcd : no
Immobilizer Status, : 6.0
Channel 1: Terminal Status
Status,Terminal 15 : Terminal 15 OFF
without unit : : 1.0
Statua, Tcrminal 7EE : off
Status,Terminal 50 : Terminal 50 OFF

Add selected
o
oscillozcope
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Some important measured values:

The most commonly used value is the key recognition in the immobilizer. The key recognition is at chan-
nel 2 if the immobilizer is by CAN or at channel 23 if the immobilizer is by K-LINE.

The only exception is the Audi Q7/A6/ Allroad where the recognition is at channel 23.

"UDS" modules
The “Measured values” provides you the opportunity to check the measured values by selecting features

from a list.

Here you can see the measured values from a unit in a list view.

-
Measuremenl Values ﬁ

Pararmeter Walue -

0 1 inenrururahnn stahus b data bis 1 - amenosicahon stabas ntbdata bos 1
1 Hime Uut Hecogribion - [ime Uut Hecogribion
1 Immabilizer-Challznge

Tranzponder 1D of the cument key f4 Ge el 13

Transponder |D of Key-1 0d 37 b L |
Transponder |0 of Kep-2 0d 34 37 3¢

Trarespuride [0 ol Kep-3 L 12 7 i

Transporder |0 of Kep-4 be 21 &l fa

Transporder [0 of Kap-5 7dcdGafd

Tranzponder 1D of Kep B f4 B =012

[ Transpander 1D of Koy 7

[ Transpander |0 of Keyp-8

] Statuz of the lmrmobilizer - ive status
1 Status of the lmrmobilizer - Mark |0

|1 Status af the Irnmnhilizer - P-Klasse Fa
[#] Status ot the Immobiizer - Set-Keps b

Status of the Immobilizer-3laves - Kew status - Klemme 13 ein
Status of the Immobilizer-3laves - Key status - 3-Fontakt na
Status of the Immobilizer-Slaves - Key status - Key locked yes
Status of the Immobilizer-Slaves - Key status - Key leamed yes
Slatus ol the hinnobilizen-Slaves - Key slalus - Key Authenticalable yes

[ Gtatus of the Irrabilizer-Glaves - MGG 1 - Gtatus - MG 51 -passward was va.

[ Status of the Immaobilizer-Slaves - MGG 1 - Stabus - M55 -signature was walid

[ Statuz of the Immaobilizer Slaves MEG 1 Stabuz MS31 Inguired

[ Statuz of the Immobilizer Slaves MSG 1 Stabus M551 Password loamed =
L] n I

Gu Back
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Actuator test

There are two types of tests available: “Selective” and “Sequential”.

-
Live data

it Measired values == Actuators | 1 Basic settings

Actuato kest tupe

« Selective test

 Sequential test

hime/R uzzerdEnm

f h and [netrurent Lightin
Gegment Test

Analog Indicators

Instrurment Cluster Lamp | est

In the selective test mode you have the possibility to enter a test code manually or to select it from a list
box. When a test is selected all you need to do is press the “Start” button. But not all modules are sup-
porting the selective mode, so for them a sequential test should be used (sequential test means that each

actuators are activated one after the other).

Basic settings

“Basic settings” will expect you to select a number of the group and press the “START” or “STOP” button.

www.abrites.com
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2.4.5 Security access

“Security access” provides you the option to perform security authorization on different levels.

Security Access lig_l

Decutlhy access parameters
{*) Standard

i User defined

Security Access(Login)

Security Access(CS) h2698 coda
: Yalue(DEC) WalueHEX)
Security Access(Dystem)
Key C5 Okl

2.4.5.1 Standard security access

This type of security access can be:
“Security access (login)" - Typically used in immobilizer systems.
“Security access (Component Security)” - Typically used during adaptation of different units or parts.

“Security Access ( System Specific)” - Security access different from the previous two types and from
the authorization for programming.

Hints:
When the device you connect to is using a “KWP1281" diagnostic then the only applicable option is
“Security Access (log in)”
If you would like to input security access to the ECU you should use “Security access (Component
Security)”. This will allow you access to the adaptation channel 50.
If you would like to input the security access to the immobilizer you should use “Security access

(Component Security)”. If you receive an error message saying that it is not supported you should use
“Security Access (log in)”.
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2.4.5.2 User defined security access

In order for the authorization to be performed you need to clarify the type of security access by using the

“Request seed” / “Send seed” buttons.

-
Security Access

S

Feguest SEED

Feturn KEY

SEED: 0337236

Seculy access parameters
O Standard Type

@ |User defined 3

320527021 131adaad
Walue(DED) WalueHEX)

www.abrites.com
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2.4.6 Adaptition

“Adaptation” will open a separate window for you where you could check the adaptation values.

“Non UDS” modules.
You need to enter the number of the channel where the adaptation will be performed and then press the
“test” button. If the specified value is accepted by the unit press the “Save” button.

The “Scan all” button will generate a file with all channels and the adapted values.

Adaptation L—E,"hj

Adaptation channel ‘2 i‘ Channel 2: Service Reminder b Stap

Service Reminder

Service reminder
closed

Reset

Stared value:

ew walue :
0 Test

Help

Some important channels used for adaptation:

- Channel 50 - typically used for adaptation of new parts. Usually to get access to this channel you should
do a security access with the log in(PIN) of the device to which you are connected and the one you will
adapt to the car. After gaining access to channel 50 you should input the log in (PIN) of the car to which
you will adapt the new part.

- Channel 21 - If the immobilizer is by K-LINE then the adaptation of the keys is done in channel 21. To
gain access to it you need to make a security access with the immobilizer.

- Channel 1 - If the immobilizer is by CAN then key adaptation is done in Channel 1. To gain access to it it
is necessary to do a security access with the immobilizer.

www.abrites.com
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"UDS modules”

Adaptation UDS 5
[~ Manual
[rata |dentifier:
Select:
|Language version -
1D# | Current | MNew | Unit |
2233 Spanish -
no language »
German
mI_ =
French i
Italian
Spanish
Portuguese
without text
Czech -
Read e
W alue rzad.
Exi

You have to select certain items from a drop down list. When an item is selected it is automatically read
and its current values are displayed in the “Current” column. The “Unit” column shows the measurement
unit of the selected item. To change a current value you need to input or select a certain new value into

the corresponding cell from the “New” column.
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2.4.7 Coding of the unit

“Coding” will open a separate a separate window for you where you can change the coding value of the
master and all slave units. In the example below only the master unit supports coding. Slave units 1and 2

are without coding.

Coding Lﬁ‘

M| Device Coding type walue
01 BCEI205506 Long 170600

| Mew coding | uB00

walua:
Set Coding | lelper
[ Set coding type manually
@
o
o il
Coding dola read. it

Pressing the “Coding helper” button will open a new window where you can see the corresponding coding

information with an opportunity to change the appropriate settings.

Long coding help {ﬁj
Coding Bytes

0 1 2 3 4 5 6 7 8 9 1011 12 13 14 165 16 17 18 19 20 21 22 23 24 25 26 Z 28 29
[rfofoof [ T [ T [T T T TTTTTTTTTTTTT] [ ]

[vl [Byte: 01, Bit: 0] Brakepad Warning activefinstalled

[l [Byte: 01, Bit: 1] Seatbelt Warning activefinstalled
[1[Dyte: 01, Dit: 2] Washer MNuid Warning activefinstalled
[¥] [Byte: 01, Bit: 3] Multi-Funciion-Display activefinstalled

#¢ Byte: 00, Bits: 0-3 -
00,Distance Impulse Number 0

01.Distance Impulse Number 1 - Seat Ibiza [6J] Leon [1P){Skoda Octavia [12) Superb 3TIVW
02.Distance Impulse Number 2 - Skoda Fabia/Roomster [5J] Skoda Yeti [51) _Skoda Octavia
03.Distance Impulse Number 3

04,Distance Impulse Number 4 - VW Polo [6R]

05,Distance Impulse Number 5 - VW Amarok [ZH]

06,Distance Impulse Number 6 - VW TransporterfMultivan [7E{7F)

07.Distance Impulse Number 7 - VW Eos [1F] / VW GolffJetta [52/5K/AJ] { VW Scirocco [13])
08,Distance lmpulse Number 8

3 Byte: 00, Bits: 4- 7

00,Country: Germany (D] (|
10,Country: Rest of Woild [Ro'W)

20,Country: USA [US) 5

m

Q®OCO00000

0®0

= == ———=— _—— !
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2.4.8 Custom requests

Using this function you can manually send diagnostic requests to the corresponding unit.

The next example shows a request for identification of an instrument cluster.

g - |
Custom requests I,dﬂhj
Le=equest
22129 Send
uns

Sawvs to fils

‘ Pau=s ‘ ‘ Clear ‘

Trace list

Tt 220 Pl 2R

Rz: OE 62 F1 87 35 43 36 39 32 30 38 35 30 42 20
T=: 22 F1 09

Ex: 07 62 F1 89 30 34 30 3¢

2.4.9 Custom download / upload

“Custom download/ upload” allows direct read from the address map of the device. This option will only
be available if you have some updates in your configuration such as “Reading / writing the flash counters”.
Please note that in most cases there will be a security authorization required before you write or read the

address map.
2.4.10 Active diagnostic session

Default diagnostic session established after connection to the unit is number “89”. You could request
entering a different diagnostic where performing of diagnostic activities in the standard session “89” is
not allowed. Please take into account that in most cases different diagnostic sessions require security

authorization.

Diagnostic zession

gd Erter
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2.4.11 Flasher (SW Update)

There is a possibility to update the software of the modules. The files with the updates are not provid-
ed from Abrites, it is responsibility of the customer to find such files. Typically these files are provided
with the original OEM software. These files are normally with “SGO” extension (for modules using under
“TP2.0" or “KWP2000", or with “FRF" extension for the modules using UDS. Please pay attention that
update of the software is risky operation - if incorrect SW is uploaded to the module, it might stop work.
Normally if the process is interrupted (e.g. because the battery is flat, or the PC is restarted, etc) it is pos-
sible to start the process again. When the customer start this function, information about the current SW
number and version is displayed, then the customer has to select the file which he wants to flash. If the
module is with “UDS” diagnostic protocol, it is necessary to have Internet connection in order to get the
data from the file.

2.5 Special functions
Special functions are specific applications allowing you to read security access codes, read/ program EE-

PROM / flash content etc.

The “Special functions” are available in the main dialog window of the “Abrites Diagnostics for VAG”.

if4 specal functions ]u Vehidle Selection

1 Broadcast lf"‘ Options |

- J o e ' oy Wl Wk o
CAN :I‘ He T Py oy
Instrument EZS Kessy BCM2 Instiument  Engine Control - Component  Immo parts Imma 'V Immo V' adapt
07/46 A4/85/05 Unit protection adaptation adaptation manual r
o A T 93 et ool 0 p.e;1
A uw B 28 B " Q@ o
Steering lock ™ Key leaming Theft Dump toal Aitbag Vw/ Crafter DSG Custom
adaptation  configuration protection Calibration  Read/pdate
— - T P TR ” o

The needed special function is opened by double click or by marking and clicking the “Open” button.

Note: For the purposes of some special functions (mostly key learning there are buttons for PIN auto
detection and component security. This means that they will try to gather the needed information from
the ECU and also from the instrument cluster (if the cluster is supplied by VDO.

Please be informed that for VDO units manufactured after the end of 2006 some parts of the instrument
cluster needs to be re-flashed. The same applies for millage reading functions. As mentioned in the li-

cense agreement you will need to perform these operations at your own risk.

www.abrites.com
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2.5.1 Special functions with “CAN Instrument ”

When this function is opened the “Abrites Diagnostics for VAG” tries to establish diagnostic with the
instrument cluster using KWP2000 over TP2.0 or UDS.
If the session is established successfully the software will read the module’s identification and will try to

automatically detect the instrument cluster type.

The following types can be detected:
VDO/MM/Visteon -2007 (CAN TP2.0)
VDO with NEC pC 2009+ (CAN UDS)
JCl with NEC pC and 95320 EEPROM (CAN UDS)
Magneti Marelli with 9512 uC (CAN UDS)
A8(4H)/A7(4G)/A6(4G)/Touareg(7P) with 95320 EEPROM (CAN UDS)
DO based on MQB platform

If connection to the instrument cluster cannot be established or the instrument cluster’s type cannot be

detected automatically you will see the following window:

Select instrument cluster type

YDO/MMVistecon 2007 [CAN TP2.0)

VDO with NEC pC 2009+ [CAN UDS)

JCI with NEC pC and 95320 EEPROM [CAN UDS)

Magneti Marelli with 9512 or V850 C [CAN UDS])

AB(4AH)/A7 [AG)JAB[AG){Touareg(7P) with 95320 EEPROM (CAN UDS)
VDO based on MQB platform

0K Cancel

www.abrites.com



Abrites Diagnostics for VAG User Manual

In this window you can manually select the desired instrument cluster from the ones listed.

VDO with NEC Microcontroller 2009+ X
Service Mode
Service mode can be entered in two ways - for some dashboards it is possible to enter by DBDII [not always possible). or by modifying the ConfD ata content with a
programmer [by dump). Service mode can be leaved always by OBDII, but once leaved you may need to modity the ConfD ata dump in order to enter it again.
Enter Service Mode by
OBDI
Mileage Read/wite ConfD ata/immo data
!IJ Read Update
ConfData ConfData
Read mil Recalibrat
ead mileage ecalibrate ‘ LD?“Z_?"“ Savelofie..
Read Flash
Immo Data
|
D Read Immo data
Senal number Tiansponder identificators
CS1(ECU) cs2 KeplD1 KeylDS
MaC KeylD2 KeylDE T
|
Status Power Class KeylD3 KeylD7 J
: Configuration KeylD4 KeylD8 ‘
PIN (0 |
Exit

Note: If you would like to select the instrument cluster manually you need to disconnect your AVDI
from the OBDII and open the “Instrument cluster CAN" special function.

If one of the above types of instrument cluster is automatically detected the “Abrites Diagnostics for

VAG” will not open the corresponding function window.
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2.5.1.1 Special functions with instrument cluster CAN over TP2.0

Available functions are:
Reading current mileage value.
Read/ Program EEPROM(Configutation data) of instrument cluster immobilizer.
Reading security access code of the immobilizer(Component Security (CS))
Read/ Write immobilizer related data.

Program keys

Please note that the provided security access code from this application is immobilizer related and will

not be accepted by the instrument cluster.

For Micronas dashboards it is also possible to extract the mileage value by available EEPROM and flash
dumps using the “mileage by flash EEPROM dumps (Micronas)”.

Reading/ Writing the immobilizer data is done from the “Read IMMO data” and “Write IMMO data”.

For Micronas dashboards it is also possible to extract the immobilizer data by available
EEPROM and flash dumps by using the “Immo data by flash EEPROM dumps (Micronas)”.

IF you would like to make a key you will need to read the immobilizer data first or to load it from flash and
EEPROM dumps. After that you should have a transponder programmer (PROTAG) connected and then
you should place the transponder inside. Once that is done the new key is added to the existing keys,

allowing them to still function.

Note: It is possible to have up to 8 keys per car. If all positions are already taken when you create a key
you have to substitute the 8th key position.

Note: The “Make dealer key and add it to the immo data” button programs the transponder as a dealer
key and adds its transponder ID to the immobilizer data. The data however is not yet written in the micro
controller. You will need to select the “Write immo data” button to do that. Alternatively you could exit
without writing data ,since you already have have a dealer key. Of course you could always teach the tran-

sponder by diagnostics.

This application could be used with the following models:
VW Golf5, VW Caddy, VW Touaran, VW EOS, VW Individual, Skoda Octavia Il, Skoda Scout, Seat Leon,
Seat Altea, Seat Toledo, Audi A3, Audi A6, Audi A8, Audi Q7, Audi Allroad.

With Audi A6, Audi A8, Audi Q7, Audi Allroad the function for reading current mileage value is not avail-
able and key programming is done through EZS-Kessy or BCMZ2 special functions.

www.abrites.com
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ATTENTION:

Please take into consideration that some instrument clusters of the Audi A3 and A8 have the access
to the special functions blocked. The blocked access ones can be recognized by the unreal value they
display when you read them. If you need to restore normal behavior to the instrument cluster you need
to remove the fuse of the instrument cluster for one minute (e.g. in the Audi A8 you could remove fuse
number 5). The most common reason for the blocking of the security access is the usage of low quality

diagnostic tools in the past.

ATTENTION:

The “Abrites Diagnostics for VAG” is designed to calculate mileage values in metric units.

Please take this into account. Especially when using a dump tool or when the “Abrites Diagnostics for

VAG" asks you about the displayed value of the instrument cluster.

www.abrites.com
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2.5.1.2 Special functions with “VDO NEC"

The “VDO NEC” is dedicated to the VDO instrument clusters with a NEC micro controller.
Typically these instrument clusters are installed in VW/ Seat/ Skoda/ Audi cars produced after the year

20009.

After starting this function you will see the following dialog box:

VDO with NEC Microcontroller 2009+

Service Mode

Service mode can be entered in three ways - by OBDI if there is working key, on the bench [ZN053S (VDD NEC +24Cxx] cable] - make the connection from the wiring
diagram before pressing the button, or by modifying the ConfD ata content with a programmer (by dump).

Mileage

—

Read mileage

’ Recalibrate

Immo Data

ID

Serial number
CS1(ECU)
MAC

Status

Configuration

PIN O

BDII

Enter Service Mode by

Load S-Key ‘ ‘

Wiring diagram for ZNOS9
(VDO NEC +24Cxx) cable

Read/write ConfD ata/lmmo data

Transponder identificators

cs2 KeylD1
KeylD2
Paower Class KeylD3

KevlD4

KeylDS
KeylDBE
KeylD?

KeylD8

Read Update
ConfData ConfData
Loﬁ': IR Save tofile...
Read Flash
Read Imma data
Exit

This special function can be used to read mileage and making keys. It is also possible to use it for exchang-

ing parts and adapting the identification and configuration.

The key making function requires a ley programming license while the mileage function requires a sepa-

rate license.
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In order to perform any operations on these dashboards you will be required to enter the car into service
mode. The dashboard cannot be worked on without entering service mode. Entering the car in service
mode is performed in three ways:
If the car has a working key you could put it in ignition and then press “Enter service mode.”
Using VNOO6 special function and Megamost with [D48 rewritable(all by OBDII) when all keys are
lost.
Reading the EEPROM (24C32 or 24C64) with a programmer or with ZN059 cable), then loading it once
prompted by the software, then modifying it with the next step and finally writing the resulting file
back to the cluster EEPROM using the programmer. Entering service mode, loading the EEPROM and
reading mileage and IMMO Data looks like this:

Service Mode Service Mode:
fnot Service mode can be enter— — = — = ing the ConfData content with a
programmet (by dump). 4 programmet by dump). Ser| M 1 i rder o enle it again
Load S-Key
e Cannot enter into bootloader.
E®' Vou need to modify the ConfData of the dashboard with a programmer.
Mieage | Cannot enter into bootloader. Mieage

Do you want to load the S.Key file? . Please load the ConfData dump of the dashboard read with a E
o [ programmer
_ |
|

—_— ‘ — ’ ’* Do you want to continue? =

|
“ ‘ ‘ Ves No
| 1 :

—

Inmo Data Inmo Data
D ‘ [
Serial number Transponder identificators ‘ Serial number Transponder identificators
€51 (ECU) cs2 KeyiD1 KeyiDS i il 31ECY) cs2 KeyiD1 KeyiDS
MAC KeylD2. KeylD6. ‘ 1 MAC KeylD2. KeylDE I ET—
Stalus Fovees Clars KeyiD3 KeyiD7 I —— Status Power lass KeyiD3 KeyiD7
PN 0 | PN [0
Ty to reflash. Tying to refash.
| Modify ConfData x
A Open > Service Mode
ihessrcara e e You have to store the generated service mode ConfData dump. |l L
EESCTOL I 2 Rdviciispmieaini G L
Vi " i
Look in: VDO | & £ Bl Two service mode dumps are possible.

Type 1: ABS coding will go out and then should be restored.
Typically cars 2008-2014,
Mieage
Type 2 ABS coding is not losed, but some dashes might not enter
service mode.

At

Typically cars 2014-2017.

[o
For ‘Type 1" press 'YES'
1 For ‘Type 2' press ‘NO'

Otherwise - press ‘CANCEL

| |

2 — Y No coca_|

H o
EEPROM VDO = [
i FOON P s der identificate
24CE4 Tansponder entficlors
o ST o5l o o Fesion ==
! A T —
Fiename: | Open I Ke02 KewDs |
Status Power Class KeyiD3 KeyD7 L =
’ Conl T | Keine KeylD8
Files of type [E\N files :j Cancel i e [ B2 = 2
AN o

™ Open as read-only

Tying to relash.
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VDO with NEC Microcontroller

Service Mode
by DBDII ot

wiha 3
mpin order to enter # again programmet by dump). ways by OEDII, o enter it again.

rvice mode ConfData dump with a
nerated dump is written in the dashboard Mieage
tin the car.

[1as32

Read Updste
ConData ConfData

Loadfrom
3

Retmence [l Rocans
| | Save toffe.

]
t

ReadFlash

a0V Immo Data
i 1D [TMBDT21Z1B2164110

Readimmo data

Seial number Transpondst dentficalors Seial number 0000000000000

Transpondet identiicators

Update Immo data
Cs1(ECU) cs2 KeylD1 KeylDS C51(ECU) |4d3dc26e036 52 |d6339165ef2 KeylD1[41612be  KeyiD5 fiiff
MaC KeylD2 KeylDE MAC |fbabaaft KeylD2 |ttt KeylDB fiiff ~
EraseAlKeys | | Clone key inignion
Status Power Class KeyiD3 KeyiD7 Status | 1400003add Powe Clase [ KeylD3 it KeylD7

Configueation (210106110600

Configuration KeylD4, KeyiD8 Ak

|06 - skoda | | KeyiDa it Keyips Mt
PN [0 PIN [58217

o
eys o
e

Tying to eflash Done. Ext

We recommend that you detach the dashboard from the car and work with it separately (not in the car).
Another thing you could do is switch the ABS module OFF during your work with the dashboard(when
working in the car). If you prefer to work with the dashboard in the car and the ABS coding is lost, it is
possible to be calculated with the “Coding Calculator” special function (short coding only). If the ABS has
a long coding please save it before entering service mode(Diagnostics menu > ABS > Coding > save the

coding string to a text file)

Once service mode is entered you can:
Read/ Write the whole EEPROM
Read the whole flash
Read/Recalibrate the mileage
Read/ Write immobilizer data

Program a key for the car

Note: The S-Key(secret key) is generated once the already loaded cluster EEPROM is modified by the
software. Once you enter service mode, the S-Key is automatically generated and you can save it. It is
used to enter service mode without reading and writing the EEPROM. S-Key is a binary file and you can
send it to friend so that he can read the same device easily on another PC.

Note: Sometimes writing of the data could fail. In order not to loose the information all written data is
backed up in the “Dumps” sub folder.

Note: For dashboards with a colored TFT and other late model cars display with no working key you
should enter the service mode and perform all changes before exiting the menu. Should you need to

enter service mode once more you will need to modify the EEPROM yet again with a programmer.

Note: For the colored TFT and other later model cars display dashboards the specifics dictate that the
dashboard remains sometimes dark while the service mode is active.
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2.5.1.3 Special functions with “Magneti Marelli” UDS 9512

The “Magneti Marelli UDS 9512 special function is dedicated to the Magneti Marelli instrument clusters
with a 9512 micro controller and UDS diagnostic protocol. These are typically produced after the year
2009.

After starting this function you will see the following dialog box on your screen. In the example below the

data is already read.

F ~
Magneti Marelli UDS with 9512 Miciocontroller [

Magneti bMaell 2 ashboard with Matorala 3512 microcortrolier and DS diagnostic protocol

To make a kay vou need to read the immoailizer data first Then put Megamas £8 Croplo tranpander into be procrammer and prass "Add kay'', After s2veral seconds:
the key will be ready. The learnzd key yill 22 added to position "<ey_count + 1", Le. if you want to erase all existng <eys and program one new key, first out 0" for
Lh= kep-our L ar J thernmnake the kep.

Iilezge Read/wrile EEFPROM/Ammo data

B Read Update
CoafD ata ConlDala
Read nileage Recalibrate Load framn ;
e Save lo ke,
Resd Flazh
Imrnc D ata
I AT Ak 1111 Read Immo
daa

Senal number Tranzpondar identficztors M

Serial kes(C5) | 51 3343005265 b KeylD1 |bebSbdie fewiDs |ttt e

WAC | qrosne KeyD2 |be2lf3ad FeylDE |
Statuz | B4FC KenD= | be223337 KeyD7 | S
Feycount; 4 KeuDd | T3cdlbsf FepiDg | Al
Fir 17210
Daone. Bl
LY

The special function is used for mileage reading and key making. Part exchanging and adaptation as well
as identification and configuration is also possible. The mileage function requires a separate license while

dealer key making requires the dealer key license.

When all keys are lost the micro-controller flash and eeprom (External Configdata) data have to be read
and loaded into the software.
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2.5.1.4 Special Functions “JCI with NEC uC and 95320 EEPROM”

The “JCl with NEC uC and 95320 EEPROM” special function is dedicated to the Johnson Controls instru-
ment cluster with NEC micro controller, 95320 EEPROM and UDS diagnostic protocol.

After starting this function you will see the following dialog box on your screen. In the example below

the data is already read.

JCI with NLC microcontroller and 95320 CanfData - —— [
Mileage Fead/write EEFROM JAmmao data
il Read Update
ConfD ata ConfD ata
Rrad milkage Reralibrate Load from :
e, Savetofile...
Rrad Flazh
Irrno Crata
D WwWAWEZARRZAY 265555 Read Imma
data
Senal number Tranzponder identificatars Ipdate [mmo
Serial key(C3) | 6537d3icabi0l KeplD1 |ecfefc1s KeplDE | 3733221 BEE
MaC 50250000 KeylD2 |Efal2713 KeylDE | ffif
Status |140000fedd KewlD3 |1abdBefd KeulD7 | R
Configuration | 210106550100 ni - v/ KeplD4 |f29c12he Keupe |
Add key
PIM 112345
EEEEEEENENENEEEEEEENNEEEEEEEEEENEEEEEEEENENEEEEENEEEEEENNEEEEENEEEEEEE] o
Darne. 2

Press the “Read mileage” button to read the current mileage value.

Press the “Read EEPROM” and “Write EEPROM” to read or write the EEPROM data.

Press the “Read Immo data” button to read the immobilizer data.

After you have read the immobilizer data you can modify and write it by using the “Write Immo data”
button.

After reading the immobilizer data you could add a new key. Pressing the “Add key” button will prepare a

dealer key. Then add it to the immo data and write the new immo data to the immobilizer.
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2.5.1.5 Special functions with “A8 (4H) / A7 (4G) / A6 (4G) / Touareg (7P) UDS
dashboard with 95320 EEPROM”

The “A8 (4H)/ A7(4G)/ A6(4G)/ Touareg(7P) UDS dashboard with 95320 EEPROM” special function is
dedicated to the A8 (4H)/ A7(4G)/ A6(4G)/ Touareg(7P) instrument clusters with 95320 EEPROM and UDS
diagnostic protocol.

After starting this function you will see the following dialog box if the IGN is not switched ON:

A8(4H)/AT(4G)/A6(4G)/Touareg(7P) UDS dashboard 95320 X 1
Procedure

The mileage is calibrated completely by OBDII

Mileage |0 Read mileage Recalibrate mieage Fix DEF error

To do the mileage calibration, you can do the following:

1. Turn IGN ON

2. Enter the “CAN Instrument” menu

3. Read the current mileage

4. Enter the desired value and click on “Recalibrate mileage”

5. Once the procedure is complete, you will see the “Done” message on the bottom side of the window:

There is also a separated option to Fix the DEF error if necessary.
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2.5.1.6 Special Functions with VDO based on MQB Platform 2014+

The mileage correction function for VDO clusters based on the MQB platform is able to perform mileage
editing in cars based on the MQB Platform from years 2014+. The function is found under “CAN Instru-

ment” in the Special Functions Tab:

# Unit name VAG Number Description | DIC | Coding =

N

4

I Previous |
01 Engine Control Module 1
,|02  Transmission Cont:| Select instrument cluster type ‘ {
Y03 Brakes 1 VDO/MMVisteon -2007 (CAN TP2.0) >
1
VDO with NEC pC 2009+ [CAN UDS) Open

04 Steering Angle Sei

JCl with NEC pC and 95320 EEPROM [CAN UDS)
Magneti Marelli with 9512 or V850 pC [CAN UDS) m
06 Seat Adjustment P || AB(4H)/A7(4G)/A6(4G){Touareg(7P) with 95320 EEPROM (CAN UDS) v
VDO based on MQOB platform et

05 Kessy

Display Control U

B e i

{f} specal functions | \

[ ] Q - N 2
- i — — |2

Instrument  EZS-Kessy V\/
Q7/48

mo Y adapt
P Caneal marul
Y |
Mo = - - Open
8 L § H B w W v @ :

Steering lock ™ Key leaming Theft Dump tool Airbag W/ Crafter DSG Custom

adaptation  configuration protection Calibration  Read/Update |
— - AT - AT a o
VDO based on MQB platform (not Virtual Cockpit) X
Please, find the autodetected type below [ you can also select it manually | :
" Dashboard 2012-2014
1 " Dashboard 2014+
Mileage Key learning Immo data
0
Read Recalibrate Learn key Immo data
[ 3
Cancel
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2.5.1.7 Added MQB cars key programming - adding spare key

The Key Programming for the MQB cars will allow you to add a spare key when one working key is present.
The list of the supported models is as follows:

Audi A3/S3 2014+

Audi Q2

Seat LEON 07.2014+

Skoda FABIA/OCTAVIA Il 07.2014+

Skoda RAPID 06.2015+

Skoda KODIAQ/SUPERB Ill

Seat IBIZA/ATECA/TOLEDO 06.2015+

Volkswagen Golf 7/Polo/Tiguan I/ Touran || 07.2014+
Volkswagen Crafter 2017+

Volkswagen Passat B8

The next screenshots will guide you through the first steps of the actual key programming on MQB cars:

1. Enter CAN Instrument 2. Select “VDO” on MQB platform

] ABRITES Diagnostics for VW/Audi/Seat/Skoda 32.0 Days until HW synchronizatio..  — O X A

¢ | Tl qame 86 tasber Description [orc [ cosing + [Unic neme VA Nasber bescription [orc [ coting

Engin Module 1
- Tz ot | Select instrument cluster type ‘

(, B, VDO/MMVisteon -2007 (CAN TP2.0) n

Open .| VDO with NEC uC 2009+ (CAN UDS) Open

JCI with NEC iC and 95320 EEPROM (CAN UDS)
Magneti Marelli with 9512 or V850 uC (CAN UDS) m
menc 2| AB(4H)AT(4G)IAB4G) Touareg(7P) with 95320 EEPROM (CAN UDS) v

New | |

VDO based on MQB platform

fi Specal functions | vehicle Selection | & Broadcast | & Options |

[ - oY )

= §§ & = W O = =

Instrumer EZ5Ke BCM2 rur Es Ca Ce nt I

{ e awams T G G caron C ok Gl C
& N 4 on

‘ o & d % pec = S L

9 Thet  Dumploo  Aibsg VWOt DSG Cu Thet  Dumplool  Aibsg  WWCate  DSG Cuton PIN
‘ at protection Calibration  Reac protection Calibration  Read/Update
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3. Select “Learn Key”

VDO based on MQB platfonm (not Virtual Cockpit) >

Please, find the autodetected type below [ you can also select it manually ) :
" Dashboard 2012-2014
] " Dashboard 2014+

Mileage Key learning Immo data
|U
Read Recalibrate Learn key Immo data
Cancel

- e T ToTOUTT _— T T

4. Make sure all preconditions are met

A
¢ |Unit name [ vac mumber | Descriprion [orc | coding - -
00 L"
01 Engine ¢ The procedure for learning a key is following: EISVELE
02 Transmis 1.Turn igntion ON with a working key. If the car is keyless-go, ignition is turned ON by
i holding the key on the steering column and pressing the "Start’ button. ‘4,
03 Brak=s 1 3 press the 'Leamn’ button. Internet connecton should be avaible.
g1 |iseasvvig 3.After the data from the immobilzer are read, you wil need to put the original key in Open
the ProTag programmer.
05 Kessy 4.0nce the original key is read, you should turn ignition ON with it, and put the new
(blank) key in the ProTag programmer in order to prepare it as a dealer key. i |
0€ Seat Adj 5 You've to turn ignition ON with each key to be learned (i.e. the original keys + the new v
b [E et one). When turning the ignition ON you wil have indication on the dashboard like '1-2', Next
ol FX8Y | 122" and so on, indicating how many keys are learned. If the car is with keless-go you
ns_nim ~-ndq Need to hold each key on the steering lock and press the 'Start’ button. =
4
{f4 Special fund
B
CAN
Instiument
G
pen
| oK Cancel
1
configuration PIOTECHOrT CalOTauon — Feaur Opoae
- T - A n @ =
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5. Enter the desired number of keys you will 6. Entering bootloader state.

program

| VAG Number

. note that VDD MQB dashboards fiom 2012 and 2013 are not supported yel.

i Mieana. Kaulnaming. M . .
| Enter key count x = | Entering into bootloader..
(

i =
¢ [ v
b Key count (including the new key): |0 Next

OK Cancel -
Specal functic fi specal functic
- = L)
A can
Instrument t t Instrument t
Concel [«
e Open v
o & Ed L ~ 7 — w B4 w5 ~ 7 <
™ Theit Dump tool Awbag VW Crafter DSG Custom PIN Key Theit Dump tool Aibag VW Crafter DSG. Custom
configuration protectio Calbration  Read/Upcate protection Calibration  Read/Update

Once you have programmed the keys, the remote also gets programmed.

Note: For keyless go key programming on MQB cars, the key needs to be held close to the emergency
slot and push the “Start” button and right after this, start the procedure to program a key.

Note: Specifics in MQB key programming for Skoda vehicles.

When programming keys to MQB Skoda vehicles there is one very important specific step we sometimes
need to take.Due to the way the start button and the receiver coil are positioned (the coil is positioned
around the start button) often times the keys which we want to program cannot be accepted by the coil.

The button creates a disturbance and the coil does not “see” the new key or even the original one for that

matter.

A good solution we have is to remove the plastic or aluminium trim around the start button and remove

the start/ stop button without disconnecting it.

This will allow you to position the key on the coil and use the start/ stop button to complete the key

programming.

This is based on our practice and we are sure it will help you too.
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2.5.2 Special functions with “EZS Kessy CAN”

When you select this function the “Abrites Diagnostics for VAG” tries to establish a diagnostic session
with the “EZS-Kessy / Entry And Start Authorization” using KWP2000 over TP 2.0.

EZS-Kessy for 07/86,/allroad x|

— Component securiby:

@ Get component security frarm Engine Contral Unit [ECU)
Camponent pratection bytes |ad |32 |df |ac| |ag |3d

PIM [Login] cade: 23242

O Get component security friom EZS-Kessy EEPROM dump | Load EZ5-Kessy dump

Autndrtert fiom engine (FETT)

o) Get component security from EZS-Kessy by OBDII Laad fram EZ5-Kessy by Hel
(Irequires to give ignition O with working ke OEDI Ep
—Learn keys WM
Mumber of YIM: .
keys ta 1 Learn keys Make dealer kep Read it
learm:
— ks EEFHUM
gooooooo 24 65 10 02 00 10 FD BO FF FF 01 FF 36 33 36 37 fheeeeenauns 6367 -
00000010 31 33 30 30 32 36 30 30 31 31 FF FF 37 33 33 37 1300260011..7387 Fead EEFROM
Qoooo0oz0 30 33 30 30 30 34 30 36 30 31 FF FF 31 30 30 35 03000406801, .1003
goooonso 34 31 32 31 31 31 35 30 30 30 39 30 33 51 30 34 41:21115000903104
goooon40 34 32 34 37 35 FF FF FF 35 30 2E 31 31 2E 38 32 42475...50.11.82 \wirite EEPROM
Qooooos0 33 32 30 31 57 41 55 54 SA SA 34 46 55 36 34 31 3Z01WAUZZZAFKG4L
goooooed 32 31 31 33 31 FF FF FF 11 28 23 10 34 46 30 39 21131....(#.4F09
goooooyo 31 30 38 35 32 20 20 20 30 32 32 30 00 01 01 00 10852 0220....
Q0000080 OA A% 51 1a 5B 31 32 36 2E 30 32 ZE 30 37 FF FF ..0.[1l264.02.07.. Save to file...

ooooooe0 34 46 30 39 30 35 38 35 32 42 20 20 20 33 31 FF 4F020585ZE 31.
000000AD FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF .....viinnnnnnns
000000E0 23 30 35 32 31 30 30 39 33 31 38 31 33 31 35 30 Z05Z100931213150

- Load from file...
4 | | »

E it

This special function is dedicated to the Q7/ A6/ Allroad models and provides the following functions:
Key learning. In most cases it requires a pre-programmed key (one using VIN) which can normally be
purchased from a VW / Audi dealership. This function can also be performed without a dealer key,
however you will be required to create a dealer key. You can do that with the Abrites dealer key spe-
cial function and a PROTAG programmer.

Read the EZS Kessy EEPROM (2KB)

Write the EZS Kessy EEPROM (2KB) containing the PIN, component security and ECU synchroniza-
tion.

Change the VIN inside the EZS Kessy EEPROM.

Program a blank key, so that it becomes a dealer key.

www.abrites.com



2021

Abrites Diagnostics for VAG User Manual

IMPORTANT: In order to perform any functions with the EZS-Kessy you need to have one of the follow-
ing:
The login (PIN) of the car and the first 6 bytes of the component security. The component security
is normally 7 bytes, however the 7th byte is not required. The login and component security bytes
can normally be read from the ECU(until 2008/2009). This applies for all cars with EDC16x/ MED9x/
ME7x/ EDC17/ MED17 ECUs. You can read the login and component security using the “Engine con-
trol unit” special function or from a decoded EEPROM dump using a programmer. It is also possible
for the software to read
all this information automatically when you press the “Autodetect” button.
In this case the software will connect to the ECU and read the component security and login filling
the required fields automatically.
It is possible that the component security cannot be read from the ECU. In such cases you can use
the car’s working key (provided you have one) and obtain the component security and PIN from the
EZS-Kessy. This is done using the “Get component security from EZS-Kessy by OBDII” function.
If the car has no working key you will need to open the EZS-Kessy and read its EEPROM with a pro-
grammer. Then you have to select “Get component security from EZS Kessy” and load the EZS Kessy

dump. Once that is done you can learn or create a dealer key.

IMPORTANT: Provided that the car has no working key and you can not turn the ignition ON in order to
get the ECU to communicate you will need to short the fuses as described in the appendix(pin 1 and 16
of the OBDII).

After obtaining the component security bytes you can restore the fuses.

IMPORTANT: If the car has no working key communication with the EZS-Kessy is only possible if you
press the brake pedal.

NOTE: In order to perform any functions with the EZS-Kessy you will need to input the login and the
component security bytes, or to load the EZS-Kessy from the EEPROM dump, or to get the component
security by OBDII from EZS-Kessy. If that is not done any attempts to perform any actions will result in

an error.

IMPORTANT: If a dump form the EZS-Kessy is available the Sokymat 8E transponder can be reset from
the Tag Key Tool software and the key could be then re-used.
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2.5.2.1 Learning keys with EZS-Kessy

In order to learn a key for the EZS Kessy you need to have the login and the component security bytes (as
described above) and to specify the number of keys which are to be learned. Once you have that you need
to select the “Learn” button and the keys will be learned. Key learning is done with dealer keys. They can
be obtained at a VW / Audi dealer or can be made if you have the respective key programmer by using the

“Make dealer key” button(Insert 1in the “Number of keys to learn” field)
2.5.2.2 Reading and changing VIN

In order to read or write the EZS Kessy VIN you need to have the login and the component security com-
ponent bytes (as described above). Once you have that you can use the “read”/“write” buttons to change
the VIN.

2.5.2.3 Reading / Writing EEPROM

ATTENTION: It is now possible to write areas $100 to $S15F. In order to be able to write this area you need
to have a working key. This is the area, that contains the Immobilizer data. Please be very careful when
performing modifications here, because modifying some areas of the immobilizer data might lead to the
car not being able to start because it will not be able to recognize the key (this is very much so in the com-
ponent security range between $100 and $123). Another thing is that if you modify this area and have the
error above it will not be writable again due to the lack of a working key. Should such events occur you
will have to create and learn a new key to the car in order to restore the ability to write this section again.
There are a few ways you could approach this situation:
You can learn a brand new transponder.

You can unlock the original key, make it a dealer key and learn it again, making the area writable again.
2.5.2.4 Programming a blank key so that it becomes a dealer key

First you need to input the login and the component security bytes (as described above). After that you
need to press the “Make dealer key” button(Insert “1” in the “Number of keys to learn” field.). At this point
you should have a blank key inside the key programmer and the ABRITES Diagnostics should be con-
nected to the car. A few seconds later you should have a dealer key ready. Then you can learn the key by

selecting the “Learn” button.
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2.5.3 Special functions with “BCM2 A4/A5/Q5/A6/A7/A8"

This special function is dedicated to key leaning for the vehicles equipped with the so called BCM2.
Normally these are the A4/ A5/ Q5 vehicles produced after the year 2008/2009 and also A6/ A7 /A8 pro-
duced after 2010 and Touareg produced after 2010.

Once you start the special function you need to select the model.

Select car type

 Audi A4/A5/Q5

« Audi A6/ATIA8 or VW Touareg

ATTENTION: Strongly recommend to have a working key from the car. _
If you don't have a working key and want to add new key, the new one Head ok olke
will be learnt, but it is not sure that it will start the car!

Please first put working key in programmer and press 'Read working
key'

" Audi AG/ATIA8 (ALL KEYS LOST)

The models are divided in three general groups:
Audi A4/ A5/ Q5 - for this group it is not necessary to have a working key.
Audi A6/ A7/ A8/ VW Touareg - this group requires to have a working key ( a key, purchased from a
dealer is also an option). If you would like to learn a blank key it is necessary to place the working key
in the programmer and press the “Read working key” option. If you plan on relearning existing keys or
learn a key, purchased from a dealer (i.e. without programming blank keys) it is not necessary to press
the “Read working key” option.
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Audi A6/ A7/ A8 with ALL KEYS LOST - this is special case where no one key is available and then

the procedure is generally different. It is separately described below.

After the model selection is complete the procedure is identical for both groups:

A| ABRITES Commander for VAG = O X

Step 1: Check BCM type

Connecting to Kessy...

@« Learn keys in BCM2 completely by OBDII |
¢ Learn keys in BCM2 using programmer (with ABPROG)
" Load BCM2 data from file

" Put BCM2 CS manually

" Alarm OFF " Alarm ON

" Disable/Enable ELV

" Re-adapt BCM2 module to different vehicle |

" Change mileage in key

The special function offers the following options:

Making keys for these vehicles requires to read the BCM2 module. In general the procedure is split into
three steps:

Step 1: Check BCM type.

Step 2: Read BCM (either by OBDII or with an ABPROG)

Step 3: Key learning procedure ( making dealer keys or learning keys)
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2.5.3.1 Read BCM2 by OBDII

This option will read the BCM2 by OBDII.

IF all keys are lost you will see the message below. At that time you should disconnect the BCM2 module
from the power supply for around 2-3 seconds and then reconnect it again (or disconnect the OBDII cable
from the OBDII, disconnect the car battery for 2-3 seconds and reconnect the OBDII cable).

After doing that you should select the “OK” button. If there is a valid key and the ignition is ON you do
not have to disconnect the BCM2 module from the power supply.

A| ABRITES Commander for VAG = (B 2%

Read BCM by OBDII

Connecting to immobilizer... OK
Disabling security... OK
Entering into service mode... OK

DISCONNECT BCM MODULE FROM POWER SUPPLY
FOR 2-3 SECONDS AND RECONNECTAGAIN

r B
BCM Reconnect @

(B DISCONNECT BCM MODULE FROM POWER SUPPLY
L' FOR 2-3 SECONDS AND RECONNECT AGAIN

| i I Exit
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After the reading is finished the existing key count, power class and VIN are displayed and you can pro-

ceed to learning the key.

IMPORTANT: If the procedure is stopped and there is no communication with the BCM2 after discon-
necting the BCM2 module from the power supply, it is required to repeat the procedure and keep the car
awake by turning the lights ON and OFF.

s T B

A| ABRITES Commander for VAG = 8 = X

Read BCM by OBDII

Connecting to immobilizer... OK
Disabling security... OK
Entering into service mode... OK

DISCONNECT BCM MODULE FROM POWER SUPPLY
FOR 2-3 SECONDS AND RECONNECTAGAIN

Trying to reconnectto BCM... OK
Disabling security.. OK
Transfer data................... OK
Decoding data: OK

VIN: WAUZZZ8T48A123456

Key count: 1 Power class: 79

BCM2 read with SUCCESS

<Back | [ New> e
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2.5.3.2 Read BCM2 with ABPROG

If you select to read the BCM2 with the ABPROG programmer, you need to solder 6 wires on the module’s
PCB, and you should temporary remove one resistance (after reading is finished, restore the resistance).

There is also a wiring diagram applied. The wiring diagram is located in the program folder too.

r N
A| ABRITES Commanderfor VAG = - C-IEIJ-?E-

Step 2: Read BCM microcontroller with ABPROG

00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 eueeeeeveneennn. - “Read BCMZ 1
00000010 00 00 00 00 00 00 00 00 70 00 FF FF FF FF FF FF ........ i BPROG should be :
00000020 38 4B 30 39 30 37 30 36 34 41 45 30 31 34 35 48 SK0907064AE0145H b CONDROAL o
00000030 38 30 38 4B 30 39 30 37 30 36 34 41 45 00 A0 9E 208K0907064AE...
00000040 2D 2D 2E 2D 2D 2E 2D 2D 00 00 00 00 00 00 FF FF ——m—mmvvuena. BCM2 connection
00000050 32 07 40 01 40 00 78 CF 32 07 40 01 40 00 78 CF 2.@.@.x.2.6.0.x. diagram
00000060 32 07 40 01 40 00 78 CF 01 3A OE 20 20 39 30 81 2.@.B.x a0
00000070 01 20 02 E0 62 FF FF FF FF FF FF FF FF FE FE FF . ..b.uvvuvenn.. ST
00000080 40 32 A8 CE CC 09 CF DB FE 64 F2 71 DS DE BO 79 @2.......d.q...¥ P
00000090 FO 4C B8 2A D7 09 F2 FA 67 OA RS A4 92 F4 14 12 .L.%*...uQuanesn.
00000020 1F DA C7 91 6B 83 SB 47 OF 52 7E 4D 01 €6 26 28 ....k.[G.R-M.f&(

- i Load BCM2 dump
‘ b

Initializing ABPROG... OK
Communicating with BCM2... OK
Reading BCM.............coovevrievurnns OK

Decoding data: OK
VIN: WAUZZZ8K89A112122
Key count: 1 Power class: 9C

< Back Meut > Exit

If the BCM2 module is read OK, you will see the VIN number, the existing key count and the power class.
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2.5.3.3 Key-learning procedure

Once the BCM2 module is read, you can make as many dealer keys as you want. A brand new key is need-
ed for the dealer key. Such a key can be made as a dealer key several times, but if you learn this dealer key
to the car, it is locked during the key-learning procedure and cannot be used on other cars.
Once you have the required count of pre-coded dealer keys, you can learn them. Also the

original keys should be re-learned in this step, otherwise they will no longer function.

A| ABRITES Commander for VAG =)
Step 3: Learn key
Number of keys to learn: 2| Learn keys Make dealer
key
Key count: 1
Key authenticated: Yes
Key learned: Yes
Key locked: Yes
| | Exit

2.5.3.4 Alarm OFF

This option is dedicated to a case where there are no keys for the particular car. If there is an alarm in-
stalled, after unlocking the driver’s door, the alarm will be set off in 15sec. If in the meantime you activate
this function, the alarm will not start. Then you could unlock all doors by unlocking the driver’s door
once again. Some vehicles do not have an alarm installed and after opening the driver’s door, all doors are
unlocked.

2.5.3.5 Alarm ON

After the alarm is disabled and a new key is learned to the car, it is recommended to restore the alarm

using this option.
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2.5.3.6 Audi A6/A7/A8 with ALL KEYS LOST

This function is dedicated especially for making keys for the models of Audi A6/A7/A8 (2010+). Please
note that the VW Touareg 2010 is not included. The procedure of making keys is a little bit complicated

and goes in several steps.

Read the BCM2 by OBDII (with a programmer).

Prepare a key (it should be an Abrites key!) and learn it to the car

Read the transmission control unit and engine control unit by connecting to the internal CAN bus.
Connection to the internal CAN and LIN bus are described separately in the appendix!

Read the ELV by connecting to the internal LIN bus

Calculate online the data necessary for programming the key (this could take up to 15 hours)
Prepare the dealer key and learn it to the car

A ABRITES Commander for VAG = [} X

Audi A6/ATIAB with all keys lost

The procedure of making keys goes in several steps:

1. Load ELV dump (MC908GR) if available
2. Read the BCM2 by OBDII or with a programmer
3. Prepare a special ABRITES key and learn it to a car.
The key will not start the car at that moment
4. Read the transmission and engine control unit by connecting to the internal CAN bus
5. If ELV dump is not available, then connect to the internal LIN bus
6. Try to make ignition ON several times
7. Calculate online the data necessary for the car
8. Prepare the dealer key and learn it to the car

The online calculation can take several hours (if ELV dump is not available), so it is not
necessary to be connected during all the time. The data read on each of the steps from 2-5
you can save to file.

< Back Exit

The procedure for calculation takes from 2 to 15 hours, so it is not necessary to wait the whole time on-
line. Normally the software will remember till which step you proceeded last time, and if you start the
software anew, it will allow to resume from where the procedure was interrupted. So when you press the
“Next” button, if there are some cache data from previous BCM2 all keys lost attempts, the software will
give the possibility to continue from where the procedure was stopped. This is dedicated to avoid the very

long waiting period (15hours) until the calculation is finished.
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i e |

. - | Detected cached data from previous BCM2 all keys attempts.
LY Use cache data for vehicle with ID: WAUZZZ4G1ENO205927

Here are some more details about the steps:
Load ELV dump (MC908GR) if available - if a dump from the ELV is available the time will be signifi-
cantly.
Read the BCM2 by OBDII (or with a programmer) - Since all keys are lost, the customer will need to
disconnect and reconnect the BCM2 from the power supply during this step
Prepare and learn a key - for this step a special Abrites key should be used. It is not possible to use
other keys for this step.

Read the transmission control unit and engine control unit by connecting to the internal CAN bus

For that purpose is necessary first to read the TCU and ECU. The TCU and ECU is not possible to be
read by OBDII, but is possible to read it when you connect the TCU and ECU on the table, or when
you connect the AVDI to the internal CAN-BUS of the car.

To read from the internal CAN-Bus, find the orange/black and orange/brown CAN wires and make the
following connection of the AVDI:

Orange/black <-> CAN-H (PIN6 of the OBDII)

Orange/brown <-> CAN-L (PIN14 of the OBDII)

Ground <-> GND (PIN4 of the OBDII)

12V <-> 12V (PIN16 of the OBDII)

NOTE: These are the same wires used for transmission control unit (TCU) adaptation
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If the ECU is Simos (which cannot be read using a direct connection) it will be possible to program a key

to car only if a dump from the ELV is available.

Read the ELV by connecting to the internal LIN bus - now you've to connect to the internal LIN bus.
It is found on PIN17 of the T32C connector of the BCM2. To read the ELV by the LIN bus, you need
to connect the LIN wire to PIN 7 of the OBDII, to provide also GND to PIN 4 of the OBDII, and 12V
on PIN 16 of the OBDII. Once the AVDI is connected to the LIN, you will see indication for this as
shown below:

A| ABRITES Commander for VAG ==~

Read ELV from internal LIN bus

You need to connect to the internal LIN bus

Once connected you will see indication on this screen, that the LIN connection is OK
When the LIN connection is OK, try to make ignition ON with any key

If everything goes OK you will see indication that the ELV is read

LIN connection OK.
Try to make ignition on with a key to read the ELV

e | ’—l =

So once you have connection to the line, you should try to make several times ignition ON and again OFF
(during these attempts you need to eject the key). Continue to make ignition ON and OFF with the key
which you prepared on step 2, until you see the message “ELV read OK”.

Then you can continue with the next step.

Calculate online the data necessary for programming the key - the calculations can take till 15 hours
(if there are no other pending requests) and it is not necessary to hold this window open all the time.
You can close the software, and then later to check if the calculation is ready. For that purpose you

just need to select to use the last cached data.
Prepare the dealer key and learn it to the car - once the calculation was made OK, you can make a

dealer key and learn it to a car. You can use the same key from step 2, or you can use any other blank
key.
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2.5.4 Special functions with “instrument K-Line”

When you open this function the following window appears:

Instrument Cluster/Immobilizer (K) T . __JE_I

Change [P pe: |Instrumen1 Cluster [ YDOGE,YDOGE6, Motameter ) v o
Read -

coooooon oo o Load from fil

00000010 00 0 Shll B

10000020 00 O¢lmmobilizer box VW GOL

ggffgﬁaj g: 2 YWhite immobilizer bux Audi A4JAGIAD e n

e o o Biack immahilizer hox Siemens 6 PIN HCO5 (Immn1) L S

nan0o0gn o ofBlack immobilizer box Siemens 6 FIN HCO5 - 2400 (Immo1) /et

tooooo70 oo ofBlack immobilizer box Siemens 6 FIN TMS [Immo1]

Coo000s0 00 odinstrument Cluster Audi A4 B5 with Board Computer [-1997) Fead Resel ECL

Eg?gg?;g 2: 2 Inctrument Clucter Audi A4 Bb without Board Computer [-1997] ROM/Flash

ianoooms oo ofinStrument Cluster Audi A8 [-10.1996)

nononoco oo 0 Instrument Cluster Audi A8 [11 .1995‘]

naoaoono oo aflnstrument Cluster Audi Ab B4% [-1997]

000000 00 OfInstrument Cluster Magneti Mareli - Shadow 1

:::;:TE; 2: 2 Instrument Cluster Magneti Mareli - Shadow 2 [Passat]

e o6 Instrument Cluster Magnf:t! MareI! = S!]aduw 30T Lagin ,.

toooozzo oo oflnstrument Cluster Mangeti Mareli - Direct 1996-2000 B

cooooian oo oflnetrument Clueter kMdangeti Mareli - Direct 20004+ ..__g'_._

00000140 00 OdInstrument Cluster SharanfGalaxy up to year 2000 B

fggggifj 9% 9instrument Cluster Audi 44 BOSCH RB4 CRYPTO 2001+

Eripasin B Instrument Cluster ¥¥ Golf4 BOSCH RBx

nooooizn oo ofInstrument Cluster Audi A4 BOSCH RBx

conootian oo of VW PhaetonfTovareg.Bentley Continental. Porsche Cayvenne

10000120 00 OfInstrument Cluster Audi A4 BOSCH RB3 CRYPTO 2004+

©0000150 00 Mnstrument Cluster Laborghini Gallardo -2005

il Instrument Cluster Laborghini Gallardo 2005+ o B s

E it

From this dialog box you will need to choose your instrument cluster type or the immobilizer and then
you could read/ write the EEPROM ( read mileage, PIN etc) Please be informed that the special function
will only establish a connection via K-line ( KWP1281 or KWP2000) and this does not depend on the

configuration options.

ATTENTION: All read EEPROM dumps will be stored in the “Dumps” sub folder of the Abrites Diagnos-

tics for VAG so you could restore the EEPROM in case of any unwanted changes.
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Automatic parsing of data from the EEPROM (mileage and immobilizer) is implemented for most instru-

ment clusters.
For instrument clusters from Magneti Marelli please refer to Appendix A.

If a connection to the Motometer instrument is not successful please send the text file “motometers.txt”

to the following e-mail address: support@abrites.com and the instrument will be added to the database

within a three business day period.

NOTE: Sometimes if you try accessing the instrument cluster by selecting the wrong type of cluster from
the dialog, the cluster might block or reject future diagnostic requests until it is reset by disconnecting
the power supply either from the battery or the fuse. For example this is a common issue which appears
always with the Bosch clusters being blocked when being accessed as “Instrument cluster (VDO66,
VDO86, Motometer)”

NOTE: Please be very careful when selecting “Instrument Cluster Audi A4 BOSCH RB4 CRYPTO 2001+”
and “Instrument Cluster Audi A4 BOSCH RBx” instruments. You will be able to read the EEPROM of the
instrument no matter which of both types is selected, but if you've chosen the wrong type and you try to
make some changes, you can damage it. You can recognize whether the right type is selected by doing
the following:

1.Choose “Instrument Cluster Audi A4 BOSCH RBx”

2.Read the EEPROM

3.If the displayed mileage corresponds to the real value, and if the displayed login is accepted, then the
type is “Instrument Cluster Audi A4 BOSCH RBx”, otherwise it is “Instrument Cluster Audi A4 BOSCH
RB4 CRYPTO 2001+”

NOTE: When reading the RB8 EEPROM the device is put into service mode and “L0 x-y” is displayed. If
by any reason the instrument leaves in this situation (e.g. if your laptop goes off due flat battery, or you
disconnect the interface from the car, or the car battery is flat), you need to read the RB8 instrument
EEPROM, and change the immobilizer status to 6.
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2.5.4.1 Transferring keys from one RB8 instrument to another

Starting with a V5.2 of the ABRITES Diagnostics for VAG onwards it is possible to transfer the keys from
one instrument to another. After reading the RB8 EEPROM there are two additional buttons:
“Read keys” and “Write keys”.

Instrument Cluster/Immobilizer (K) il

Choose IPC typs: Ilnstrument Cluster Audi A4 BOSCH RB8 CRYPTO 2004+ A 4 | =)
Read ]

0000000 8- C7 20 2B 62 BD A7 2B 1C A8 OF F2 3A 50 46 E8 .. +b..+....:PF.
00000010 00 2E 17 00 00 00 00 00 00 00 00 00 00 00 00 FF eueeeernnenannnn
00000020 FT FF FF FF FF FF FF FF FF EF FF FF FF FF FE FF euvnvrinnannnnnn
00000030 FF FF FF FF FF FF FF FF FF EF FF FE FF FFE FE FF euvvninnannnnnn i[:i
00000040 02 01 31 E3 F3 01 5F 05 5F 3F 30 5D 42 B9 25 90 ..1... . 20]B.%. Wiite

00000050 00 01 B2 C4 50 95 71 24 FA 0D R4 FB 51 E3 70 00 ....P.g5....Q.D. Geresinfils,
00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeeeuenenenn..
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeeenneuenann.n
00000080 00 00 00 00 00 00 00 00 00 00 A0 00 00 00 00 00 «ueneenneenenn.. Bead
00000090 00 00 32 00 00 00 00 00 32 00 32 00 00 32 00 00 ..2.....2.2..2.. Rt /Flash
000000R0 00 32 00 32 32 00 32 32 32 32 32 32 00 00 00 32 .2.22.222222..

00000080 00 00 00 00 00 00 00 00 00 00 A0 00 00 00 00 00 «ueneenneenenn..
000000C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 eueeeeueeenenn.. |
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeeennuenennn. Fieset Comp. Fiepair REA
000000EO 15 04 O3 OD 11 00 &4 0% 1E 00 20 SO 00 14 00 80 . .... ' T | [ Security DEF
000000F0 80 01 00 00 44 7A 00 00 00 00 00 00 00 00 00 00 ....DZ.eeen.....
00000100 5C 78 1C 2B D2 D4 CF 01 E4 3E BO 64 01 44 6D 46 “X.+.....>.d.ImF Looin [
00000110 54 C& 9D 43 72 ED 60 FO B 97 A9 56 28 A6 79 9A T..Cr. ....V{.V.

00000120 00 01 B9 82 FC 01 2B 3F 20 43 &8 7E 53 5B DO 6L ...... ~2-Ch~5[.a e
00000130 FB 1€ 9E 78 9C 3C 5F 03 A4 36 4E 01 2D 08 70 00 ...X.<_..6H...p.

00000140 FD 17 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeenernnennnnns 5920
00000150 57 41 55 SA SA SA 38 45 35 35 41 34 35 37 33 39 WAUZZZIESS555739

00000160 39 00 01 00 BA 00 96 00 74 00 5D 00 DA 02 &D 01 9..... t.]...m. Imma Status:
00000170 02 00 00 00 00 00 00 00 00 80 FF 7F 00 00 02 01 wuueeernuenannnn F;—————— Change
00000180 00 4A 9B FF FF 14 3B 00 00 00 32 46 50 73 7B 82 .J....;...2FPa[.

00000190 00 16 2D 2D 46 SR 00 00 00 00 00 38 FF 00 00 00 ..—-FZ.....8....
00000120 00 00 00 93 &3 OF 1E 00 00 00 00 00 00 9B FF FF euueCevnnenennn.
(000001B0 45 04 E0 SR OF FF 06 FF 04 OF FF 1F FF 30 30 87 Evwuwancaananns oo.

-
KN LI—I [ Skip req. responses

RES Crypto dataread. ﬁ
#i

= Load from file...

Reset ECU

Read keys Wiite keys
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In order to transfer the keys you already have you have to first read the EEPROM of the source instrument
and then by pressing the “Read keys” button you save them into a file.

Once you do that you need to go to the destination instrument, read its EEPROM and then after pressing
the “Write keys” button you will be prompted to show the location where the source keys were read and
saved. After selecting the file you will be asked to specify what information you would like to transfer from

the source instrument to the destination one.

select key data to transfer 3 x|

[V Transfer leamed key 1Ds
[V Transter leamed key count
[V Transter component pratection data Cancel
[v Transfer login

“Transfer learned key IDs” - these are the fixed code identifiers. If you do not transfer them you will
need to perform key learning on the new dashboard.

“Transfer learned key count” - transfer the amount of keys learned.

“Transfer component protection data” - this transfers the key variable code. Without this the keys are
not recognized and cannot be learned. Please note that in order to start the engine you need to adjust
the component protection data in the ECU too.

“Transfer login” - transfers the car’s login.

NOTE: There are two types of RB8 instrument clusters - those that have a 7 bytes component protec-
tion and those that have a 12 bytes one. The procedure above is valid for the 12 byte component protec-
tion versions. Almost all RB8 Instrument clusters have a 12 byte component protection. Those that have

a7 byte component protection are mainly found in A4 gasoline models; however the RS4 is also a 12 byte

component protection car.

www.abrites.com

62



2021 Abrites Diagnostics for VAG User Manual

2.5.4.2 Exchanging RB8 Instrument

If you want to install a used RB8 instrument into a car, you have to to synchronize the ECU and the RB8
instrument. To do that you need to read the ECU component protection data and the ECU MAC. Then
after reading the RB8 instrument a button “Reset Comp. Security” will be available. After pressing this
button the following dialog will appear. All you have to do here is to input the component security and
MAC of the ECU.

Component securitydata i
OWCs: [ap &1 [6E  [s8 [sa  [e2 oK,
NewCS: [an— [41  [6f  [68 [S5a [6d | Cancel
~ MAC
Old MAL: |-|1 |22 | |44
hewMAC: oa | '35 |0D

NOTE: There are two types of RB8 instrument clusters - those that have a 7 bytes component protec-
tion and those that have a 12 bytes one. The procedure above is valid for the 12 byte component protec-
tion versions. Almost all RB8 Instrument clusters have a 12 byte component protection. Those that have
a7 byte component protection are mainly found in A4 gasoline models; however the RS4 is also a 12 byte

component protection car.
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2.5.4.3 Removing RB8/RB4 “DEF" error

When you select the ICP type of “Instrument Cluster Audi A4 BOSCH RB8 CRYPTO 2004+" or “In-
strument Cluster Audi A4 BOSCH RB4 CRYPTO 2001+", a button “Repair RB8 DEF” (“Repair RB4 DEF”
respectively) will appear. Pressing this button you will initiate the procedure of removing the “DEF” string

from the dashboard display.

NOTE: It is recommended that you read and save the dashboards EERPOM and to make a note of the

dashboard’s “Login” code before starting the procedure.

| 1nstrument Cluster/Immobikzer (K) e x|

Choass IPC ype: ™
Firar -
Doooooon Eo oo 00 OC 00 00 00 00 00 00 00 D0 00 .vesersnensnsers -
00000010 00 00 0C 00 00 00 00 00 G0 00 00 00 +everneanssss oo B Hos oA e
pooooozo oo 00 OC 00 00 00 OO0 00 00 00 00 00 +rvvseness b
oo 00 OC 00 00 00 00 00 00 00 00 00 .vusessses -
00 00 0C 00 00 00 00 00 00 00 00 00 «veserrevsanesrs
0o 00 0C 00 00 00 00 00 00 00 00 00 vvvevnvevnnnenra Pl
oo aa oo o0 oo o0 00 DO DO OO - . ..
oo 00 0c o 00 00 00 00 00 00 00 - cuereonoionncs
o a0 00 00 00 00 00 00 00 ..iviiennnsnnnns i
of ao )0 ] A0 Reset ECU
ot 0o 0
oo 00 0C 00 00
oo 00 0C 00 00
ot a0 oc 0o oo Renair BRA
o 00 0c 0o 0o DEF
oo 0o 0t 00 0o
! oo 0o
0o 00 Lo
oo oo Mileage:
Bt
06 a
fn
nn
0o oo
o 00
o 0o
o 00
o 0o
O skio neq. iesponses

T

Esit

Repair RB8 DEF:
During this procedure the software will read and write the EEPROM memory to the dashboard several
times. It is normal for the dashboard to display a string saying “Error” during the time the procedure is in

progress.

After writing the fixed EEPROM to the dashboard the software will try to automatically adapt the dash-
board to the vehicle. (i.e. performing adaptation on channel 50). In order for this to be performed there

will be a requirement for you to input a security access login. The login code needed is 13861. In most
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cases dashboards are not ready for the security access login right away and you will need to wait a little.
The software will then ask you if it is to complete the procedure automatically or if you would like to do

this yourself manually.

If you select the automatic manner once the waiting time is over the software will automatically adapt the
new dashboard’s security code to channel 50 and will then ask you if you would like to transfer the old
keys or if you would like to learn a new set using the “Key learning” special function. Depending on your

choice the software will transfer the keys or not and complete the procedure.

If you choose to complete the procedure manually you will have to wait some time with the key in the
“ON" position in the ignition, then connect to the instrument cluster through standard diagnostics, per-
form the security access (Login) with the 13861 login code and then adapt the dashboard’s access code on

channel 50. After doing this you need to learn new keys using the “Key learning” special function.

Repair RB4 DEF:
During this procedure the software will read, modify and write the EEPROM memory to the dashboard.

After the fixed EEPROM is written to the dashboard the software will try to automatically adapt the dash-
board to the vehicle (i.e. to perform adaptation on channel 50). In order to do this, a security access (login)
is needed with a login code 13861. In most cases the dashboard will not be ready for the security access
right away so it might be needed to wait some time. The software will ask you whether you would like to
wait and let it finish the procedure automatically or you would like to choose to cancel the procedure and
finish it manually.

If you choose the automatic manner, when the waiting finishes the dashboard will allow you to login. The
software will automatically adapt the dashboard’s security access code at channel 50. If you choose to
finish the procedure manually you have to wait for some time with the Ignition in the ON position, then
connect to the Instrument cluster through standard diagnostics, perform security access (Login) with ogin
code 13861 and then perform adaptation of the dashboards security access code on channel 50.

After the procedure finishes you have to learn all keys using the “Key learning” special function.
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2.5.5 Special functions with “Engine Control Unit”

The “Engine Control Unit” special function provides the following options:
Read/Write of the flash memory.
Read/Write the flash counters.
Read/Write EEPROM.
Extracting security code/ PIN.
Immobilizer Enable/Disable (EDC15/EDC16/ME7x).
The functions are available after pressing the button “ECU” from the special functions tab of the

main dialog:

Note: As of VAG version 28.0, all ECU Special Functions will be under one main ECU Button:

Select Engine Control Unit function |
Read ECU PINICS by diagnostic

Read EDC17/MED17 PINICS in direct mode

EDCI?IMEDC boot mode

EDC17IMED C change mileage through boot mode

Read Simos PCR2.1

EDCIB/EDC17 DPF OFF

QK Cancel
Engine Control Unit - Special Functions )
Chooss ECU
type: ECU Autodetect - Et)iltspe &
ECU Autodetect FRiead ConfDiata |,
00000000 4 VAG-EDC15x (TR E—— Lazd from file
00000010 §VAG-ME7.1.1/7.5/7.8 wakeup pattern 01 00
:ggmi: VAG-ME7.1.1}7.5/7.8 wakeup pattern 11 ;g
00000020 Porsche 5.2/7.8 i
nooaooso 4 EDCTEUT 0o
nooooosn ¢ EDCTBU3T a0
00000070 EDC16U34 [ z
:gggggig EDC16CP{EDC16CP34 :; ------ . Login |0
00000080 EDC16CP34 Master i :
noonooso  EDC16CP34 Slave Fon Mileags:
ooooooco ( EDC16CA Master 00 . 0
00000000 EDCT16CA Slave o0 .
gggg::ig EDC16U1 Master :g s
0000100  EDCT6UT Slave a0
noono110 ¢ EDC16U31 Master a0 .
oooooizo ¢ EDCT1BU31 Slave 00 .
Qaogolzo 4EDCTZ 00 . Flash counter
00000140 MED17 00 .
0000150 e e 10 oo . . &0 o |
00000160 g 00 . .
noo0o170 4 MED 9.1 Master o : Flash tool ID:
ooooo1z0 MED 9.1 Slave oo . :
00000120 ¢MED 9.1 Single 0o . .
“‘Jgggmg SIMOS PPD 1.1/1.5 [Siemens) 00 . |:| I:'
29090150 S Qim0 7.1 (Sicmens) [econs o
: ' x
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IMPORTANT: You need to specify the type of Engine Control Unit in the car before proceeding! There is
also an “Auto detect function” implemented which will detect the ECU type in almost all cases, however

it is possible that it is wrong and then you need to select the type manually.

You can choose the ECU type - VAG- EDC15x, VAG - ME71.1/7.5/7.8, Porsche 5.2/7.8 BOSCH VAG-ED-
C15x, VAG-ME711, VAG-MET71, VAG-ME7.5, VAG-Cartronic ME7.8, EDC16U1, EDC16U3x/CP, etc. (Ex-

tracting security code, enable disable immobilizer etc)

The example shows: 1.9 TDI - EDC16

- -
Engine Control Unit - Special Functions — L e — &J

e [EDC16UST v || Ecuupe i

help z
Fiead Confl'ata Ter

00000000 l1 25 ES AE 38 FF FF 3L 35 2D 30 31 2D 30 37 FF .%..8..15-01-07. = IecdFromiFl=e

00000010 FF FF 31 38 2D 30 31 2D 30 37 08 10 14 80 03 82 ..18-01-07......

00000020 18 01 07 08 15 21 31 30 33 37 33 38 32 30 38 33 ..... 11037382083 |E

00000030 41 03 2F 2F 31 30 33 37 33 37 37 31 35 30 EF CA A.//1037377150..

00000040 00 06 03 37 37 31 31 32 33 30 33 47 39 30 36 30 ...77112303G9040 H

00000050 32 31 41 4E 20 00 00 7F E4 BO 07 DO 00 00 F9 4B 21BN ...eenn... K

00000060 37 37 31 30 34 33 30 33 47 39 30 36 30 32 31 4B 77104303G906021K Save to file...

00000070 48 20 52 34 20 31 2C 39 4C 20 45 44 43 20 20 20 H R4 1,91 EDC

00000080 20 20 20 20 20 20 29 32 34 35 03 00 00 48 00 00 9245, . _H.. Login ,W

00000090 00 00 00 00 00 00 00 01 00 00 00 00 00 1A FT 6B veveveeveananns k

00000020 37 37 31 30 34 3JEEPROM memory data} 30 32 31 4B 771043036906021K :

000000BO 48 20 52 34 20 31 2C 39 4C 20 45 44 43 20 20 20 H R4 1,9L EDC Mileage:

n00000Ca 20 20 20 20 20 20 39 32 34 35 03 00 00 48 00 00 9245. . .H.. 1111 Recdibrate

00000000 00 00 00 00 00 00 00 01 00 00 00 00 00 1A FT 6B veveveevennnnns k

000000EQ 24 F3 €5 72 49 E7 8A CD DR 00 00 00 56 57 SE 37 $..TTecuen.. VWZT

000000F0 SE 30 47 37 30 33 31 31 31 31 00 ES 70 1B F5 70 Z057031111..p..p

00000100 24 F3 C5 72 49 E7 8A CD DA 00 00 00 56 57 5& 37 $..Flecvenn. VWZT mno OFF

00000110 S& 30 47 37 30 33 31 31 31 31 00 E5 70 1B F5 70 2087031111..p..p

00000120 24 F2 CI 72 453 ET7 CA CD DA Q00 00 00 T4 57 DA 27 $..rfleeeenes VWZT

00000130 S& 30 47 37 30 33 31 31 31 31 00 E5 70 1B F5 70 208703111l..p..p et

00000140 07 B4 F1 9& F9 57 56 57 52 52 52 31 4B 53 37 50 ..... WWZZZ1KZTE

00000150 31 31 31 31 31 31 73 01 00 01 B7 00 00 OE F& FE 1111118..0uu.n.. Alt ’U_ Suc ’U_ Fead Flash

00000160 07 B4 F1 9& F9 57 56 57 52 5B 52 31 4B 5A 37 50 ..... WWZZZ1KZTE Flash tol 0

00000170 31 31 31 31 31 31 73 01 00 01 BT 00 00 OE F& FE 1111118.........

00000180 00 02 00 6F F4 44 FO 83 00 03 28 00 00 FF 00 00 ..0.Duvenfann..

00000190 01 00 FF FF FF FF FF FF FF FF FF FF FF FFE FE FF vvvnvennnnnnnnns

00000120 FF FF FF FF FF FF 00 00 FF 00 00 00 AD CF TR 00 vevevnennnnnnn z. Fiead Uipdate

000001BO 00 00 FF FF FF FF FF FF FF FF 01 61 01 5E 68 88 vuvvveevans a.*h.  _

4 3

Compornent securnty: 24 {3 ch 72 43 e7 8a , MALC: YOESBD 7F ’;

HINTS when reading/writing EEPROM memory of ECUs:

1. The whole EEPROM could be read for EDC15/ME7/EDC16. For MED9, EDC17 and Simos engine control
units only the PIN/CS/MAC is displayed.

2. Toread the EDC17/MED17 PIN/CS/MAC is required to have internet connection!!!

3. If you experience problems with reading ME7.x EEPROM it is better to remove fuse 11 and fuse 15 to

prevent disturbing of communication from the instrument cluster and try again.
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HINTS when reading/writing flash memories of ECUs (or changing flash counters):

1. In case of EDC15 the best advice is to remove fuse 11 and fuse 15 to prevent disturbing of communication
from the instrument cluster.

At a certain point during reading/writing flash memory of the EDC15 ECU, you will see “Trying gateway
options.." written on the status line at the bottom of the “Engine Control Unit” window.

Turn the ignition OFF and ON at this point.

2.In case of ME7.x or ECUs from Porsche you can read the flash memory as if you are reading the EEPROM
- the only difference is that you need to uncheck the checkbox for automatic detection of EEPROM and
put the corresponding start address and length.

If you experience problems with reading ME7.x memory it is better to remove fuse 11 and fuse 15 to pre-
vent disturbing of communication from the instrument cluster and try again.

3. When flashing the device please always read and save first the original flash!

4. When using EDC16 please note that the flash which was read is saved automatically in the “Flash”

subfolder and can be used in case of failure to restore the flash.

ATTENTION: FILE IS CRYPTED!!! Don't use it directly to write flash! In case of failure during the flash-
ing the device should enter into a boot-loader mode which will allow you to flash the device (but not to
read it). The flash can be then restored with the “Custom Read/Write” function.

5. Please, stop all screen savers/power saving options and unused application during the flashing! Please
do not do anything else on your PC while flashing.
6. Please, take into account that the reading/writing of the flash will take a long time (especially when

CAN connection is used) - as result the battery July go flat.
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2.5.6 Special functions with “EDC17/MED17 Boot mode”

This function is dedicated to reading/writing of the EEPROM and flash memories of the EDC17/MED17
engine control units. Here not only VAG engine control units can be read, but also engine control units

from other manufacturers (such as BMW, Opel, etc).

You need to:
Connect the boot pin of the engine control unit to ground
Connect the CAN-H of the ECU to PIN6 of the AVDI OBDII Connector
Connect the CAN-L of the ECU to PIN14 of the AVDI OBDII Connector
Connect the ignition of the ECU to PIN7 of the AVDI OBDII Connector
Connect the power supply (12V and Ground) of the ECU to a power supply source
Check which microcontroller in used in the ECU (the Infineon TriCore type)
Connect a 5100hm resistance between power supply (12V) and PIN7 of the AVDI OBDII Connector

Connection diagrams can be found in the appendix

-
EDC17/MED17 Flash/ConfData read/write S
TC17865 j | COMMECT |
Fead Update
ConfD ata ConfD ata
Fead Int. Update Int.
FLASH FLASH
Load from
file...
EDC17 tool
Read PIN/CS | | BetPIN/CS
from dump
‘ ‘ | Clone ECL ‘

Operation in progress, please wait...
Manufacturer ID: 0000182000008A02
OPT Protect: 0x10000 - 0x13fff

OPT Protect: 0x14000 - Ox17fif
Protection installed: YES

Internal flash size: 2048 KB

ConfData size: 128 KB

External flash: not available

1 e i
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Then you should select the appropriate microcontroller and connect to it. Once connected the user has
information about the flash/EEPROM size and protection, and has the ability to:

Read/write EEPROM (Dflash)

Read/write Flash (Pflash)

Get PIN/CS/MAC for the engine control unit

Make immobilizer bypass of the in the EEPROM (applicable for the ECUs till 2012)

Make immobilizer bypass of the in the Flash (applicable for all ECUs)

Fix the checksums in the flashing

Clone the PIN/CS of and ECU (immo data section only of the EEPROM dumps is changed)

_
EDC17/MED1T Flash/ConfData readfwrite - . =5
TCI796 j ‘ CONMECT |
N100C000 01 00 29 6L 3F 00 00 00 01 F2 38 B7 30 00 03 31 ..la%.....8.0..1 = ‘ Fiead | ‘ Update ‘
0100C010 37 2D 20 35 2D 30 39 00 00 00 31 37 2D 30 36 2C 7-06-09...17-06- [ | | ConfData ConiData
N100CO20 30 39 €8 10 13 34 07 25 17 06 09 23 09 38 31 30 09...4.%...$.810 ‘ T | ‘ ‘
N100CO30 33 37 35 30 31 39 35 36 04 02 2F 2F 31 30 33 37 37501956..//1037 FLACH
N100C040 33 39 37 30 33 37 00 00 00 00 00 00 00 00 03 00 397037.......
0700£050 00 00 €0 00 00 00 00 00 00 00 00 00 00 00 03 00 «'eneneenn. ‘ | ‘ ‘
0100C060 00 00 €O 00 00 00 00 00 00 00 00 00 00 00 03 00 e'eseeunnnn. ..
0300C070 00 00 €O 00 00 00 00 00 08 00 00 00 51 08 CD 4B eveveewnon.o K = _
0100C080 08 00 €3 7L 15 08 00 00 BS 5B D2 FF 22 83 C3 BO eo@evewsfen™... ‘ i | ‘Eavelﬂfl'e---‘
n1N0COS0 3D 09 €5 48 OF 51 AB 47 15 AC 37 CF EE 7A DA 00 =..D.0.G..7..Z.. e
NI00COR0 S7 56 S7 SA SA S 31 1B SA 41 57 30 35 31 31 31 WVWZZZIKZAWOS:1
n100C0BO 31 20 30 20 20 20 20 20 20 20 20 20 20 20 20 57 1 W Fead P|\ucs| ‘ Get PH/CS ‘
0700€0C0 56 57 SA S5A 5A 31 4B SR 41 57 30 35 31 31 31 31 VWZZZI1XZAWOS1.11 from Jump
0700C0D0 00 00 ED 08 2B 41 BO 00 00 00 00 00 B3 33 B3 33 M. .+ ...... 3.3
NJ00COEQ ED AB [B FE 68 EF 68 EF DL BC 73 00 00 00 01 00 ....H.0...5..... ‘ | ‘ Clone ECU ‘
N100COFO 00 00 €O 00 00 00 00 00 DD 07 00 00 &2 BE 93 EF ...eveeun.n.b... :
0300£100 09 00 €C FL 15 08 00 00 BS 5B D2 FF 22 93 €3 BO ..luveuno[oa™eee 7 ‘ ilsage ‘ take M0 ‘
_— ' calibraion QOFF

Operation in progress, please wait...

Operation finished with SUCCESS

8141 114 B o A i

www.abrites.com



2021 Abrites Diagnostics for VAG User Manual

If the user presses “Read PIN/CS” the PIN, component security and MAC will be displayed:

EDC17/MED17 Flash/ConfData read/write [
TCI796 j ‘ CONMECT ‘
Fead Update
ConfData ConfDrata
ReadInt. Update Int
FLASH FLASH
Load friom
file:
EDC17 lool

Clone ECU ‘

Read PIN/Cs | | BEFPRILY?

Load EDC17 ConfData or EDC17U05 (VW Polo) flash... 0K
Load EDC17 Flash.. OK

CS5: 36 67 4F 60 6C CE 00
PIN: 50990

MAC: AADIFB 64

Immo status: Normal (learmned)

10 o o g o

The Immo status can be:
Normal (learned) - this is the normal operation mode of the engine control unit (i.e. adapted to the
vehicle)
Bypassed - This engine control unit has an “Immo bypass” and can start no matter whether the im-
mobilizer recognizes the engine

Virgin - This is a brand new engine control unit which was not build into a vehicle

The information about the PIN/CS/MAC can also be obtained if you have the EEPROM and Flash dumps

from the engine control unit.

NOTE: For engine control units with installet TProt8 and higher, the procedure of reading is a little bit
different. When trying to connect to them, after the initial connection the user should restore the boot
pin to its original state (message box will indicate when to do this), then after some time the user should

restore the boot pin (another message box will indicate this too).
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2.5.7 Special function “Read EDC17/MED17 PIN/CS in direct mode”

The function is dedicated explicitly to read the PIN and CS of the EDC17/MED17 engine control units.
With this function is possible to read even engine control units 2012+ which are with updated software
and is not possible to read normally by OBDII. With this special function the EDC17/MED17 is not read
through OBDII - you should have direct connection to the engine control unit. It is possible to make this
on the table, you need to connect only 12V, GND, Ignition, CAN-H and CAN-L. It is possible to read the
ECU also in the car, but you need to find the CAN-H (orange-black) and CAN-L (orange-brown) wires. So
connect them to the AVDI and you will be able to read the engine control units.

[ Dialog [i_hr

ATTEMTION: This function require direct connection to the ECLINT
Thiz means it hould be not connected through gatewayl !l

It is possible to read ECL alzo in the car [without dizmounting it)
For that purpoze find the orange/black and orange/brown CAM wires and make the following connection of the AVDI:
- orangesblack <-» CaN-H [PINE of the DEDII)
- orangesbrown <-> CAM-L [PIN14 of the OBDII)
-Ground <> GMD [PIMN4 of the OBDII)
12y <> 124 [PIN1E of the OBDII)

CS: 3667 4F 606C CEDA
PIN: 50990 Read immo
MAC: AA D9 FB 64 282

Immo status: Normal (learned)

Exit

%

NOTE: This function requires internet access

2.5.8 Special functions with “DPF OFF”

This function will deactivate the DPF in the EDC16/EDC17 engine control unit flash dump. Abrites doesn’t

warranty that the changes will not have some side effects, so use this function on your responsibility.

DPF Remove Lﬂ—hJ

Function to exectte:

\DPF Remove EDC17 ﬂ

DPF Remove EDC16
DPF Remove EDC17

Load flash dump
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2.5.9 Special functions with “Simos PCR2.1”

This function is dedicated for reading the PIN/CS/MAC of the Simos PCR 2.1 engine control units.

A ABRITES Commander for VAG =nnE X

Check unlock status

Unlock by boaot-ode Unlock status
00000000 45 34 33 00 00 00 00 00 H43..... s
nooo0oos 00 00 00 00 32 35 30 30 ....2500 CH?Sdt Load from file Load LOCKED
00000010 35 36 39 30 31 34 30 37 56901407 Sikel Simos
00000018 31 36 34 31 46 52 45 4E 1641FREN CenfData
00000020 45 33 42 31 31 30 45 31 E3B110EL durnp (35640)
00000028 5F 54 53 57 2D 2D 2D 2D _TSW--—- Updae ST
00000030 31 34 30 37 30 31 31 36 14070116 ConfDsta —
n0000038 34 31 41 32 43 35 33 33 41R2C533 UNLOCKED
00000040 39 35 32 36 31 20 20 20 95261 Show Simos Bl
00000048 20 20 35 57 50 34 32 39  5SWP429 Lack/Unlack PCR ConfData
T | by boot-mode boaot-mode: duma [95640]
] & wiring
Unlock. shabus
« ECUis unlocked and now can be prepared for reading
Check ECU
-~ statuz
Simos engine control unit is now UNLOCKED.
You can continue with reading of the ECU
Mest > E it

The procedure of reading the Simos PCR engine control unit consist of 3 steps:

a) Unlocking the engine control unit.

These engine control units is possible to be read, only after the EEPROM is unlocked to the so called
“developer mode”. These engine control units can be unlocked in two ways - by reading/writing the
EEPROM with a programmer, or using boot-mode. The disadvantage of the reading/writing the EEPROM
with a programmer, is that the EEPROM is found on the bottom side of the ECU and need to dismount the

whole ECU shell, while the connection to the bootmode is much easier.
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Unlocking of the EEPROM is made as follows:
EEPROM (95640) is read with a programmer.
With the button “Generate UNLOCKED Simos ConfData dump (95640) you generate a new dump
Write this modified dump with a programmer.

Once the dump is written, the ECU is unlocked and you can continue with the procedure.

Unlocking through the boot-mode is made as follows:

Connect the ECU as shown on the wiring diagram.

Press “Lock/Unlock by boot-mode” button. If it is not possible to connect to the ECU, please try to make
power-off/power-on of the ECU and try again

If the operation was successful, you can continue with the procedure.

With the button “Check ECU status” you can verify whether it is unlocked or not. If it is unlocked, then
“ECU is unlocked and now can be prepared for reading” will become active. If the PIN/CS of the ECU
was already read of the past and no additional preparation is required, then “ECU is already unlocked and

prepared for reading” will be active.

NOTE: The customer has the ability to modify the automatic selection. This is so because the customer

might want to update the ECU to another firmware than the original.

b) Prepare the ECU for reading. This is made by update of the SW of the ECU. For that reason the custom-
er has to select the SW version to which he wants to update. The software has internal database of avail-
able software versions, from which the customer has to select. In the most cases the appropriate software

is automatically selected. If it is not automatically selected, the customer has to select it manually.

NOTE: Selecting software with different VAG number than the current is useful only if you want to re-
adapt the ECU to another vehicle. In this case update the ECU to a software with the same VAG number
as the old ECU of the car, where you will put the new ECU. In all other cases it is recommended not to
change the VAG number. If the VAG number to which you will update is the same as the original, but only

the software version is different, then this is not a problem.
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.
A ABRITES Commander for VAG (S

Prepare engine control unit

ATTEMTION: The engine control unit [ECL) will be reflashed. If compatible software version is found, then it is select
automatically. But if nat - it iz responsibility of the customer to select the proper software wersion.

Current VAG number: 03L305023PF
Current SW version: 2520
Recommended SW version: |03L905023PP |2520

Found the best SW version for this ECU: 03L906023PP 2520
Entering bootloader... OK

Disabling security... OK

Block 2 checking addresses... OK

Block 2 transfer data...

P Esit

¢) Once the engine control unit is prepared, the ECU can be read by OBDII. Once it is prepared, it is pos-
sible to proceed directly to the last step. It is also possible to read the PIN/CS/MAC from the “Immo parts
adaptation” and “Engine control unit” special functions. But unlocking and preparing for reading can be
made only from the “Simos PCR2.1” special function.

A ABRITES Commander for VAG =aR=n X )

Read engine control unit
Disabling security... OK
Reading memory... OK

CS: 2AEG 22 6F BA 34 00
PIN: 20827
MAC: 00 00 BAA3

PIN/CS read with SUCCESS

Back | Esit
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2.5.10 Special functions “Component protection”

As part of the security strategy, some parts of the modules build in the VAG vehicles, implement the so
called “component protection”. This is a mechanism dedicated to prevent exchange of modules between
different vehicles without central authorization from the VAG online database. Such modules placed in
another vehicle activates the “‘component protection active” DTC and have restricted functionality. This
special function allows to remove this “component protection active” trouble code and allows the mod-
ule to work with its full functionality.

The component protection is first implemented in the A8 2003+ and in the A6 2004+ vehicles.
Component security is not implemented in all VAG vehicles.

There are actually two types of component protection - generation 1 and generation 2.

Component protection generation 1is implemented in the A8 2003+ vehicles, while the A6/Q7/Allroad
2004+ use component protection generation 2 for most of the modules, and very few modules use com-

ponent protection generation 1.

In the beginning you have to select which generation want to use:

| |Al ABRITES Commander for VAG = O X

Select component protection type

~ Generation 1 - Audi A8 2003-2010, Audi A6 2004-2008 (MMI, CD-Changer, ILM
(Fahrer & Beifahrer)

" Generation 2 (All other modules of Audi A6/Q7 2004+ and A4/A5/Q5)

" AB6/A7IA8/Touareg 2010+ (Dashboard or Infotainment module)

¢ Manually set the component protection bytes or laod them by ConfData dump

" Generation 1 and 2 Calculator
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2.5.10.1 Component protection generation 1

For the “Component protection - generation 1" you have to select the module which want to adapt and

load the eeprom(ConfData) or flash dump:

F T h|

A| ABRITES Commander for VAG o | B |
Select device to adapt
Ut - Control Head (MMIZG) - Andi A4/AL/QhH 2008+ -
0E - Media Player 1 (MP3 CD Changer 2G) - Andi ARA/ALS/QE 2008+
07 - Control Head (MMI2G) - Audi A6/Q7 2004-2009
02 - Central electric (ILM Fahrer) - Andi A6/Q7 2004-2009
0OE - Media Player 1 (MP3 CD Changer 2G) - Andi A6/Q7 2004-2009 ]
18 - Auxilary Heater - Aundi A&/Q7 2004-2009 3
4F - ILM Front passenger ((ILM Beifahrer) - Audi A6/Q7 2004-2009
06 - Seat Memory Passenger - Audi A6/Q7 2004-2009
36 — Memory module (driver's seat) - Andi A&/Q7 2004-2009
17 - Instrumcnt Clustcr - hudi N8 2003-2006
08 - Climatronic / Autoc HVAC - Audi A8 2003-2010
06 - Seat Memory Passenger - Budi AS8 2003-2010
36 - Memory module (driver's seat) - Andi A8 2003-2010 -~
cBack | | Esit

Currently for most of the modules it is needed to read the internal EEPROM (for the MP3 CD Changer
the internal flash) with a programmer first. If it is not necessary to read the flash, the “Load dump” to read

flash or EEPROM will not be active and the user can proceed with the next step.

A82003-2010 only

If a module for A8 2003-2010 vehicles is selected, there is one additional step. You have to connect 3
wires from the AVDI DB25 connector to the vehicles - CAN-H, CAN-L and Ground. There is a wiring
diagram on exactly how to connect them. The user has to splice into the organge/green (CAN-H) and or-
ange/brown (CAN-L) wires. Additionally the GND and +12V should also be connected. The easiest way is
to disconnect a connector (e.g. the connector of the module under the driver’s seat) and to place the two
wires from the AVDI there. The ground of the AVDI can be connected to any metal part. There is also a
picture with example on how to connect to these wires. After the wires are connected you need to press

“Read component protection data”.
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A| ABRITES Commander for VAG ' =arelx)
Read A8 component protection data
For A8 itis necessary to connect the AVDI to the internal CAN-Bus (notto |/ """ A—
the OBDII). Find orange-green (CAN-H) and orange-brown wires (CAN-L) | potection data
and connect the AVDI as shown on the diagram. One easy way to connect b
is to disconnect one plug from the device under the drivers seet and there
to put the wires as shown on the picture. Wiirg diagram
NOTE: After the component protection data are read, you should
reconnect the AVDI to the OBDIl before you continue
Connecting to vehicle... OK
Reading...................
< Back Exit

After the component protection data are read, you can continue with the adaptation.

.

A ABRITES Commander for VAG =rEn X

Component protection generation 1

Connecting to EZS-Kessy/Entry And Start Autorization... OK
Reading EZS-Kessy with Algo 1 (please wait - may 1-2min)... OK
Connecting to Central Electic... OK

Programming component protection... OK

Component protection is reset with SUCCESS

<Back | | Esit
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2.5.10.2 Component protection generation 2

This special function currently works with:
Audi A6/Q7/Allroad 2004-2008. In these cars the customer is able to adapt completely by OBDII.
Without any restrictions the component protection for the airbag, instrument cluster, comfort mod-
ule and EZS-Kessy can be adapted. For the remaining modules with a component protection (e.g. DSP,
Climate Control) you can adapt the component protection only if you have the Gateway EEPROM
dump from the car from which the replacement module is removed.
Audi A4/A5/Q5 2007-2014. In these vehicles the customer is able to adapt the instrument cluster.

IMPORTANT: For the A4/A5/Q5 2014+ models is strongly recommended to use the Generation 1 and 2
calculator option (Component protection > Generation 1 and 2 calculator). If the modules are in a virgin

state it won't be possible to adapt them using the Generation 1and 2 calculator.

Audi A6/A7/A8/Touareg 2010+. In these vehicles the customer is able to adapt the instrument cluster
and the infotainment module(no need to read eeprom or flash of the modules) and the original dash-

board and infotainment modules must be available for the procedure.

IMPORTANT: If the original dashboard and infotainment modules are not available(A6/A7/A8 2010+) the
adaptation should be done from Generation 1 and 2 calculator option (Component protection > Gener-
ation 1 and 2 calculator). If the modules are in a virgin state it won't be possible to adapt them using the

Generation 1 and 2 calculator.

When the special function “Component protection generation 2” is started the system is examined and

all modules with available component protection are displayed.
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[ T b |

A| ABRITES Commander for VAG . =heEn X

This functinality allows the customer to adapt used parts on other cars.In general this
requires following steps:

1. Reset the module to virgin state.
2. Adapt the module to the vehicle you want.

Lhecking modules tor compaonent protechon...

N | Device Status

05 EZ5-Hessy/Entry And 3t... ARdapted to car  (Connecting to EZS-Kessp/Enty &nd Start Autorization... 0K
15 Rirbag Rdapted to car  Connecling to Aibag.. OK

17 Instrument Cluster Adapted to car  -onhectingtolnstiument Cluster. [k

09| Central Flectic o Prot. N/L Cannecting to Central Electic... 0K

-- : = - ok z Connecting to Comfort module, sehicle el System SG... Ok
46 Comfort module, wehicl... BRdapted to car  [Conpecting to Memory module [diver's seet)..  Failed

08 Climatronic/Ruto HVAC Adapted to car  Connecting to Climatronic/duto HYAC,.,  OK

Connecting to Auxilary Heater...  Failed
Connecting to Seat memory passenger... Failed
Conrecting to DSP... Failed

Scan finished.

MHext >

From the displayed list of available modules, the customer has to select the module which they want to
adapt. Then the procedure of adapting the component protection is performed in two steps:
Reset to virgin state

Learn module to the vehicle
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2.5.10.2.1 Reset to virgin state

Reset to virgin state is performed in three ways:
by reading the module by OBDII (available for instrument cluster, airbag, comfort module and
EZS-Kessy),
by loading the module EEPROM dump (available for airbag and EZS-Kessy)
by loading the gateway EEPROM dump from the car from which the module is taken (where it was
originally built in).

The customer has to select from the following dialog in which way they want to proceed:

A ABRITES Commander for VAG e X

Step 1.1: Reset to virgin state

Please select how to reset to virgin state:

« By OBDII (available for EZ3-Kessy, KOMBI, AIRBAG, Comfort module and Climatronic)

= By module ConfData dump (available only for airbag, DSP, |:|
EZS, etc)

By gateway ConfData dump (available for all devices,
« requires the GATEWAY ConfData dump from the car where
module was originally equipped)

By gateway ConfData read by OBDII (available for all
« devices, requires the GATEWAY from the car where module
was originally equipped, to be connected in the car)

Net > Exit

After selecting the operation manner another dialog with the status of the operation is displayed:

A| ABRITES Commander for VAG o S|

Step 1.2: Reset to virgin state
Connecting to Airbag... OK

Trying to reset component protection... OK

Component protection is reset with SUCCESS

‘ Newt > Exit |

After the operation is completed the module is in a virgin state and can be adapted to any car.
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2.5.10.2.2 Learn module to the vehicle

To learn the module to the vehicle it is necessary to have the Gateway EEPROM dump from the car on

which you install this module.

r T B

A ABRITES Commander for VAG =en x|

Step 2.1: Learn module to the vehicle

To learn the specified module to the vehicle, you need the EEPROM dump of the GATEWAY
module from the car where you want to build the module.

You can read the dump by OBDII, but this will reflash the gateway, or you can load the
EEPROM dump. Please specify how to proceed:

@« Read by OBDII (ATTENTION: this might reflash gateway if it is not already reflashed)

" Load gateway EEPROM dump

Mext = | E xit

You have the option to read the Gateway EEPROM dump manually with a programmer, or to read it by
OBDII. Reading by OBDII normally takes about 3-4min, but requires a module reflash. If the gateway is
once reflashed, further operations of the EEPROM reading do not need a reflash.

So the customer has the option to select whether they want to read the EEPROM dump by OBDII, or to
read it with a programmer. If they select reading it by OBDII, then the next dialog displays the status of

the operation.
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r .
A ABRITES Commander for VAG . |

Reading gateway EEPROM by OBDII

Connecting to CAN Gateway... OK
Checking EEPROM access... OK
Reading EEPROM... OK

Gateway EEPROM read with SUCCESS

< Back | Mest » | Exit |

Once the EEPROM data are read/loaded, the adaptation of the component protection is performed. Once
this step is completed successfully, the module should be fully functional.

r T =

A ABRITES Commander for VAG . =rEn X

Step 2.2: Learn module to the vehicle

Connecting to CAN Gateway... OK

Trying to set the component protection... OK
Connecting to Airbag... OK

Trying to set the component protection... OK

Module learned to vehicle with SUCCESS

Ezit
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2.5.10.3 Component protection “Manually set the component protection bytes or load
the by ConfData dump

Using this function you have the option set the CP data manually either by entering the CP bytes or ex-
tracting them from a ConfData dump.

The procedure goes in three steps:

1. Enter the CP bytes or extract them from a dump(of the donor vehicle) > Press “Use the CP as current
CP”

2. Enter the CP bytes or extract them from a dump(of the host vehicle) > Press “Use the CP as desired CP”

3. Press “Adapt module to vehicle”

A ABRITES Commander for VAG = ] X
Step 1: Either enter the component protection bytes of the device or get them by dump. The
bytes or binary file must be from the donor vehicle(the car that provides the module]. \When the
bytes appear press the button ""Use the CP as current".
Step 2 In the same viay enter the component protection bytes of the device from the host lcsa G atwa
wehicle or load them by dump. The bytes must be read from the car that accepts the module. ConfData dumy
Then you must press "Use CP as desired". P
Step 3: When the old and new CP are set, you will see them at the bottom of the field. Then Load ConfD ata
you can proceed with adaptation of the module. ducli-g?fi!:m

Select device Component Protection Bytes
EZS Kessy :J | ————————————————
Select device
- Use Component Pratection [CP] as desired CP
Use the C t Protection [CP t CP B : .
ol F&ﬁi‘;ﬁ: i c:roescir:c:: e! mg;j:iu”en [CP which will be starelll:l in lhﬁ module when pressing
adapt')
I
Exit
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2.5.11 Special functions “Immo parts adaptation”

This special function is dedicated to adapting a virgin or to reuse a “second-hand” immobilizer parts (e.g.
engine control units, immobilizer (Kessy), transmission gear box) from one vehicle to another. In general
some Immo |l parts (e.g. the earlier EDC16 and ME7 and all EDC15) allow to adapt parts using only a PIN
code and adaptation on channel 50.

However for the VW/Seat/Skoda starting from 2007, and for Audi models starting from 2003/2004 this
is not possible. This special function is dedicated exactly for these parts which do not support the chan-
nel 50 adaptation. E.g. For engine control units this includes not only the Bosch EDC16/MED9, but also
EDC17/MED17, and also Siemens VDO (Simos PPD and Simos 9.x/6.x/7.x) engine control units.

When the function is selected, the customer has to choose what part to adapt. There are the following
possibilities:

Engine control unit

Audi A8, VW Touareg/Phaeton, Porsche Cayenne or Bentley continental immobilizer (Kessy)

Passat B6/CC immobilizer (comfort module)

Transmission gearbox for Audi A6/Q7/Allroad 2003+
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2.5.11.1 Adapting engine control units

To adapt an engine control unit to the car you need the following:

If the engine control unit is virgin, you should only put the new CS (6 or 7 bytes) and new PIN code. You

can read them from the immobilizer, or from the old ECU if it is present.

If the engine control unit is used, you need the existing CS and PIN of this “secondhand” engine control

unit, plus the new CS and new PIN code.

When starting this special function the following dialog is displayed:

-

Exchange ECU by OBDU

[+ ftodetect engine control unit existing C5/PIM;

" Specify manually the existing CSAPIM of the engine contral unit

Fead

1]

M ew immobilizer data

Irmio nurmber:

E wit

WM
Power clazs

C5:

FIM: i

For EDC16/MED9/ME7/EDC17/MED17 and Simos PPD engine control units the customer can press “Read”
directly and the old CS/PIN are displayed. If the engine control unit is a virgin state, this is automatically

detected.

After the successful read of the existing data, they are filled automatically in the field below.
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Please pay attention that the 7th byte of the CS is not required here.

Pressing the “Read button” will read the power class, existing PIN/CS, also VIN and immobilizer number.

Exchange ECU by OBDI e S|

{+ ihtodelect engine contral unit existing 25 /FIM: =
&3
[ Specify manwaly the existing C5APIN of the engine contral umit
Wit
1]
Mew immobilizer data
Irirno number: E xit
WIN: WALZZZAFEEN11" 222
Power class: gz
LS: 14 C8 5F Ca, 29 a0 0
FIN: 5116
Done.
o —— —— = —

Also after successful reading the fields for the CS/PIN, VIN and Immo-number will become active and the
customer might specify the values they want. Please pay attention that the “power class” for the engine
control unit is displayed. This is a very important value which is stored inside the engine control flash and
cannot be changed. This value should be the same for the engine control unit and the immobilizer, this
means that if the old (broken) engine control unit is from one power class, and the new one is from an-
other, the car will not start, even if the adaptation procedure was completed. The meaning of the power

class value is to prevent putting one engine control unit from for example a 3.0TDI to a car with a 2.0TDI.
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2.5.11.2 Adapting Audi A8, VW Touareg immobilizer (Kessy)

This special function is dedicated to adapt “second-hand” immobilizers from one vehicle to another. In
general the earlier VW Touareg/VW Phaeton/Porsche Cayenne/Bentley continental allow to adapt the
immobilizer using only PIN code and adaptation on channel 50.

But A8 and later VW models (after 2007) require to use this special function.

To adapt the immobilizer to the car you need the existing PIN and CS of the “second-hand” immobilizer.
You can extract it by reading the EEPROM dump of the second-hand module, or if you have the engine

control unit from the car from which you have taken the replacement (second-hand) module.

When starting this special function the following dialog is displayed:

Exchange ECU by OBDI [

i+ | oad existing PIN/CS from K.essy dumng

Load Kezsy
dump

" Specify manually the existing CSAPIN of the Kessy

a
Euit
Mew immobilizer data
Irrnio nurmber:
1D
Power class:
C5:

PIM: ]

So you need to load the EZS-Kessy EEPROM dump, or to enter the PIN and CS of the second hand mod-

ule manually.

ATTENTION: You should know the power class of the engine control unit before you execute this func-
tion! After pressing the read button, the customer has to enter the power class manually. If you enter the

wrong power class and this is a working vehicle (i.e. ECU and Immobilizer are adapted), the car will stop
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working. It will start working again only if you put the correct power class in the beginning of the proce-

dure. This is so because the Immobilizer (Kessy) will take the power class you enter.

ATTENTION: If you put the CS manually (i.e. you put 6 bytes of the CS) and there is a working key for the
immobilizer (Kessy), after finishing with the reading, the Kessy will no more recognize the key. To start
recognizing it again, you should put the 7th byte and press “Change”.

2.5.11.3 Adapting comfort module on Passat B6/CC

This special function is dedicated to adapting “second-hand” immobilizers from one vehicle to another.
To adapt the immobilizer to the car you need the existing PIN and CS of the “secondhand” immobilizer.
You can extract it by reading the EEPROM dump of the second-hand module, or if you have the engine

control unit from the car from which you have taken the replacement (second-hand) module.

When starting this special function the following dialog is displayed:

Exchange ECU by OBDII .
f« i nad exishing PIN/CS from Cormfort module durmg [l
durnp
[ Specity manually the existing CS/PIN of the comfart
lpdate
1]
Exit

Mew immobilizer data

Imma number: YW ZFZ0G 7031111

ID: WAWZZZIKZ7P111111

Power class: FE

C5: 24 Fa C5 72 49 E7 B4

FIM: 52698
Done.
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So you need to load the Comfort module EEPROM dump, or to enter manually the PIN and CS of the sec-

ond hand module.

ATTENTION: You should know the power class of the engine control unit before you execute this func-
tion! Normally the power class of the comfort module is displayed automatically if you load the comfort
module dump. Then you are able to change it (if the ECU has different power class). If you enter a wrong
power class and this is a working vehicle (i.e. ECU and Immobilizer are adapted), the car will stop working.
It will start working again only if you put the correct power class in the beginning of the procedure.

This is so because the Immobilizer (Comfort module) will take the power class you enter.

ATTENTION: After the reading is finished, any working keys will stop working and should be re-learned

to make them working again.

NOTE: This special function can also be used for key-learning. If you have the comfort module dump, you
can load it here and all 7 bytes of CS will be displayed. Then the customer can make a dealer key using

these 7 bytes.

2.5.11.4 Adapting Transmission gearbox on A6/Q7/Allroad

This special function is dedicated to adapting used transmissions from one vehicle to another. To adapt
the transmission you need the existing PIN and CS of the used gearbox. You can extract it by reading the
EZS-Kessy or engine control unit from the donor car. Without having the PIN/CS of the transmission, you

cannot adapt using this method. In that case you will need to apply the technique using EM003.

The below screenshots show what the procedure looks like:

1. Select the ECU option from the “Immo Parts 2. Autodetect the IMMO Data from the ECU

Adaptation” and save it

‘no o
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3. Enter “Immo Parts Adaptation” and select 4. Either load a dump file or enter the donor
Transmission A6 TCU immo data
+ [vaic name VAG Humber ‘Descriprion D1c_ | coatng Trarc/zsprsus 1 Fron [ o= [ e Toescripeion 10 [codiog Perc/im/Sum ¥ Terod=
T
[ ocs o b c
open ourm: o o=
% 24
—
=
- [
o e
22 < -
5. Enter the ECU Power Class and continue 6. Press “Update” after entering the desired
IMMO Data
PRt s - r | T T il
* Specity manualky the esssting U S9N of the sassmission - = E * Specity maneolly the cxisting C 518 of the sossmission
s a5 2 @ " = w ‘r:-‘:‘w_-‘w C ocs 5 2 o " o = :mm s G
e Vou et s it i s - £t = e _f_j Eait =
e , ln ihes
L es: B M = a s n
= . -
= G T 0 - "
%

2.5.11.5 Adapting EZS-Kessy on A6/Q7/Allroad

This special function is dedicated to adapting a “second-hand” EZS-Kessy from one vehicle to another.
To adapt the EZS-Kessy you need the existing PIN and CS of the used EZS-Kessy or the PIN and CS of
its ECU. You can extract it by reading the EZS-Kessy with a programmer and saving a dump file on your
PC which can later be loaded into the software. These PIN and CS will later give you access to the unit,
allowing you to change the immo data and write the data you need. The screenshots below will show what

the procedure looks like:
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1. Reading the PowerClass, CS and PIN from the
ECU

Exchange ECU by OBDII

* Autodetect engine control unit existing C SIPIN
Read

 Specify manually the existing CS/PIN of the engine control unit

Update

New immobilizer data
Immo number:

D: WAUZZZ41 SED022222
Power class: BC
Cs: SA 15 EA 5 9 DA 0

PIN: ’750490

Done.

3. You can load the donor EZS-Kessy dump if
you have it

@ Load existing PINICS from EZS Kessy dump L
EZSKessy Read
dump
 Specify manually the existing C S/PIN of the Kessy
9 {pialog x |
ATTENTION: class of the engine [ ‘ Exit
i oK 3

the power class of the engine conlrol unit

i

Power class: Engine conlrol urit power class: |pe
| || =5 ‘
PIN: ’7 0 |
|
CS Part2:

| EZSKessy dump load OK

5. Pressing “Read” after entering the data manu-
ally will display a prompt:

 Load existing PINICS from EZS-Kessy dump

@ Specify manually the existing CS/PIN of the Kessy
old s DA sA DA 05 % DA Tth byte not
required
0ld PIN: 50495 &l
ATTENTION ‘

New immobilizer data
ATTENTION: f there is a key assigned to this Kess
(immobilizer), the key will stop work after the read is finished.

To make it working again, you need to put the 7th byte and
1D: to write the changes.

Do you want to continue?

Power class:

No
- EI :
PIN: ,”7

CS Part2:
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2. Enter “Immo Parts Adaptation” and select
“EZS-Kessy”

Select immobilizer part to adapt A

Engine control unit (EDC16/EDC17/MEDS/MED17/Simos
Kessy Audi AB/VW Touareg/Phaeton

Comfort module Passat B6/CC

Transmission gearbox A6/Q7/Allroad

Transmission gearbox A8

Immo II/IV Emulator

Immo II/IV Emulator Update

Imma IV Fmulator Write NData 2
<

~ <

OK Cancel

4. If you have the donor IMMO data you can en-
ter it instead

© Load existing PIN/CS from EZS Kessy dump ‘ 1 ‘

© Specify manually the existing CS/PIN of the Kessy
oldcs DA 5A DA 99 99 DA

Old PIN: 5049 110

7
ATTENTION: ‘You should know the power class of the engine Exit
data oK =
the powe class of the engine control urit RR———
2

Power class: Engine control unit power class: [Rr|
cs: ‘
PIN: 0
|
L
CsPart2: 00

6. The procedure has completed the adaptation

Exchange ECU by OBDII

X
| & Load existing PIN/C'S from EZS.Kessy dump T, el B BT
EZSKessy
dump
 Specify manually the existing CS/PIN of the Kessy g =
Update
0
Exit
New immobilizer data
1D: WAUZZZ41 5ED022222
Power class: BC
Load
cs: 5A 15 EA 5 99 DA EZSKessy
dump to
PIN: 50490 ""‘_:;""
Cspart2: 1" 1 1 1 ) 80
Done.
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2.5.11.6 ECU/TCU exchange using ZN051 DS Box and EM003 (IMMO I11/1V EMU)

Exchanging an engine control unit/ transmission control unit in VAG vehicles using a distribution box and
an Abrites Emulator (IMMO I11/IV EMU)

This procedure is used when you need to replace any immo module with an Emulator. The goal is for the
Emulator to emulate an Engine Control Unit or Transmission Control Unit in the IMMO system. Often
times the CS and PIN of the ECU or TCU cannot be read(without opening the control unit) so you can use
an emulator instead.

In the cases when you need to replace ECUs/ TCUs in VAG cars you can emulate the immo section so as
to allow the module to work without the need of a complex adaptation. The function applies to the trans-
missions of Audi A6 2003-2010, Audi Q7 2005-2015, Audi A8 2003-2010, and for all Immo 11/IV engine
control units (EDC16/EDC17/ME7/MED9/MED17/Simos benzin/Simos PPD/Simos PCR/Magneti Marelli/
Delphi)

The function allows you to build immo-related parts in other vehicle, even when the brand or power
different.

1. The first step is to ensure the PIN and CS are read from the ECU (example using EDC17 in diagnostic
mode):

(screenshot 1, 1-1 and 1-3)

You could try reading the PIN and CS from Immo parts adaptation > Engine Control Unit as well.

2.You then need to go to IMMO PARTS ADAPTATION and go to IMMO I11/IV EMU.

2N

2.a Input the data you read from the ECU:

(2-2)

2.b.Press OK and make sure that the Emulator is connected to the internal CAN-BUS of the vehicle(it is
also possible to connect through the DS box during the procedure):

(2-3)

RED - CAN Hight

BLUE - CAN Low

YELLOW - B+

BLACK - GND

2.c Select the unit you need (in our case this will be the master ECU):

(2-4)

2.d The procedure starts. Make sure you have internet connection and some patience.

(2-5)

2.e Itis a matter of waiting for the calculation to complete (N.B. make sure you have a power supply on the
car).

(2-6) and (2-7)
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1 1-1

Select immobilizer part to adapt A
Engine control unit Immo IIJIV(EDC16/EDC17/MEDS/MED17{Simos
Kessy Immo Il (Audi AB/VW Touareg{Phaeton)

Kessy Immo IV [A6fQ7 Allroad)

Transmission Immo Il [A8)

Transmission Immo IV (A6/Q7/Allroad)

Immo Il [TP2.0 - Comfort module Passat B6/CC]

Immo IV (UDS)

Immo HIfIY Emulater

Immn AV Fmulatar Undate o
< >
Lhrut e A
OK Cancel
Select immobilizer part to adapt A
- oo Eenla -/ Transmission Immo Ill [A8)
Ganannnn . e
st 1 ] Transmission Immo IV (A6/Q7/Allroad)
00 00
You M“&Oi 0 = Immo |II (TP2.0 - Comfort module Passat B6}CC)
o o DU Wil neea.me:. . save ot Immo IV (UDS)
o E u@::“‘a E au.; 'gn. HM 'I-t;smﬂc II
and-login-details | [immo l11/1V Emulator
00 00 00 06 900 U0 00 00 00 00 00 00
SRR R e o | Imme NIV Emulator Update
|:| |:| Immo IV Emulator Write Data
00 00 00
Flash counter v
An"_ Sun,ﬂ_ {
1170 Flash tool ID: < >

00000180 0

ooooo1s0

< 2 Cancel

[poereod Grpmrt ey T v T 22007

2-2 2-3

Please put the PIN/CS /Brand/Power class of the HOST vehicle [to which you
want adapt the module). This is necessary to synchronize the MAL.

Connect AVDI and DSBox to the PC.
Connect ECU/Transmission to DSBox.

PIN: [4389 Connect Immolll/IV emulator to DSBox (paralel to ECU)/Transmission.
Procedure can take from 2 till 5-6 hours
CS:
mojnonomom Do you want to continue?
Power 3a

Brand: [5koda =

2-4

Choice brand

Replacement part brand Volkswagen
OK
Module type
@ Engine control unit ( Master)
 Engine control unit { Slave )
 Transmission it
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1 1-1
Checking preconditions: Checking preconditions:
1. Checking DSBox... OK 1. Checking DSBox... OK
2. Checking CAN connection... OK 2. Checking CAN connection... OK
3. Checking emulator... OK 3. Checking emulator... OK
Checking online server... Checking online server... OK

Reading data from module... 100% completed

Connecting to server... OK

Calculation enqueued OK.

Max calculation time: 4 hours. Average - 1 hour
Waiting for calculation resources...

|
i
|
|

1-3 2-1
Checking preconditions: Checking preconditions: |
1. Checking DSBox... OK 1. Checking DSBox... OK
2. Checking CAN connection... OK 2. Checking CAN connection... OK
3. Checking emulator... OK 3. Checking emulator... OK
Checking online server... OK Checking online server...
Reading data from module... 100% completed Previous calculation was not finished, procesing with it...

Calculation finished OK. CSis: 11 11 11 11 11 22
Connecting to server... OK
Calculation enqueued OK.
Max calculation time: 4 hours. Average - 1 hour
Calculation in progress - 35% completed

You could also write manually the immobilizer data in the ECU/TCU by selecting Immo parts adaptation
> Immo I11/IV Emulator Write Data
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2.5.11.7 Read MM 9GV PIN/CS with DSBox (Immo I11/IV cars)

The function allows reading of PIN and CS from Magneti Marelli 9GV ECUs that are not supported for
immo data reading via OBD or Boot Mode. The procedure can take 30mins - 4hrs. If the ECU is to be
adapted, the user can take its immo data (PIN/CS1) and write it to the cluster. This will require the keys to
be re-learned. There are ~30 versions of the software and the user can select the version from the ECU

function. DSBox and active AMS are required as well. The screenshots below show what the function

looks like:

1 Open the ECU menu and select the option

# [onic name VAG Number [o orc_| Coatng

1 Module 1
Select Engine Control Unit function ‘
Read ECU PIN/CS by diagnostic (;
_ | Read EDC17/MED17 PIN/CS in direct mode Open
“ | epc17MEDC boot made
EDC17/MEDC change mileage through boot mode n
| Read Simos PCR2.1 v
Next

Read MM 9GV PIN/CS with DSBox

EDC16/EDC17 DPF OFF S
Immo WAV authorize ECU

{4 specal functions | \

e i
Irsiument EZS Kessy s X
a7/46 OK Cancel
g ® T B'm = w o
T ol Tk ool bl odhe (o5 Giiome Feicaem
T R .

3 Select the brand of the ECU

4+ | Unit name VAG Number escriptio: [orc [coding

03 Brakes 1

ng Angle Sender |Vehice brand

Please, choose the brand of the veficle: m

+ ik specal functions |= vemdeg
T I X A

-— — — (4

can oo e
Instumert  EZSKessy  BCM2  Instument EngneContol Componert  Inmopats  InmoV  Steeting lock
Q748 A4ASIS Ut piolecion  adepialin  adaplaion adeplation (
¢ 3 0p
) ~ g
Ha & a " @ o
™ Keylearing  Thett  Dumplool  Aibag  WiCiaher _DSG Custom PIN Converter
+ | confguation prtecton Caltvation  Read/Update
- Jeas a =
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2 Connect your DSBox and the ECU

+ [ Onic name VAG Nusber [orc Jcomng |-

Connect AVDI and DSBox to the PC.
Connect ECU to DSBox.
Procedure can take 30 min till 2 hours
Do you want to continue?

- CEd_ w
i Specal functions | = vehide Selection
- ﬂ ?}\ - LC,;‘ . . 2
et N o ¥4 1 —'
Instument  EZ5Kessy  BCM2 Engne Contil Component  Inmoparts  ImmoV/
Q76 AUAS/OS Unt potecton  adaptalion  adsptation (»
e & 2 “ @ o @
| TV Keylamng  Thet  Dumplool  Aibeg VWil DSG Custom
+ | corfiquaton prtection Caltration  Read/Update

p— = — a

4. Wait until you see the Immo data

Please Wat... -

Checking preconditions:

Connecting to ECU - MMOGV.... OK
Connecting to server... OK

1. Checking DSBox... OK

2. Checking CAN connection... OK
Checking online server... OK
STATUS: Finished.

CS Part1: D2 54 98 8C F4 92

Searching MAC.... OK, MAC: 2211EAE8

Reflashing ECU(Approximately 9 mins).... OK
CS: D254 98 8C F4 92

PIN: 8024

MAC: 2211EAB8

Power class: 01
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2.5.11.8 IMMO 111/1V authorize ECU (for bench flashing)

If the user is working on bench in an ECU without the cluster connected, the ECU cannot be flashed
using an FRF file. If the ECU is authorized, writing the FRF flash file is possible and this is exactly what
the function does. Once started, the procedure July last 30mins-2hrs and once finished, the ECU will be
authorized (as if IGN is turned ON with a working key), which will allow the FRF flashing to be done. The
screenshots below show what the procedure looks like:

1 Select the menu 2 Connect the DSBox and the ECU

A A

¢ [Unic name VAG Humber Description

x D son oIc_| Coding 4 [Unit name VAG Number
. I
Previous
Engine Control Module 1 L= : Engine Control

Torc [commg  [=

Transmissio

Transmission Cont:[ Select Engine Control Unit function ‘

o |f 02
03 Brakes 1 Read ECU PINCS by diagnostic )
04 Steering Aagle se| Re2d EDCIZIMEDIT PIN/CS in direct mode T

Brakes 1

Steering Angle Sender

Kessy

Seat Adjustment 2

Displ u

<

4 specal functions [- \

e

EDC17/MEDC boot mode

EDC17/MEDC change mileage through boot mode.
Read Simos PCR2.1
Read MM 9GV PIN/CS with DSBox

EDC16/EDC17 DPF OFF
Immo HIAY authorize ECU

¢
osnment  E25Kesy || Y x g cck
Q7748 oK Cancel daptation (?
— - Open
H & K W =™ @
TV Keylearing  Thet  Dumptool  Aibag  VWCiahe  DSG Custom Pl
configuition protection Calbiation  Read/Update

- LS a

3 Select the brand

¢+ [ Unic name

Va0 e o1c [ cosing

01 Engine Co

02 Transmission

1

03 Brakes 1

re

»
e

04 Steering Angle Sender | Vehicle brand

Display Control Un

sy Please, choose the brand of the veicle:

0;

n

x|

A
= sEA- E
[}

\udi

i Specal functions | = vehice s

cAn

Instumet  EZ5Kessy
Q7746

v Key leaining
configuation

=
ey 5
BCM2 Instrument Engme Control Cawanem Immo parts Immo V' Steering lock.
A4/AS/Q5 rotection adaptation adaptation ‘adaptation ‘ >
heft Dump tool Aibag VW Crafter DSG. Custom F’IN Converter
- o 2 X
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Note

Kessy

|06 seat Adjustment Passeng... Connect AVD and DSBox o the PC
Connect ECU to DS
Faesr i S
D0 you want to continue?

7 Disp:

i specal functions | &= vehice Selection ..
L} Nt & - [ . . X\ *
- N - 2t 3
Wit EZSKexy  SOM2 nsmen  Engee Conl Eompmam Inmopats  InmoV  Steeinglock

Q7AE A4/ASIS Unit ecion  adeptaton  adaptation _ adsptaion C
o h A B RO =
Aibag VW Ciater

v Keyleaming  Theit 0SG Custom
configuation protection Calbration  Read/Update

PIN Conveter

4 Connection attempt running

Please Wait. X

Checking preconditions:

1. Checking DSBox... OK
| 2. Checking CAN connection... OK
| Checking online server...
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5 Process running

6 The ECU is now authorized

Please Wait...

Checking preconditions:

| 1. Checking DSBox... OK
| 2. Checking CAN connection... OK
Checking online server... OK

STATUS: Finished.
CS Part1: C1 EOC7 D3 2CCE

! Searching MAC.... 0% completed

Please Wait...

Calculation finished OK.
CSPartl: C1E0OC? D3 2C CE
MAC: 0000F5EE

Power class: 42

ECU is authorized with immobilizer!

www.abrites.com
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This function will read the PIN and CS for engine control units and transmission control units from the

Immo Il and Immo IV generation.

These are the CAN-Bus vehicles from about 2003 to 2014.

You can read the PIN/CS of the engine control units from the special functions > Engine Control Unit

> Engine control unit Immo I11/1V calculate CS or from Immo 3/4 parts adaptation > Engine control unit

Immo I11/1V calculate CS

Descriprion

| Read EDCIZIMED17 PINICS in direct mode

| casie 1
f[o2 = elect Engine Control Unit function T
o seaxes | Read ECU PINICS by diagnostic

ngine contrl unit Immo 111V Calculate €S 11l NEW Il

+ [onic name

[v6 Wember:

Torc [ codtng [ Part/Tmp/Susp 1

S

[ Selectimmebiizer part o adapt

ngine control unit Immo INV(ED C16/ED G17/MEDI/MED17/Simos

ngine contrl unit Immo I1l1V Calculate CS 1NEW 1iE

HENEW 11

o o ransmission contr unit Immo IV Calculate CS
se tessy | EDCTIIMEDC bootmode % essy Immo I {Audi ABIVW TouaregiPhaeton)
EDCITIMEDC change mileage through boot mode Kessy Immo IV (AG/Q7/Allroad)
o6 32 3| Road Simos PCR2.1 {on bench - with PWMs) o6 st 2| Transmission Immo Il (A8)
- | Read Simos PCR2.1 (EEPROM unlock needed) - | Transmission Immo v (Asta7rAlroad)
Read MM 3GV PINICS with DSBox Immo Il (TP2.0- Comfort module Passat B6/CC)
oz iz con| EDGIGIEDCI7 DPF OFF e = Immo IV (UDS)
‘ Immo WV authorize ECU < Immo 1AV Emulator
1 = Immo 1AV Emulator Update
928t | o 11y Emutator Write Data
-
v nstument
oK cancel . ok Cancel
- - 7S Ll 1=} i ~ g Opeh - - L&) s o 1= L4 ~ e
inmoVpsts ImmoVinmo Swerglock TV Keylasming Keyleaming  Thet  Dumplool  Albag  WOster oV pars mmo  inma Sisng ok Keyleaning Keylearing  Thet  Dumptoo  Arbsg VW Crer
RESET replace  edapiaion configureton s ptecion RESET ' raplace o sion (-
s o B 8 A @B W - oo o m A s

You can read the PIN/CS of the transmission control unit from special functions > Immo 3/4 parts adap-

tation > Transmission control unit Immo 4 calculate CS

A
+ | Unit name | vAS Number Description [orc  [coding - =
00 “
Previous
01 Engine Control Module 1
02 T] Select immobilizer part to adapt l ol gy | |
03 8| Engine control unit Immo IIAIV(EDC16/EDC17/MED9/MED17/Simos (,
s Engine contrl unit Immo I1IIY Calculate CS 1 NEW It Open
Transmission contrl unit Immo IV Calculate CS 1 NEW 11!
By Kessy Immo lll (Audi A8/VW Touareg/Phaeton) 'm
06 5 Kessy Immo IV [A6}Q7/Allroad) v
o7 p| Transmission Immo IIl (A8) Het
Transmission Immo IV (A6/Q7/Allroad)
Immo Il (TP2.0 - Comfort module Passat B6/CC)
4 spe Immo IV (UDS)
i v
q -
Inst V/ K [
0K, Cancel ‘ >
o = 0 7 ] ;2
[==] =] (==} 7 A jwi R oS =] L) |
Immo V parts  Immo V parts  Immo ¥ Immo ~ Steering lock. ™ Keyleaming  Key leaming Theft Dump tool
adapt manual RESET replace adaptation  configuration by CS protection )
- N — - S o
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When the function is started, the connection to the control unit is established and the required data
are read from there. It is necessary to have connection only with this module, not necessary to have the
whole vehicle connected. |.e. this means that you can do this on the bench.

After the connection to the control unit is established, data are read and send to server.

~ ABRITES Commander for VA(

I 2] Connecting to module... OK \l b
Reading module... OK
8 Moduleident: i

ID: TMBJC75L2B6008883 |
o 4 FAZIT: BPG-81031.05.1012360799
VAG Number: 03L906018BP I

| Connecting to server... .
s
| | -
LI | ll'
Wlor e it
) Number of Tokens in wallet : 30 I___
oz B " Number of Tokens to be consumed: 0
‘ L} ; IMPORTANT: If the data for this vehicle were already calculated,
no tokens will be consumed!!!
% sl
‘ Do you want to continue?
Ingll I
I-—
| | fpen
Irar|
i
|
Bact Next> Exit |

Connecting to module... OK
Reading module... OK

o Module ident:

ID: TMBJC75L2B6008883

FAZIT. BPG-81031.05.1012360799

VAG Number: 03L906018BP

Connecting to server... OK

Starting calculation on server... OK (Calculation started)
s C; i OK( data with SUCCESS)

03

04

06 CS: 14 44 5F 1C 28 88, PIN: 28321
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You can use later the PIN/CS for key-learning, or for adapting the ECU/TCU to the car

~- ABRITES Diagnostics for VWfAudifSeE’i;oda, 39.0
i
T
f e e —— T L e
Exchange ECU by OBDII
00 4\1\
I
(~ Autodetect engine contral unit existing CS/PIN
01 Engine Contro] Previous
02 Transmission . . X
8 Specify manually the existing C5/PIN of the engine contral unit
03 Brakes 1 0ldCs I i I i 7thbyte not C
required >
04 & i ZAngl
ceering Rl Old PIN a n @ Master Open
05 Hessy " Slave
Exit
06 Seat Adjustm | New immobilizer data | m |
— "
07 Display Contr ‘Reoenﬂy used dal
8 | EzE Gandition Last read CS and PIN bytes
| C5: 14 44 5F 1C 28 88 00 PIN: 28321 from: 12.53h 11.12.2020
CS: 36 67 4F 60 6C CE 00 PIN: 50990 from: 10.34h 11.12.2020 Use
{fi specil functions l CS: D4 2B 97 35 A8 57 00 PIN: 20697 from: 10.03h 11.12.2020
CS: 43 BC A8 0B 2E 78 07 PIN: 2138 from: 16.26h 10.12.2020
oo CS: A7 47 9D FF 4E 8F 00 PIN: 53082 from: 17.05h 08.12.2020
| Instrument  EZ|
=
Immo Y parts Imm|
RESET l{
DSG

IMPORTANT: If the module (engine control unit or transmission) is not in its original state (e.g. the PIN/

CS were already changed with some after market tool), the calculated data might be wrong.

IMPORTANT: The function does not work for Immo V vehicles such as MQB, MLB, BCM2 vehicles.
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2.5.11.10 MQB Immo Data (allows immo data change in the MQB cluster)

The MQB Immo Data function allows the immo data of the MQB cluster to be read, saved and another

MQB cluster to be updated with the same data so it can be adapted. (The donor MQB cluster needs to

have a working key so it can be unlocked before the adaptation. The cluster needs to be the same as the

original to avoid issues). Once the new cluster is adapted with the new immo data, the original keys will

continue to start the car but the remote won'’t work. The keys can be re-learned so that the remote can

function once again. The screenshots below describe the functionality:

1 Entering “CAN Instrument”

Unit name

VG tumber [o

DIC__| Coding

02 Transmiss|
03 Brakes 1
04 Steering |
05 Kessy

06 Seat Adjuf

Engine Control Module 1

VDO based on MQB platform (not Virtual Cockpit)

Please, find the. youcan
& Dashboard 20122014
" Dashboard 214+
Mieage Keylearing

H
Previous
G
Open

%

Immo data

7 Display
5 Read Leamkey |
‘
i specl funct Recalbiate AlKeys Lot
A
Instrument ]
o s 1= g ~ 7
TV Keyloring  Thet  Dumplool  Aibsg VW Cishe
confgsation potecion
= - - a

DSG

Immo data

Custom  FIN Conveter

Calbration  Read/Update

3 Security unlock attempts running

¢ | Unit name

VAG Number

03 Brakes 1
04 Steering 1

05 Kessy

06 Seat Adjuf

4 specal functic

cAn

01 Engine Control Module 1

Please Wait,

Pl
a
F
i Security unlock attempt 5...
\

— Torc Jcosing B
e .
Open
N |
Next

S G

=

[ e j G
:

Instument £
s = B L2 L4 iy w i
v Keyleaming  Theft Dumptool  Aibag VW Crater DSG Custom  PIN Converter
configuation protection Calibation  Read/Update
- s - s 2

www.abrites.com

2 “Immo Data” is clicked

A
% |Outc name VaG Hamber otc_ [ coting
01 Engine Control Module 1
02 Transmissi
Pleage. findh
= Rraesi (¥ Please Wait. X ‘
04 Steeringl 3 4
Releasing SA2 security...
05 Kessy
M
06 Seat Adjui
{4 specal functic 1

- /< Cancel
A L

Instument ¢ '3
[ Coen G
Vo Open
L W) S =4 v ~ 4 i - =
TV Keyleaming  Thet  Dumplool  Aibsg  VWOister DSG Custom  PIN Converter
configuiation protection Caibration  Read/Update
~ ) e a =

4 The data is read

%
¢ [ueic name VAG Humber [orc Joosing |=

:
01 Engine Control Module 1 Previous
02 IMQB Immo data X

03 B inmodata ¢ r‘;
o Update o dtal| 2257
VIN [WVWZZEVOAT 234567 s |

s 3
Serel key C5 [ 475080 346AT106EATF C951722C2A5780
BLCIRe v KeyiD1 [CBGTEREA  KeylDS [FFFFFFFF E
v ot —_—
— MACECU 3001 KeylD2 [FFFFFFFF  KeylDE[FFFFFFFF
< Dz PowerClass [35 | KeylD3 [FFFFFFFF  Keyin7 [FFFFFFF
e S ™ Keylod [FFFFFFFF  Keyiog [FFFFFFFF
« Component 10207528647 160736 64365F F TDADG22

Load fiom fle

nd N Ext without saving
l >
- Open
L wvr= T e Cr— g ————— i
m Key leaming Theft Dump tool Aibag VW Crafter DSG. Custom PIN Converter
confgution ahstion Caibraion FeadiUpdete
P . =
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2.5.12 Special functions “Immo V adaptation”

The function is dedicated to adapt engine control unit, BCM2 unit or a TCU on the A4/A5/Q5/A6/A7/A8

vehicles.

|| ABRITES Commander fc

IMMO V parts adaptation

Select module to adapt:

@ Engine control unit

& GetECU CS by OBDII

" GetECU CS from dump

¢ Enter ECU C3S manually

(— BCM2 (immobilizer)

(" Transmission control unit

(~ Electronic Steering Lock (ELV)

2.5.12.1 Adapting engine control unit

To adapt the engine control unit you need to know the existing immobilizer data of the ECU. There are
three possibilities how can you get this data and adapt the ECU:

By OBDII. Not all engine control units are able to be read by OBDI|

By flash/EEPROM dump

By manuall entering the CS and PIN of the donor car ecu (car)

NOTE: Some engine control units don’t support the possibility to change the immobilizer data by OBDII.
In such cases the procedure for adapting the ECU is finished with success, but the car is not starting. In
such cases, it is necessary to make modification in the ECU EEPROM using boot mode. First need to use
the “Clone ECU” function where to prepare the ECU EEPROM, then write it, then use the function for the

synchronization of the ID only.
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2.5.12.1 Adapting engine control unit

To adapt the engine control unit you need to know the existing immobilizer data of the ECU. There are
three possibilities how can you get this data and adapt the ECU:

By OBDII. Not all engine control units are able to be read by OBDII

By flash/EEPROM dump

By manuall entering the CS and PIN of the donor car ecu (car)

NOTE: Some engine control units don’t support the possibility to change the immobilizer data by OB-
DIl. In such cases the procedure for adapting the ECU is finished with success, but the car is not starting.
In such cases, it is necessary to make modification in the ECU EEPROM using boot mode. First need to
use the “Clone ECU” function where to prepare the ECU EEPROM, then write it, then use the function

for the synchronization of the ID only.

The screenshots below will show you what the procedure looks like:

1. Open the “IMMO V" Parts Adaptation menu

ABRITES Commander for VAG =

IMMO V parts adaptation
Select module to adapt:

@ Engine control unit
© GetECU CS by OBDII
© GetECU CS from dump
© Enter ECU CS manually

 BCM2 (immobilizer)

 Transmission control unit

 Electronic Steering Lock (ELV)

3. The adaptation has ben started

ABRITES Commander for VAG

Adapt ECU to A4/ASIAGIATIAS

‘The procedure of adapting the ECU goes in several steps:

1. Read the BCM2 module to which should adapt the ECU module
2. Synchronize the ECU and BCM2 module

www.abrites.com

2. Load the immo data followed by the corre-

sponding model

ABRITES Commander for VAG Ep—
Select car type

@ [Audi A4IASIQS

© Audi AGIA7IA8 or VW Touareg

[ o | e«

4. Data from the BCM2 unit is being read

ABRITES Commander for VAG

Read BCM by OBDII

Connecting to immobilizer... OK
Disabling security... OK Save BOM?
Disabling securi detatofie

Transfer data.....
Decoding data: OK
VIN: WAUZZZ8T48A111111
Keycount:1  Power class: 79

e OK

BCM2 read with SUCCESS

ok | [ ven | em
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5. The procedure has successfully completed

| ABRITES Commander for

Adapting ECU to BCM2

Retrieve data from server.. OK

Trying to read engine control unit by OBDIIl... OK
Sychronizing ECU and BCM2... OK

Restoring the coding... OK

Synchronizing with BCM2... OK

The module synchronized with SUCCESS.

2.5.12.2 Adapting BCM2

To adapt BCM2 module it is necessary to have the old one, and the new. First the old one should be con-
nected in order to be read, then the new one is connected.

NOTE: It recommended before adapting the new BCM2 module, first to disable the ELV. This is made
when you connect the original BCM2 and use the “BCM2” special function with the “Re-adapt BCM2
function” - there put the same VIN without changes, but when asked whether you want to disable ELV,
answer with yes. After the new BCM2 is adapted, you can restore the ELV using the same procedure.

www.abrites.com
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2.5.12.3 Adapting Transmission gearbox (A4/A5/Q5 2008+ and A6/A7/A8/)

This function is dedicated to adapt the transmission control unit (TCU) to the immobilizer (BCM2).

For that purpose is necessary first to read the TCU. The TCU is not possible to be read by OBDII, but is
possible to read it when you connect the TCU on the table, or when you connect the AVDI to the internal
CAN-Bus of the car.

To read from the internal CAN-Bus, find the orange/black and orange/brown CAN wires and
make the following connection of the AVDI:

Orange/black <-> CAN-H (PIN6 of the OBDII)

Orange/brown <-> CAN-L (PIN14 of the OBDII)

Ground <-> GND (PIN4 of the OBDII)

12V <-> 12V (PIN16 of the OBDII)

The adaptation of the TCU goes in three steps, and during these steps connection to internet is neces-

sary.

A ABRITES Commander for VAG (=] B i

ATTEMTIOM: This function require direct connecticn to the TCUI
Thiz means i thould be not connected thraugh gatewayl!!!

It is possible to read TCL alsa in the car [without dismounting it
Fuor that purpose find the orange/black and orange/brown CAN wires and make the followng connection of the &YDI:
- arange/black <-> CAM-H [PIME of the DBDII)
- grange/brawn <> CAN-L [FIN14 of the DBDII]
-Ground <> GND [PIN4 of the OBDI)
-1y <> 12% [PIN1E of the OBDI)

Connectingto TCU... OK
Reading TCU in direct mode... OK

Feadimma

TCU read with SUCCESS. Cata

Read immo

data from

cache [by
QEDI)

< Back et > Esit

On the first step you need to read the TCU (with the connections described above). Once the TCU is read,
you can connect the AVDI to the OBDII and proceed with the adaptation. Here is possible to use the so
called “read from cache” which reads actually from the cache memory the last successfully read data for
this TCU.

On the second step it is necessary to read the BCM2 module, the user has nothing to do than just to press
“Next”

On the third step the TCU and BCM2 are synchronized and car can be started. If the ID of the TCU and
the BCM2 is different, it will be synchronized too.

www.abrites.com
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2.5.12.4 Adapting Electronic steering lock (ELV)(A4/A5/Q5 2008+ and A6/A7/A8
2010+)

This function is dedicated to adapt the electronic steering lock (ELV) to the immobilizer (BCM2).

ATTENTION: It is possible to adapt ELV from one car to another with some constraints:
For A4/A5/Q5 - if you have the BCM2 (flash or immo data dump) from the car, from where you take
the replacement ELV
For A6/A7/A8/Touareg - if you have the BCM2 (flash or immo data dump) from the car, from where
you take the replacement ELV, and a working key from the car, from where you take the replacement
ELV

The procedure of adaptation is going on several steps:

Step 1 - it is necessary to select the car model from which you get the ELV. If the model is A4/A5/Q5,
you will need only the BCM2 dump. If the model is A6/A7/A8/Touareg, you will need to read the working
key (from car from where you take the ELV) in the programmer too. See picture below which shows the
options when A4/A5/Q5 is selected.

A ABRITES Commander far VAG (= [ B e

Make ELV module virgin

Load BCMZ durmp of
the car, from where the
BCME is taken

¢ Back | Esit |

Step 2 - Read the BCM2 to which you want to adapt. Normally this is done by OBDII without user
interaction

Step 3 - Synchronize the BCM2 and the ELV. This steps also do not require and user interaction After
completing these three steps, the ELV should work.
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2.5.13 Special functions “Theft protection”

This function is dedicated to disable learning of additional keys for a vehicle by OBDII. This function is
only relevant to OBDII functions. This protection can be installed or removed - but for both operations
you need to have a working key. If the protection is installed and all keys are lost, you might need to read
the immobilizer with a programmer. For the moment the following protection can be installed:

A6/Allroad 2005-2010, Q7 2005-2014

A4/A5/Q5 2007+, A6/AT/A8/NW Touareg 2010+

Almost all VDO dashboards with NEC+24C32/24Cé64 EEPROM

2.5.14 Special function “Steering lock adaptation”
This function works with a NEW steering rack ONLY or if the original is out of sync.

The window “Steering lock adaptation” can be used for adaptation of steering lock control module to the
VW Touareg/Phaeton/Porsche Cayenne/Bentley Continental/Audi A8. This adaptation can be by CAN
TP2.0 or K-KWP2000.

To perform this adaptation you need to know the security access code of the immobilizer and working

(aligned) key from the car.

¥IG ABRITES Commander for ¥AG ;IQ'EI

Procedure: Replacelalign Steering column lock using PIN.
The complete system consist of the following:

- Steering column lock control element

-EZ5-Kessy control module

- Engine management control module (masterislave)

- Up to 8 vehicle keys

Only with this the procedure "Steering columng lock control element’ can be aligned

Do you want to continue?

Press 'NEXT' to continue, or 'EXIT to exit to leave the operation.

< Back Exit

www.abrites.com
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2.5.15 Special function “MMI-TV configuration”

Using this special function you can change speed limit of MMI compatible vehicles to change the speed
at which the TV is turned OFF.

Covered vehicles are:
Audi A3/S3
Audi A6/S6 (MMI up to July 2006)
Audi Allroad (MMI up to July 2006)
Audi A8/S8 (MMl up to July 2006)
Audi Allroad (MMI up to July 2006)
Audi A6/S6 (MM starting from August 2006)
Audi Allroad (MM starting from August 2006)
Audi A8/S8 (MM starting from August 2006)
Audi Allroad (MM starting from August 2006)

x
Speed lelt ||:|7 kml."h _. ............ I:IK ............ .\.

(< Edition1 ' Edition 2 Cancel

Use the following rule when enabling TV:
if the car is built before 2007 try with edition 1. In case you do not succeed wait with ignition ON for
more than 30 minutes and then try with edition 2.

If the car is built after 2007 it is better to try edition 2 first.

www.abrites.com 109



2021 Abrites Diagnostics for VAG User Manual

2.5.16 Special function “Custom memory access Download/Upload/ReadMemory”

The “Custom memory access Download/Upload/ReadMemory” functionality is available from the “Spe-
cial functions” list, but also it is available in the standard diagnostic dialog. The functionality is the same
on both places with that difference, that in the standard diagnostic dialog the user should open the di-
agnostic connection, perform security access, enter into diagnostic session prior to starting the custom
read/write. When this functionality is opened from the “Special functions” list, these actions are automat-
ed and performed from the “ABRITES Diagnostics for VAG”".

Using this application you can read/program memory in some electronic control unit. Requests sent from
this application can be related to the currently running session of some of the electronic control units

from the dialog.

You can use this application for many different purposes - investigations, read/program flash memories

(for example you can program by this dialog internal flash memory of an EDC16).
In the example below we read a part of the flash of EDC16CP

Custom memory download /upload B il

Chooze ECU type: FRC1RUA — |

Ebcievt . e
EDC16U31

EDC16U34
EDC16CP/EDC16CP34
EDC16C4 Master H
CDC1GCA Slave it

EDC16U1 Master
EDC16U1 Slave -
EDC16U31 Master r~ Connection

EDC16U31 Slave St. Address 800000
MED9.5.10

MEDS.1 Master Len. of req. f0
0

Ly

Load from file...

Save to file...

MEDY.1 Slave T Total size | 100000

Step

Encryption

—
—

* Download/Upload
 Readwiite mem

—Lhag session —————

Sesgian |0

%

Exit

In this dialog it is needed to clarify the diagnostic session which you want to be entered before starting
of the read/program memory.
In the example above we use session “86".

If you want to save currently running diagnostic session simply enter session “0”.
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2.5.17 Special functions with “Airbag”

With this special function one can:
Read/Write EEPROM memory of an airbag module

Clear the crash data of an airbag module

Airbag o
Connection type
Chooss ECU tipe: - & Marual I
AUDI_BOSCH_1997_2000 © putometic
nooonooa ) od AUDI_BOSCH_2001_2003 T
onoonolo o) oo AUDI_BOSCH_2003_ B Bo

‘Wwiie EEFROM

00000020 0 00 VW _SIEMENS_ALL 000 ...
00000030 00 00. 000 ...
00000040 0) 00" TT DT UT U UUUU U UT DY Ue Teou00 00 ...
00000050 0) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
00000060 0 00 00 0O 00 0D OO 00 00 00 0O 00 00 0O 00 0D ...
00000070 00 00 00 00 0D 0D 0D 00 00 00 0O 00 00 0D 00 OO ...
00000080 0) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
00000050 03 00 00 00 00 OO 00 00 00 00 0O 00 OO 00 00 OO ...
00000040 03 00 00 00 00 OO 00 00 00 00 0O 00 OO 00 00 OO ...
000000ED 03 00 00 0O 00 OO 00 00 00 00 00 00 0O 00 00 OO ...
000000CO 00 00 00 0D 0D 0D 0D 00 00 00 00 00 00 0D 00 OO ...
000000DO 0D 00 00 0D 00D 00 0D 00 00 00 00 00 00 0D 00 OO ...
00000DED 03 00 00 00 00 OO 00 00 00 00 0O 00 OO 00 00 OO ...
00000DF0 03 00 00 0O 00 OO 00 00 00 00 0O 00 OO 00 00 OO ...
00000100 0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
00000110 0 00 00 00 00 OO 00 00 00 00 0O 00 OO 00 00 OO ...
00000120 0 00 00 00 00 OO 00 00 00 00 0O 00 OO 00 00 OO ...
00000130 03 00 00 0O 00 OO 00 00 0D 00 OO 00 OO 00 00 OO ...
00000140 00 00 00 00 0D 0D 0D 00 00 00 0O 00 00 0D 00 OO ...
00000150 00 00 00 00 00 0D 0D 00 00 00 0O 00 00 00 00 OO ...
00000160 0 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 ...
00000170 0 00 00 00 00 OO 00 00 00 00 0O 00 OO 00 00 OO ...
00000180 0 00 00 00 00 OO 00 00 00 00 00 00 OO 00 00 OO

Ll

b

Save to file

~

Load fiom file...

Clear crash data

m

For some airbag models it is not enough to clear the trouble codes (using “Clear DTCs” diagnostic request)
and the crash data stored into device's EEPROM should also be cleared.

For some models (see “Covered units:” below) crash data can be automatically cleared (using the “Clear
crash data” function) from the device’s EEPROM, but for some models the user has to do this by hand
(read EEPROM memory (using “Read EEPROM” function), ind where the crash data is stored, change data,
write EEPROM memory back (using “Write EEPROM” function).

Covered units:

Read/Write EEPROM:

1. AlLSiemens CAN Airbags 2003-2008 like 4F0959655B (Audi A6/Q7/Allroad 2003-2008), IKO909605AB,
1K0909605C, TKO909605AD, etc...

2. K-Line Airbags (Siemens and Bosch) - 1C0 909 605 C, 8L0 959 655 A, 1J0 909 609, 6Q0 909 605 C,6Q0
909 605 A, 6Q0 909 605 B, 3B0 959 655 B, 1C0O 909 605 F, 1C0 909 605 H, 1J0 909 607, 1J0 909 603, 4B0
959 655 C, 4B0 959 655 J, 4D0 959 655 C, 8L0 959 655 F,8A0 959 655 C, 8A0 959 655 K, 8A0 959 655 K|
4D0 959 655 H, 8D0 959 655 C, 8D0 959 655 L

Clear crash data:

K-Line Airbags (Siemens and Bosch) - 1C0 909 605 C, 8L0 959 655 A, 1J0 909 609, 6Q0 909 605 C,6Q0
909 605 A, 6Q0 909 605 B, 3B0 959 655 B, 1C0 909 605 F, 1C0 909 605 H, 1J0 909 607, 1J0 909 603, 4B0
959 655 C, 4B0 959 655 J, 4D0 959 655 C, 8L0 959 655 F,8A0 959 655 C, 8A0 959 655 K, 8A0 959 655 K,
4D0 959 655 H, 8D0 959 655 C, 8D0 959 655 L
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2.5.18 Special function “VW Crafter”

This special function gives the possibility to:
Read the engine control unit's EEPROM together with the PIN code and component security
Read and modify mileage of the engine control unit
Turn the immobilizer ON/OFF
Learn keys with prepared transponders
perform diagnostic on the engine control unit and the immobilizer.
NOTE: It is only possible to connect to the engine control unit and immobilizer for VW Crafter vehicles.

To connect to any other device you will need the ABRITES Diagnostics for Mercedes.

Starting this special function brings the following dialog:

A
# ‘ Unit name VAG Number Description | DIC | Coding = —
o
00 U
il ) : Previous
01 Engine Control Module 1
02 Transmission Control Mo... i
03 Brakes 1 »
VW Crafter X ‘ Open
04 Steer|
05 Kessy| H —
Engine Control | Immaobilizer Remote Control i |
06 Seat ERLLECNEINS fesleaning UnitDlagnustlc;f Diagnostic Diagnostic v
Next
07 pispy/ L | L] e
e tasa
! Engine ECU
g : Engine ECU S
{ft specalfi ConfData in adaptation i
L direct mode
CAN
Instrument EZS-Kessy BCM2 Instrument  Engine Control - Component Immo parts Immo Immo Y adapt
Q7/A8 A4/45/05 Unit protection adaptation adaptation manual ‘
E
2 B10110 y )
v, I o - Open
S w B o a B " Q@ o |
Steering lock ™ Key learning Theft Dump toal Airbag “wf Crafter DSG Custom
adaptation  configuration protection Calibration  Read/lpdate
— - AT - AT m =

From these buttons it is possible to perform the following actions:
When pressing “ECU EEPROM” the same dialog as in the “Engine control unit” is brought to the user
and it is possible to read EEPROM, read mileage and bypass the immobilizer from here. You do not
need to select any engine type, it is done automatically
Pressing “Key learning” will bring the “Key learning” dialog, the user is not required to select a model,

it is selected automatically
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“Engine control unit diagnostic” will perform a standard diagnostic (reading identification, trouble
codes, etc) to the engine control unit.
“Immobilizer diagnostic” will perform a standard diagnostic (reading identification, trouble codes, etc)

to the immobilizer.

NOTE: If the car doesn't have any working key it is not possible to turn ignition ON, respectively to get
communication with the engine control unit over OBDII because the gateway (the EZS in this case) is
not gating the CAN messages to the engine control unit if no valid key is recognized. So if you have a car
without any valid key, you will need dismount the ECU and connect it on a table, or to connect the CAN
wires of the ECU directly to the interface.

NOTE: For the key-learning it is needed to turn ignition ON with the valid key before starting the pro-
cedure. If there is no valid key, simply put the key into the ignition lock, the key-learning procedure will
take about 5 minutes in this case. When the procedure is finished you will need to turn ignition ON with
each key which you want to learn.

NOTE: Sometimes during communication with the immobilizer it is possible to lose communication

with it, so you will need to repeat the procedure.

2.5.19 Special function “Dump Tool

Using this application you can calculate security access codes, calculate mileage and others.

This application needs the EEPROM dump from the corresponding unit. After the dump is loaded modifi-
cations will be made and you need to store the dump as a new file, which you can program into the device
afterwards.

For more details about these functions, please refer to the appendix.

2.5.20 Special function “Service Interval”

Using this application, you can reset the service reminder, reset the service interval parameters or change
service interval options.

With the opening of the special function window, the software will connect to the instrument cluster and
read the available information concerning the service interval function.

Depending on the vehicle model, year, etc. you will have “Service reminder reset” or/and “Service interval
reset” or/fand “Change service options” sections enabled.

Together with these sections in the section “Applicable adaptation channels” you will see the adaptation
channels whose values will eventually change if you select one of the listed above three operations, with
their current values, units and short description.

When the read information is first loaded and also when certain options within the window are changed,
the column “New value” of the “Applicable adaptation channels” table will be automatically filled with
the default values that should be stored into the respective adaptation channels related to the chosen
options.

The applicable (and available) adaptation channels from column “New value” are also available for editing,

so the user might put any values there.

www.abrites.com 113



2021

Abrites Diagnostics for VAG User Manual

2.5.21 Special function “Remote control adaptation”

Using this application, you can learn remote controls.

With the opening of the special function window, the software will connect to the applicable for the ve-

hicle control unit and read any available information related to the remote controls adaptation.

Remote control adaptation

Instructions:

Remote Control Matching:
Enter the total number of keys [including existing].
Press button "Learn" and wait for the procedure to finish.

ATTENTION!
All the keys must be adapted in one procedure.
Adaptation of all keys must not exceed 15 seconds.

Remote Control Erasing:
Press button "'Erase All".

Additional settings:

x|

Number of keys:

e

Press and hold the UNLOCK button on every remote that should be learned for at least 1 sec.

Learn

>

L"\J
Erase All

oy Chn. 03: Auto-Lock - The doors will lock automatically when the vehicle reaches a speed
#% 5f 15 kmyh or 10 mph.

O 0 - off
@ 1-on

+ Chn. 04: Auto-Unlock - The doors will unlock automatically when the key is removed from
“~ the ignition switch.

o 0 - off
@ 1-on

Status:

Ready.

In the “Instructions” window, within the “Remote adaptation” section” directions what should be done to

learn remote controls will be available.

Additionally, there might be an “Additional settings” table, where all the applicable adaptation channels

with their current values and description which are related to the remote controls function will be listed.

You can select the desired settings and press button “Change” to save them.

This function is available for:
Audi A3/S3 1997+

Audi A4/S4/RS41995-2008
Audi A6 1997 - 2006

Audi TT 1999+

Seat Exeo 2009+
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Seat Leon 2006+
Seat Altea 2004+,
Seat Toledo 2005+
Skoda Octavia | 1997+
Skoda Octavia I 2005+
VW Caddy 2004+
VW Eos 2006+
VW Jetta 1998+
VW Golf/Bora IV 1998+
VW Golf/Golf Plus/Bora V 2004+
VW Golf/Golf Plus/Golf Variant 2009+
VW Touran 2003+
Skoda Fabia 2007+
VW New Beetle/Cabriolet 1998 - 2010
VW Fox/Spacefox/Sportvan/Suran 2005+
VW Passat 1997 - 2011
VW Transporter 1997 - 2009
VW Tiguan 2007+
For Audi A8, VW Touareg, VW Phaeton, Bentley remote controls are learned with the “key

learning” special function.

2.5.22 Special function “Navigation”
Using this application, you can enable/disable the “Eject” button of the “Navigation” system, eject the
navigation CD/DVD holder and set “tire circumference” value applicable for the navigation controller

function.

2.5.23 Special function “Cruise control system”

Using this application, you can activate/deactivate the cruise control system and change the related
steering wheel electronics( SWE) configuration if SWE unit is available.

With the opening of the special function window, if SWE unit is available, the software will read and dis-
play it's current configuration.

After the “Activate Cruise Control” or “Deactivate Cruise Control” button is pressed this will activate/
deactivate the cruise control system function and apply any changes of the SWE configuration to the
SWE unit.

2.5.24 Special function “Brake pads change”

Using this application, you can “Open rear parking brake for pad change”, “Close rear parking brake”, per-
form “Parking brake function test”.

This function is available for the following vehicle models: Audi A8 2004+, Audi A6/allroad 2005+, Audi
Q7 2009+, VW Passat B6 , VW Tiguan 2009+,

For vehicle model Audi A8, it is also possible to set the pad thickness.
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2.5.25 Special function “ECU Exchange - Dump Tool”

Using this application you can change the EEPROM dump of an engine control unit, so that after it is pro-
grammed into an ECU, the ECU can be adapted to a vehicle.

You need to read both the EEPROM dump of the engine control unit that is currently in the vehicle (ap-
plication name: “active ECU") and the EERPOM dump of the engine control unit with which you wish to
replace (referred to as “replacement ECU").

After opening the application, load both dumps (using buttons “Load active ECU dump” and “Load re-
placement ECU dump”). Press “Change replacement ECU dump” to do the needed modifications in the
replacement ECU dump. Press “Save replacement ECU dump” to save the modified dump into a new file,

which you can program into the device later on

ECU Exchange - Dump Tool EI

Chooze ECU type:

EDC16 = |

00000000 00 Q0 00 Q0 00 00 OO0 00 OO0 OO0 OO0 OO0 00 00 00 00 = '?
00000010 00 Q0 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 i
00000020 00 Q0 00 Q0 00 0D 00 00 00 OO0 00 OO0 00 00 00 00 Load active ECU durnp

00000030 00 00 00 00 00 00 OO0 00 OO 00 OO0 Q0 00 00 OO0 00
00000040 Q0 Q0 Q0 Q0 00 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 00
00000050 00 00 00 00 OO0 00 OO0 00 OO 00 OO0 Q0 00 00 OO0 00
00000060 Q0 Q0 Q0 00 00 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0
00000070 00 00 00 00 OO0 00 OO0 00 OO 00 OO0 Q0 00 00 OO0 00
00000080 Q0 Q0 Q0 Q0 00 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0
00000090 00 00 00 00 00 OO0 00 OO0 00 OO0 00 Q0 00 00 00 GG_ILI
F

<

00000000 00 Q0 00 Q0 00 00 OO0 00 OO0 OO0 OO0 OO0 00 00 00 00 = u
00000010 00 Q0 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 _
00000020 00 Q0 00 Q0 00 00 00 00 00 OO0 00 OO0 00 00 00 00 Load replacement ECU durnp
00000030 00 Q0 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00

00000040 00 Q0 00 Q0 00 00 00 00 00 OO0 00 00 00 00 00 00

00000050 00 Q0 00 Q0 00 00 00 00 00 00 00 OO0 00 00 00 00 '

00000060 00 Q0 00 Q0 00 00 00 00 00 OO0 00 OO0 00 00 00 00 Lhange replacement ECL durmp

00000070 00 00 00 00 OO0 00 OO0 00 OO 00 OO0 Q0 00 00 OO0 00

00000080 Q0 Q0 Q0 Q0 00 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 00

00000090 00 00 00 00 00 OO0 00 OO0 00 OO0 00 Q0 00 00 00 GG_I;I
F

Ki|

Save replacement ECU dump
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2.5.26 Special function “Door unlocking”

This function is dedicated to opening car doors when the car is in SAFE mode.

To use this function you will need to connect some Pins of the DB25 interface of the AVDI with cables to
the wiring of the car manually.

You have to find the desired wires in the car - orange with green (CAN-H) and orange with brown (CAN-L),
and you have to connect them to OBDII connector PIN6 (CAN-H) and OBDI Connector PIN14 (CAN-L).
Also you have to connect OBDII Connector PIN4 (Ground) to a metal part of the car.

After you are ready you can call the “Unlock doors” special function. The following dialog will be dis-

played:

i B
Door unlocking I.d?-]
R s 13
Unlock WA Er; o Ao
= ! —t0 o -
Unlock DFfabiAlload Touareq,Fhaseton =0 oL
. S o—t—=
Auci A8 :1___{_= i
— O T T
=10 O,
2 . B ks
'I o o=,
AVDI Er 5 i B
Unlock Porscte e <_ p= _-g:.'.:::f_
Cayerne e o E
o A T
e 015 &
LA el C .
=0 o1t
: 5 5 I
© T o
S o -
i = < o1
Unlock W Fasset Unlock * EO= 2 1 5 ,_3__1.4
JEN e ) 0+
™ o
CENF DB
] s $‘EEEEEEEEeE e e e T T
Linlock Aadi A3 Linock AudiAd Exit
L o

So for any of the desired model you will have to press the appropriate button.

ATTENTION: In most cases this only opens the doors. It doesn’t disable the alarm!
12V Electric current should also be supplied for a later HW model.
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2.5.27 Special function “Coding calculator”

Using this function you can calculate long code coding value of different modules.

When you open the special function the following window appears:

=0lx|

Select device | Select coding |

Engine Control Unit
Instrument Cluster
Gateway

Central Electric
Comfort System
Parking Assystant
Door Control

Audio System
RadiofNavigation
Steering Control
Trailer Recognition

< Back I Mext » | Exit

By selecting a device you'll be shown a list of possible long code coding to choose:

=laix|

Select device | Select coding |
Engine Control Unit 3C8-920-300¢ - 6 digits code value

4F0-920-00030x - 22 digits code value

Gateway AL0-92 0-soo-xoox - 22 digits code value

Central Electric 5K0-92 000000 - B digits code value

Comfort System BR0-920->00c-00x - 22 digits code value

Parking Assystant B8T0-920-scox0ox - 22 digits code value

Door Control

Audio System
RadiofMavigation
Steering Control
Trailer Recognition

< Back ext > E it

Select the appropriate coding and press “Next”.
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o

" Selectall Central Electtic  Seat Altea - 42 digits code walue

Coding information &
- Front Fog Lights installed

- Xenon Headlights with Shutter installed

- Lighting system [PR-QQ4)

- Daytime Running Lights [Scandinavia] active

- Daytime Running Lights [North America)

- Driving lights

- Driving lights

- Coming-Home active

- Rear Seat Recognition installed

- Headlight ¥asher installed [PR-8x1] :J
Coding information | Value Iﬁl
- Headlamp washer - delay after power on [Default: 51 ms] 4

- Headlamp washer - time to excite the [default: 230 ms] 20 ~|
000000000000000004140000711040000000000005¢c Show Coding Value

< Back | [dent I Exit

In the opened window you can check/un-check the desired features (see list with check-boxes in the
above picture, modify certain value (see the list with the two columns (text and value) in the above pic-
ture) or select certain value by combo-box selection.

Check “Select all” check-box to mark as checked all the check-boxes from the check-boxes list.

The coding value is represented into the edit field at the bottom of the window (next to button “Show
Coding Value”).

When a certain item is changed this is automatically reflected into the coding value.

IF you would like to see certain coding value “meaning”, you should write down the value into the edit field

and press button “Show Coding Value”.

www.abrites.com
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2.5.29 MQB ECU and TCU adaptation

In order to adapt the ECU or TCU you need to get the CS of the control unit from the donor vehicle and
to have a working from the host vehicle.
ECU adaptation - in order to extract the current CS of an ECU you need to read its Data Flash and
Program Flash(external/internal) and load them in the Engine Control Unit special function > EDC17/
MEDC boot mode > Get PIN/CS from dump.
Once you get the current CS of the ECU you need to check what should be the new CS that has to be
written to the ECU, this is done through CAN instrument special function > VDO based on MQB platform
> Immo data . The new CS that you have to write to the ECU will be displayed when you go to the Config-
uration options > select ECU > select Show CS > Put a working key into your PROTAG programmer and
the new CS will be displayed.
All you need to do then is to select “Adapt module to immobilizer” and insert the current (old) CS of the
ECU and the new CS.

MQB Immo data X

Immo data

Update Immo data

VINl Power Class [gg
S (component security) [000000000000000000000000000000AC HIEREnoN s

Kev1 |FrrFFFFF Key5 [FFFFFFFF - |
MAC ECU 1 |Dggg MAC ELY |DD_DD Save tofile |
Kev2 |FrrrrFFF Kev®  [FFFFFFFF

MaC ECU 2 IUUUU MaC TCU Iggm

Key3 |FFFFFFFF Kew 7 |FFFFFFFF Ll
MACECU 3 IUUUU MAC Immo  |pong

Kev4 |FrrrrrrF Kew 8 [FFFFFFFF

MaC ECU 4 |
0000 Clone dash [put i
. immo data in 1
CP [component protection] |DUUDUDUUDUUUUDUUDUDUUDUUDUDUUDUU another dashboaid)
Configuration
¥ Enagine contral unit 1 [ Engine control unit 3 [ ELV steering lock
I Engine control unit 2 | Engine control unit 4 [~ Transmission control unit

Component security of the security modules

....................................

Show CS

E xit without saving

TCU adaptation - the procedure is the same as for the ECU adaptation but the only difference is that
you have to extract the current CS following the procedure described in chapter 2.5.28 from Immo V

adaptation special function > Transmission control unit > MQB platform.
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2.5.30 Read MQ@B transmission control units - Read CS, Clone/Restore

This function allows the user to read the MQB TCU immo data- CS and to clone or restore the TCU.

1. Open IMMO V Parts adaptation

&] ABRITES Commander for VAG =

IMMO V parts adaptation
Select module to adapt:
Engine control unit

~ BCM2 (immobilizer)

@ Transmission control unit

~ Electronic Steering Lock (ELV)

Next> Exit

3. Follow the on-screen instructions

/A] ABRITES Commander for VAG - o x

Adapt TCU to MQB car

The procedure of adapting the TCU goes in following steps:

1. Reading the replacement transmission control unit (TCU) - with DSBox

2a.Go to Instrument CAN' and adapt the TCU with the ‘Adapt module to immobilizer’ button

or
2b. Putthe CS of the original TCU (read from 'Instrument CAN') to the replacement TCU

<Back Next> Exit

Note: You need to have the DS-Box connected:

Distribution Box

Distribution Box is not connected!
Without it you can read only transmissions S-Tronic and
Multitronic till 2012!

Do you want to continue?

Yes No

www.abrites.com

2. Followed by Transmission control unit and
MQB Platform

'A] ABRITES Commander for VAG =g R

Select car type

© Audi A4/A5/Q5

Audi AG/A7IA8 or VW Touareg

 MQB Piatform

Next> Exit

4. Read the Immo Data and proceed with the

change *

ATTENTION: This function require direct connection to the TCU!
This means it should be not connected through gatewayll!

Itis possible to read TCU also in the car (without dismounting if)
t purpose find the orangefblack and orangefbrown CAN wires and make the following connection of the AVDI:
- orangefblack ¢-> CAN-3 of the DSBox)
- orangefbrown <-> CAN-11 of the DSBox)
- connect the OBDII connector to the car OBDII connector
- remove the fuse for the TCU and connect there the relay of the DSBox
Read immo Data

<Back Exit

121



2021 Abrites Diagnostics for VAG User Manual

Connection diagrams for reading DQ200, DQ250 and DL501 on bench using a DS box and a CB401 cable:

DQ250

DL501
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2.5.31 Manual Adaptation for Immo V cars -Engine control unit, Transmission control
unit, Steering lock

This function allows the adaptation of ECU, TCU and ESL in Immo V cars (BCM2 cars and MQB cars) .

In order to use this function you have to open the “Immo V adapt manual” special function and insert the
current Component security bytes of the module, the new Component security bytes, the Power class.
The MAC synchronization will be done automatically after inserting the Component security bytes of the

immobilizer

1A
¢ | Unit name VAG Number Description | orc | coding - -
a0 _"

B Previous

01 Engine Control Module 1

i

02 Transmission Control Mo...

r i
03 Brakes 1 3

ImmoV Adaptation . i
Open
1104 Steering A cs ( )
current):
s e |
05 [Kessy —
|
CS [new]: ¢ | J |
06 Seat Adjus | ________________ v
J [ ~_| Power class: 00 [7 GetVIN number from the immobilizer Next
07 Display Co
ne  mie romaiel [ MAC synchronization bd
1
4 »
CS [immobilizer): [ Q
——— || T et et )
it Specal functio E
- { Cancel -
CAN |
Instrument EzsA t
Q7/86 A4/45/05 Unit pratection adaptation adaptation manual
PN L T [_} [ ~ Rk G ,
Steering lock ™ Key leamning Theft Dump tool Aitbag W/ Crafter DSG Custom
adaptation  configuration protection Calibration ~ Read/Update |
= - VAT - AT [ = I
]
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2.6 MQB clusters bench wiring diagrams using ZN058

Below you can find the most common types of MQB clusters that can also be read on bench using the

ZN058 Abprog adapter
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2.7 Force ignition in MQB cars
In some MQB-based cars you can force the IGN to the ON position using a bridge between 3 pins on the
Keyless Entry Module connector that is to be found under the plastic cover right below the steering

wheel. This will allow you to communicate with the car:

1. Bridging the pins marked in yellow will force IGN on in the car
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2.8 “Key learning”

Inside every key there is a small chip called a “transponder”. In most cases this chip does not require an ex-
ternal power supply, it is supplied by a magnetic field, which induces an electric current. The immobilizer
recognizes whether a proper key is used to start a car exactly by using the transponder. With the evolution
of the VAG cars the transponder type and the records inside it have changed. In general, there are five
different types of immobilizers/transponders used.

They are called Immo |, Immo Il, Immo IlI, Immo IV and Immo V. Systems from Immol up to Immo Il
require that a transponder from the appropriate type is located inside the key, and they are able to learn

these transponders.

Starting from Immo Il it is required that the transponder is from the proper type, but also has some spe-

cific records inside it. Only transponders with such correct records can be learned.

According to the data inside there are the following types of transponders:
Tp22 - dedicated for use in Seat vehicles;
Tp23 - dedicated for use in Volkswagen vehicles;
Tp24 - dedicated for use in Skoda vehicles;
Tp25 - dedicated for use in Audi vehicles (especially A3 and A4);
Such transponders can be used in all cars of the specific manufacturer (e.g. Tp24 can be used for all Skoda

models),

The lastest immobilizer systems Immo IV and Immo V require that the transponder is programmed with a
specific code, and this code depends on the VIN number and is unique for each car. Normally, only the car
manufacturer can deliver such keys and they are called “dealer keys” (because only the dealer can supply
them). But the ABRITES Diagnostics for VAG is also able to pre-code the transponders/keys so they be-

comes the same as the ones purchased from the dealer.
2.8.1 Key-learning procedures

Normally, there are several key-learning procedures which are applied depending on the car type and year

of production. You can check in the appendix section which car belongs to which key-learning procedure.
All key-learning procedures are listed below:

Procedure 1 - Normal key learning procedure - for vehicles from 1996 to 09/2006 year
via K-line.

Learning of a transponder/key to the car requires only the PIN code and after the key-learning procedure
(actually adaptation on channel 21) is finished, it is necessary to turn ignition ON with each key you want

to learn. No preparation of the transponder/key is needed, instead a new transponder/key should be used.

www.abrites.com
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You must use the following Keys or transponders — TPO5,TP0O8

Note: some of the new vehicles need to remain with the ignition ON for five minutes before starting the
key learning procedure (VW Golf5, Skoda Octavia Il, VW Touaran, Seat Toledo 2004+,...). Other vehi-
cles might need to stay more than 30 minutes with the ignition ON until programming becomes allowed
(Skoda Fabia 2006+, Skoda Roomster 2006+, Skoda Superb 2007+, VW Polo 2006+, Seat Ibiza 2006+)

Procedure 2 - for CAN vehicles till 09/2006 year - VW, SEAT,SKODA via CAN

Learning of a transponder/key to the car requires only the PIN code and after the key-learning procedure
(actually adaptation on channel 1) is finished, it is necessary to turn ignition ON with each key you want to
learn. No preparation of the transponder/key is needed, instead a new transponder/key (TP22/TP23/TP24
depending on the type of the car) should be used.

For SEAT you must use a Virgin key or a Transponder - TP22,

For VW you must use a Virgin key or a Transponder — TP23

For SKODA you must use a Virgin key or a Transponder - TP24

Procedure 3 - for VW/Seat/Skoda CAN vehicles 2006+, Passat B6, Audi A3 CAN
Learning of a transponder/key to the car requires only the PIN code and after the key-learning procedure
(actually adaptation on channel 1) is finished, it is necessary to turn ignition ON with each key you want to
learn. Preparation of the transponder/key is needed (so called dealer key) using the component security
(CS) and the car type (VW/Seat/Skoda/Audi).should be used.

Procedure 3.1 - Extracting the 7th byte using TA26 Sniffer (mainly used in VW Passat B6)
Using the TA26 Sniffer, you will be able to extract the 7th byte in a matter of seconds. The procedure

below describes all the steps to be performed.

1. Open the Abrites Diagnostics for VAG Software

2. Open the “Key Learning” Special function and 3. Select “Automatically trying to find the 7th
click on “Autodetect Login/Security code” and byte” and insert a blank key into the program-
read the 6 Bytes on the next screen” mer:

Key learning X

Detected car lype:

e ey

Vehicle modek T
Settonsponderype: |Me92mos 48 - YW =

New key count: |0 oA

Program transponderrom? bytes

Login/Secuity code: |

Lock timers

Engine start permited: Dealer key/transponder.

Login acknowledge:
min

New ke inprogrammer
EC Respondrg Key/iansponde locked = o e
© Frcthe hbyecis| Inserta new unlocked key in the programmer
Transponder type OK:

Key/transponder leamed Transponder acknowledge:

Key count: min

Find 2 byre and prog

Comporent g
secuiy bytes -
® Auomalciel tying

O Menualtying of

' main panel. Another way to teach login code isto A

code using of
extract it fiom the ECL - special function Engine Control Ui,

No key found.

For this vehicle “procedure 3" s used. ou've to proceed
10 learn and to press "

rocedure 3, and aiter abtaining a prepared ianspondef then you've.
10 put the login and rumber of keys t ton

“Leam’” but Velus for

s only the PIN code and aiter the keyieaiming procedure [actually adaptation on
leain, Preparation of the

Dump'o
tion ON with each ke; | o

)i fnished .y you want
ity (CS) and the cai type should be used
Ext

o is fnished, it i
needed (so called dealer
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4. You will be prompted to insert the TA26 sniffer

5. Remove the key from the programmer and make
into the programmer:

IGN ON together with the TA26 programmer:

T ey

A [ program ol ey

| [ program deatr ey

=
4 o
T T \
sderype. |Megamos 40V v tvaneponderype. |MEGIMOS 48 VW =
Setvenspondertype: | T scdeectcomponsrtsecuy 5 bl 2 [— -
Freviovs Previous
O Al O A7
Progrem ransponder tom 7 byies Frogram vansponder o 7 byes
“'l S "l 3
3 Ope Open
TAZ6 in programmer =) = gnition with TA26 and original key === =

® Findthe 7hbyeottf | INsert sniff key (TA26) in the programmer ® Findihe 7 bytects]| ReMOVe key and give ignition ]

| a
Find 7 byke and prog| (together with the new key and TA26) v

Find 7th byte end prog)

Component e
povionml |

@® Automatcial tryin

O Manual rying of

ihvencponderin
Vawerord| The TA26 was initilized successfuly. | el

Component

pysienmy |
@ hrcraian

O Manueltying of §§

6. The following image will show you how the

7. You will be prompted to put the TA26 Sniffer
TA26 should be positioned towards the IGN lock:

again into the PROTAG programmer:
[Ex2 Autodetect component securit
bytes of the deta
\m transponder from 7 bytes i
-

Waiting TA26... (o]

the 7hbyte oftf| Put TA26 again in ProTag programmer.

sponderiype: |meuee v

ecurity) are know

h byte and progf |

ponent

0]
ey .

Automatcial tryinf|
Aanual trying of |

e g 5 | With transponder
vaneon The TA26 was initialized successfully. ]( Cancel Mon. programmer

Exit

8. The software will start calculating the 7th byte:

9. The 7th byte was found and you will be prompt-
edto insert either a transponder or a blank key into
the programmer to program it:

Megamos 48 - YW v Megamos 48 - VW -
stz Autodetect component security [rsponderbpe ‘ Autodetect component security
17 bytes of the component protection data (camponent security) are know s

7 bytes ofthe data ecurity) are know
jram transponder from 7 bytes.

— \ram transponder from 7 bytes

Calclating.. ==}
\cthe hbyeoft]| Calculating 7th byte...

Program key

\dihe 7 byteaitf | Put the M48 transponder to the ProTag programmer so

that it is programmed.
7th byte and prog | 7th byte and prog|
imponent 0

mponent q
e o il |
) Automatcial tryinf|
h in

| Automatcial tryn)
) Manual trying of |

| | Manual trying of 5 ith transponder in
Vaiuefortnd| The data was successfully read. X Cancel | |bn programmeror DenEeTl | [nei7thibyte was found. e cancel [

n. programmer o
|

Exit Exit

Once this is done, you can proceed with learning the prepared key to the car.
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Procedure 4 - for Audi A4 (RB8)

Audi vehicles equipped with an instrument cluster BOSCH RB8 with integrated immobilizer require a
pre-coded key (using the 12 byte CS). Using this procedure the data necessary for the preparation of the
transponder/key are read from the immobilizer automatically. Also the PIN code needed for the key-ad-

aptation is read automatically.

Procedure 5 - For vehicles with Hitag2 Key (transponder) - VW Touareg, VW Phaeton,
Bentley Continental, Porsche Cayenne, Audi A8

Learning of a transponder/key to the car requires only the PIN code and after the key-learning procedure
(actually adaptation on channel 1) is finished, it is necessary to hold each key in CRANK position until the
steering is unlocked.

For vehicles till 2007 you must use a virgin transponder PCF7936 or a virgin key, no need for other special
preparation. If you use a Transponder - you only needed to switch it in Cipher (Crypto) mode. You can
use your Key programmer for that purpose if you have one. This is done by replacing 0x06 with Ox0E in
the first byte of the configuration page (Configuration page is page 3 where page O is the transponder ID,
and pages 1and 2 are the secret key). If this value is already OxOE then the transponder is already in cipher

mode.
For vehicles after 2007 and Audi A8 2002+ the transponder should be pre-coded using the CS.

Procedure 6 - for vehicles Audi A6,Q7,Allroad 2005+

For these vehicle there is a separate special function called “EZS-Kessy A6/Q7” where the keylearning
procedure is performed. Megamos 8E based transponder/key is used which is precoded using 12 byte CS.
The key-learning procedure starts adaptation of the this transponder/key and the user should give ignition

on with each key.

Procedure 7 - UDS dashboards

For these vehicles there is a separate special function where the key-learning is performed.

Please refer the the “Instrument CAN" special function manual.

These are typically the models produced after 2009. The immobilizer is integrated into the dashboard,
and the required transponder for that cars is a Megamos 48 Crypto.

Megamos 48 keyless-go keys (e.g. VW Scirroco, Jetta, Golf 6, Tuguan, Touaran 2010+ and others).

Procedure 8 - A4/A5/Q5 2007+ and A6/A7/A8/VW Touareg 2010+
For these vehicle there is a separate special function called “BCM2 A4/A5/Q5”" where the keylearning
procedure is performed. Hitag2Ext key is used which is pre-coded. The key-learning procedure starts

adaptation of the this transponder/key and the user should give ignition on with each key.
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2.8.2 Key-learning modes

There is standard and wizard mode for the key-learning. The standard mode requires more user interac-
tion when performing the key-learning procedure while the wizard mode tries to perform most of the
operation automatically. However in some models it is not possible properly to detect the different parts,
for that reason the standard mode is present in the SW to give the user better control of the dealer key

preparation and key-learning procedure.
2.8.2.1 Standard mode

Press “Standard Mode” to use key-learning special function as before version 15.0 of the “Abrites Diag-
nostics for VAG”".
Pressing “Standard Mode” will bring the following dialog:

-

Key learning l—th

Detected o type: Wl Seat Skaca CaM) immobilizer [yea uaknown] recochized.
VT e VW.Seat,Skoda 2007+ [CAN] v
Hesdia ol Prepare ceclen il izt ALLKEYS
" : Lezin pak 3 = Locing'S ecurily LI:I\ST
Logir/Securty code; 0 H G
. . Lac< imers
Ergine start perrritted: o Dzaer keystrznsponder [
Lcgin ecknowlecge:
ECU Respondng: MNa ey transponder lockec: ko 0 nin
Tranzponde: type CK: Mo Kep/transponder learned: [
Transpander ackncwledge:
Ky coun: 2 ] i

oL canreach bagn code fror the =CU of ths vehice - spesigl functions 'Engine Coatrol dnit' - read eeprom.

»

Far thiz vehice ‘procedurs 3'is wzed. Wouve to procesd with pracadare 3, znc s'ter obtaining & prepared transpotider ther poubve
to put the login and nunbzr af keys toleam and tc press "Leam'" buttan.

m

Frocedue 3:
Cedicated for'vw'#52a./Skoda CAN wehice: 2106+, Passet BB, Audia3 LAY

Leaning ol a tranzspander/kzy to the cal requires anb) the PN code atd altel the <ep-lzaining praczdure [aciually adaptztion on
chanrel1]is ‘inzhec, itis necessary to give igntion OM witk eacn kes, wou wanl b leara. 2reparaticn of the trareporderfkey i
reeded |zc called dealer kev] using the comporent securty [C3] ard the car type [ /S ea/Skodadaudi). should be uged.

KEY-LEARNING STEPS:

=

E it

The customer has to choose the vehicle model for which they want to learn a key to.
In the background the system tries to determine automatically what vehicle model it is connected to. If
the model recognition is successful it will be selected automatically. If the system cannot recognize the

model, the user has to choose the model manually.
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NOTE: It is possible that the system does not recognize the model correctly. In this case you have to
select the model manually. For example it is not possible to distinguish between “VW CAN -2007” and
“VW CAN (2007+)”, for that reason by default “VW CAN (2007+)" is selected.

NOTE: Please pay attention that for some models the key-learning and dealer key prepration are made
in separate special functions. So if the SW detects such case you will have a hint to go the respective

special function where to make the key.

After the vehicle model is recognized, the system checks the key recognition and engine start conditions.
They are displayed in the following fields:
Engine start permitted: Having the value “No” means that the key or engine control unit is not prop-
erly identified by the immobilizer. A reason for that might be an invalid key or engine control unit not
adapted to the car, or for some models there is a waiting time. “Yes” here means that the immobilizer
recognizes the key properly and the engine is allowed to start, i.e. everything is OK.
ECU Responding: This shows whether the immobilizer is able to communicate with the engine con-
trol unit
Transponder type OK: This is used as an indication whether the key in the ignition has the correct
transponder type. For example for Audi A3 the immobilizer expects a Megamos 48 transponder, but
if you use dedicated for Audi A8 (which uses Hitag2 transponder), then the value will be “No”. If there
is no key into the ignition, you will have “No” once again.
Key count: shows the currently learned keys. After completing the key-learning procedure this field
should be updated to the new value if all keys were learned correctly.
Dealer key/transponder: Shows whether the keys/transponders were successfully coded to the spe-
cific car. After making a dealer key the position should change to “Yes” when you put the prepared
transponder into the ignition
Key/transponder locked: indicates whether the transponder is writable.
Key/transponder learned: Indicates whether the transponder ID is recognized from the immobilizer
as a valid ID for starting the car. After learning the key/transponder to the car this should change to
“ves’
Lock times - login acknowledge: if an invalid login was input several times to the immobilizer, the
immobilizer rejects further attempts to input the login. This timer indicates how many attemps remain
until new login attempt can be accepted
Lock timers - transponder acknowledge: If you turn ignition OFF/ON cyclically, the immobilizer
stops to recognize the transponder, and even a valid transponder will not start the car. This timer
shows when the immobilizer will recognize the transponders. This value is typically set when trying

to make keys for Passat B6/CC
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2.8.2.1.1 Key-learning

To perform the key-learning you will need the Login. If pre-coding of a transponder is necessary, the but-
ton “Program dealer key” will be also available. The “Autodetect Login/security code” button is available

in order to search the PIN/CS automatically.

The key-learning is performed as follows:

Enter security access code (or autodetect it with the respective button) and the number of keys

Turn ignition ON (new or existing key)

Press the “Learn” button

For some VW/Seat/Skoda vehicles it is possible to add a new key without the remaining keys being de-
activated. If the software recognize that the immobilizer supports this option, you'll be promted whether
you want to add key, or erase all keys and learn only the available keys. If the immobilizer is not supporting
this option, this step is skipped.

Wait until “adaptation finished” is displayed

Remove the key and turn ignition off with all remaining keys. Normally you need only the make ignition
on, but for some models with electronic ignition there might be a little difference. The software recog-
nize such cases and will give you the respective hints. E.g. for Touareg/Phaeton/Bentley/Cayenne/A8 it
is necessary that you hold each key in CRANK position until the steering is unlocked. For Passat B6/CC/
B7 it is required that you put each key only to the first position instead of putting the key to the normal
ignition position.
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2.8.2.1.2 Preparing dealer key

If the respective procedure requires pre-coding of the key/transponder before it is learned to the car, the
button “Prepare dealer key” will be available. Preparing the dealer key require the 7bytes of the CS.
The preparation of a dealer key is a little bit different for vehicles using the Megamos 48 transponder and

the Hitag? transponder.

a) Preparing dealer key on vehicles with Megamos 48 transponder
Pressing the button will show the following dialog:

-

Program dealer key L-?&I

Set ransponder ype: | Megamos 48 - Vv k2 Autodetect component securiby

{3 &ll 7 butes of the component pratection data [component security] are know
Program transponder from 7 bytes

0 0 0 0 0 0 0 _Ga l
b

{2} Find the 7th byt of the component ooty data

Find 7th byte and program tranzponder
Curnpurieril He da ad eh b4 b Frepare
zacurity bytes:

{3 Marual tying of the 7 byte WV Pazsat BEACE) frarn working H '

&) Automatcial tving of the 7 byte
el : Find 7th bytc
F.oy with transponder in

key igritinm, prograrmnner
over key

Salue T Lhie aulun zatior iead Ly daigriostic,

E it

The 7 bytes of the component protection data are contained inside the immobilizer and sometimes inside
the engine control unit. Inside the engine control unit there are always at least 6 of the component pro-
tection bytes stored, sometimes also the 7th byte is contained.
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There are several ways to extract the component security:
Simply press the “Autodetect component security” (select “Autodetect component security” and
press “Next” in case of “Wizard mode”) and the component security bytes will be read from the ECU.
This will also automatically decide whether you have the 7th byte, or you will need to search for it.
Also the login will be displayed in the status bar. The autodetection is not always possible, it basically

works for EDC16 and MED9x engines which are using a CAN diagnostic connection.

The component security bytes are displayed e.g. using the special function “Engine Control Unit” -
when reading the EEPROM of the engine control unit the ABRITES Diagnostics for VAG will show

you the component security bytes:

[ — |

| Fiead Flash |

v | Ywiite Flash |

[ata read. Component security: b d4 05 e4 37 a8 0b | E mit |

For CAN TP2.0 immobilizers in most of the cases it is possible to read all 7 bytes from the instrument/
immobilizer. This is possible from the Immo panel - you have to go to “Special function”, then “Instru-
ment CAN” and “Read/write immo data”. After you read the immobilizer data in the field “Serial Key”

the 7 bytes of the component security will appear.

b) Preparing a dealer key with all 7 bytes available

If the 7th byte is different from “00” then you have all the 7 bytes of the component security and you
are able to prepare a transponder directly with the Key programmer. In this case you must choose “All 7
bytes of the component protection data (component security are known)”, put the 7 bytes and press the

“Program” button.

c) Preparing a dealer key by finding the 7th byte
If the 7th byte is not available you must choose “Find the 7th byte of the component security data” and
you have to put the six bytes which you already have. There are three possible ways to check whether the
7th byte is correct:
From working key - if you have a key which can start the car, put it in the programmer and press “Find
7th byte from working key” - after 70-80 seconds the 7th byte should be found;
Automatically
This mode requires that the immobilizer and the Key can simultaneously read/write the transponder. For
that reason you have to turn the ignition ON and place the programmer ring over the key (when the key

is in the ignition).
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NOTE: The automatic check might not be possible for some models (e.g. VW Passat B6). So it is required

that the manual procedure is used in this case.

Manual
The main difference between the automatic and manual procedure is that according to the anual pro-
cedure you should put the key into the programmer, then turn the ignition to ON with it, and then once
again to the programmer and so on until the byte is found.
If you use the manual procedure you will be consecutively prompted to put the transponder into the
program, and then to turn it to the ignition ON position.
Normally for most models it is required that the key is in the ignition, and you only change the position
of the transponder. You will be prompted to put the transponder into the programmer, then to put it near
the ignition lock so it is read by the immobilizer. An exception is the Passat B6. For it it is required that you
put the key with the transponder into the programmer, then the key with the transponder into the ignition
lock, UP TO THE FIRST POSITION ONLY, then again into the programmer, and again into the ignition
lock until the byte is found.

NOTE: If you get an “XXX" message you need to stop at the current position and wait for 10 minutes

before you continue.

ATTENTION: For the Passat B6 there are some cars for which you cannot search for the 7th byte. For
such cars a key can be made only by opening the comfort module and reading the comfort module EE-
PROM. Then after having the 6 bytes of the component security from the engine, you can extract the 7th
byte from the comfort module’s EEPROM using the dump tool. It is also possible to program directly the
key

to the car from the dump tool if you have attached a programmer. For more details please refer to the

dump tool section.

ATTENTION: As mentioned above for some cars it is not possible to find the 7th byte of the components
security. You can understand if this is possible for the car you are working on by performing the following
procedure:

a) Connect with 25-Immobilizer and go to “Measured Vaues”, Channel 2

b) Put the original key or key with a Megamos 48 transponder - in this case in the Measured values you
should have a “yes” or “1” on the second position of channel 2

c) Eject the key so there is no key in the ignition lock

> If the second position is changes to “No” or “0” you CANNOT search for the 7th byte

2 If the second position remains at “Yes” or “1” you can search for the 7th byte
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After you obtain a dealer key/transponder you can proceed with normal key-learning. Simply put the

number of keys to learn and the security access code and the keys will be learned.

Megamos 48 key less-go keys (e.g. VW Scirroco, Jetta, Golf 6, Tuguan, Touaran 2010+ and others) are also
supported.

d) Preparing dealer key on vehicles with Hitag2 transponder
Pressing the button will show the following dialog:

F |
Dealer key with Hitag2 - — lﬁj
) Load component security data from Kessy/ECL dump
Program from Eessy/ECU dump
Autodetect
‘rom ECU
) &l ¢ bytes of the component protection data |component secunty| are knov
Program transponder from 7 bytes
1] a 1] 1] ] 1] 1]
{%} Find the 7th byte of the component zecurity data
Find 7th oyte and program bransponder
: Find 7th byte
Component security bytes: i e 38 A Fic) G Prepare oo WDIKI-I:]g
) key
Logind 11321
E it
b

There are following possibilities for preparing the dealer key

Making the key without disassembling the Kessy (completely by OBDII)

The “Autodetect from ECU” button will try automatically to read the component security bytes from the

ECU, and will select for you automatically whether you need to search for the 7th byte or not.

IMPORTANT: If you do not have a working key from the car, you will need to short the fuses as described

in the appendix to get communication with the ECU.

After the component security is read, if you have all 7 bytes, you can program the key directly.
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If you have only 6 of the bytes, you have to choose:

a) if you have working key from the car, you can put it into the programmer, and press the “Find 7th byte
from working key” button - the 7th byte will be found in several seconds;

b) if you do not have a working key, you have to search for the 7th byte manually. The procedure takes
approximately 20-25 min, but can last up to 45min. You have to connect the interface to the OBDII, and
the programmer should be connected too. Then after pressing the “Program” button you will receive no-

tification when to put the key into the ignition, and when to put it into the programmer.
IMPORTANT: You only need to put the key inside, please DO NOT ROTATE THE KEY.

IMPORTANT: You might hold the programmer near the ignition lock so you can proceed faster when you
remove the key. But please pay attention that the programmer is at least 15cm from the ignition lock so
the reading of the key from the car is not disturbed.

NOTE: It is always better to use a plastic key or an empty transponder when you search for the 7th byte,
at least when you prepare such keys for the first time. If for some reason the key becomes locked (e.g.
battery goes down, computer is hangup, etc.), you can find the encryption-key with the “Find 7th byte

from working key” button, and then you can restore the key with the Tag key tool.

Making a key by disassembling the Kessy or the ECU
You can load a dump of the Kessy or ECU using the “Load component protection from Kessy/ECU dump”
radio-button. After pressing the “Load dump "button you have to select the respective dump file, after

that the “Program” button will be active.

NOTE: Please pay attention that in the ECU dump sometimes there are only 6 of the component security

bytes. In this case you will need to search for the 7th byte as described above.

NOTE: Please pay attention that if you have the Kessy dump, you will have all the 7 bytes. But there are a
lot of Kessy devices with different software versions, so it is possible that the EEPROM is incorrectly de-
crypted (especially for newer cars), respectively the component security bytes will be wrong. In this case
the key will not work and you will need to restore the key using the Hitag2 programmer. The best way
to check whether the Kessy dump is decrypted correct, is to get the PIN code from the dump tool and to
try to put it in the immobilizer. If it accepted, than the decryption of the EEPROM dump is OK.

Making a key if the CS is already known
If you have already read the component security bytes prior to that (e.g. by dissoldering the ECU EEPROM
and decoding it by dump tool), then you can put the component security bytes manually and proceed as
described above After the key is prepared as a dealer key, write how many keys you need to program, write

the security access and press the “Learn” button.
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2.8.2.2 Wizard mode

Like in the standard mode, the software tries to autodetect the vehicle model, but the customer has the
ability to select the model also manually. If the vehicle model is not autodetected a respective message

will appear and user have to select it manually.

F 5

A| ABRITES Commander for VAG . = | B [t
Select vehiclelimmobilizer type: Select function:
VAG vehicle - "Johnson Controls NEC" (CAN) |-
Audi A6/Allroard 2005+ (CAN) __ |Add One Key

Audi Q7 2005+ (CAN)

Audi A3 (CAN)

Audi A8 (CAN)

VW Golf V (Micronas dash) (CAN)
VW Passat 6 (CAN) _
VW Passat 6 with EDC17/MED17 (CAN]) |
VAG vehicle -2007 (CAN

|
Skoda Octavia Il -2007 (CAN)
Skoda Octavia || 2007+ (CAN)

Seat Altea/Toledo -2007 (CAN)
Seat Leon -2007 (CAN) [=

Function: Adapts all keys to vehicle's immobilizer.

Prepare Dealer Key

m

Exit

NOTE: Depending on the vehicle type there are 1 or more functions available. A hint for their meaning is

displayed in the bottom of the dialog. Here is a more detailed description of the functions.

Learn keys - this means that all available keys will be learned. Any already working keys that are not
available will stop to work after this function.

Add One Key - this function will add one key to existing key count. This means that also the key
which are not available at the moment will continue to work.

Prepare dealer key - for the vehicles types which accept only pre-coded key it is mandatory first to

prepare the so-called “dealer key” before proceed with the “Learn keys”
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2.8.2.2.1 Learn keys

Learning the keys requires to put the Login (PIN) code. PIN code can be automatically detected, can be

retrieved from dump, or can be typed manually if it is already known to the customer.

.

A ABRITES Commander for VAG =nrE X

« Autodetect Login Code

© Type Login Code manually

« Load Login Code Using Dump Tool

Login Code: 0

< Back

E it

When the Login code is available and the “Next” button is pressed, an informational dialog is displayed,
where the key recognition and engine start conditions are checked. The meaning of the fields is the same

as the described in the standard key-learning mode.
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) Aomrres commanderforvag _ioix|
-Immobilizer data
Current key count: 2 Transponder type OK: No
Dealer keyitransponder: | Yes
ECU responding: No Keyltransponder locked: | Yes
Engine start permited: No Key/transponder learned: No
Login acknowledge |0 Transponder acknowledge | 0
timeout: timeout:

Press "Next" to start key learning procedure.

¢ Back I Mest > E xit

Pressing the “Next” button here will start the adaptation procedure and after finishing it the user
should give ignition ON with all available keys.

NOTE: Immo V A4/A5/Q5 and A6/A7/A8/VW Touareg 2010+ only - a different dialog is displayed to the

customer, which is the same as described in the standard key-learning.
2.8.2.2.2 Add one key

This function the same as the mentioned above with the difference, that it is not required to have all keys

available at the moment. The keys which are not available will continue to work.
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2.8.2.2.3 Prepare dealer key

For the pre-coding of the key/transponder (the so called “preparation of the dealer key”) is required to
have the 7bytes of the component security. Choosing the “Prepare dealer key” function you need to put

the component security.

.

A| ABRITES Commander for VAG = | (B |-

Select an option:

~ Manual Input of the Compaonent Security Bytes
« Autodetect Component Security Bytes

~ Find the 7th Byte of the Component Security Bytes
- Automatic Trying

~ Find the 7th Byte of the Component Security Bytes
-Find From Working Key

Component Security Bytes: 0 0 0 0 0 0 0

Possibilities for this are:
Manual input of the component security - if it is already known you can put it manually.
Autodetect the component security. The autodetected component security is displayed in the field
in the bottom of the dialog. Please pay attention that autodetection might find only 6 of the bytes, in
this case the 7th byte need to be found in the way described below
Find 7th byte — automatic trying by OBDII - requires to make ignition ON with new transponder/key
and to place the programmer over this new transponder/key. Finding the 7th bytes takes till 15min
Find 7th byte - from working key - if a working key is available it is much faster to find the 7th byte
from it - just put the working key in the programmer and in one minutes the 7th byte will be found

Find 7th byte - automatic trying by OBDII - Passat B6/CC only - it is required to search the 7th byte
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manually. You will have message when to put the new key/transponder in the ignition lock to first
position, and when to put it in the programmer. Procedure might takes till 30min

Find 7th byte - automatic trying by OBDII - Passat B6/CC/B7 with EDC17/MED17 - the pocedure is
the same as on the other Passat B6/CC, but it is necessary to read the comfort module dump with a
programmer and to enter the Login (PIN) code.

Get component security from Kessy dump - only for vehicles with the Hitag? key (Touareg/Phae-
thon/Cayenne/A8/Bentley Continental) — additionally to the options above there is one more option
- to get the information from the Kessy EEPROM dump (93C86) if it is read with a programmer.

Find 7th byte - automatic trying by OBDII - only for vehicles with the Hitag2 key (Touareg/Phaethon/
Cayenne/A8/Bentley Continental) - for these vehicles it is necessary to enter also the PIN code,
The procedure of finding the 7th byte is manual, and the user will have message when to put the new
transponder/key in the programmer (only put in the ignition without rotate), and when to put it in the
programmer.

A6/Q7/Allroad with EZS-Kessy only - for the preparation of the dealer key is required the PIN and the
6 bytes of the component security, which can be typed manually, automatically detected from engine
control unit, detected from EZS-Kessy EEPROM dump (if read with a programmer) or detected from
EZS-Kessy EEPROM by OBDI!I (if working key is available)

www.abrites.com
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Model

Audi A2

Audi A3

Audi A3

Audi A4

Audi A4

Audi A4

Audi A5/S5/Q5

Audi A6

Audi A6/RS6

Audi A6

Audi A7

Audi Allroad

Audi Allroad

Audi Q7
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Year

ALL

-2003

2003+

-2003

2003-
2008

2008+

2008+

-2004

2004+

2010+

2010+

-2004

2004+

2004+
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Solution

OBD-K

OBD-K

OBD-CAN

OBD-K

OBD-K

OBD-CAN

OBD-CAN

OBD-K

OBD-CAN

OBD-CAN

OBD-CAN

OBD-K

OBD-CAN

OBD-CAN

Programmer
needed

Not Needed

Not Needed

Key
programmer

Not Needed

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Not Needed

Key
programmer

Key
programmer

Transponder/
Key

TPO8

TPO8

Megamos 48
dealer key

TPO8

Megamos 48
dealer key

Hitag?2
Extended
dealer key

Hitag?
Extended
dealer key

TPOS8

Megamos 8E

Hitag?
Extended
dealer key

Hitag?
Extended
dealer key

TPOS8

Megamos 8E

Megamos 8E

Key Learning
procedure
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Model

Audi Allroad

Audi Allroad

Audi Q7

Audi A8

Audi A8

Audi A8

Audi S8

Audi S8

Audi R8

Audi TT

Audi TT

Audi A

Skoda Octavia

Skoda
Octavia Il
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Year

-2004

2004+

2004+

-2002

2002-
2009

2010

2007-20m1

2012+

2006+

-2005

2007+

201+

1997-2003

2003-
08/2006
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Solution

OBD-K

OBD-CAN

OBD-CAN

OBD-K

OBD-CAN

OBD-CAN

OBD-CAN

OBD-CAN

OBD-CAN

OBD-K

OBD-CAN

OBD-CAN
UDS

OBD-K

OBD-CAN

Programmer
needed

Not Needed

Key
programmer

Key
programmer

Not Needed

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Not Needed

Key
programmer

Key
programmer

Not Needed

Not Needed

Transponder/
Key

TPO8

Megamos 8E

Megamos 8E

TPO8

PCF7936 or
key

Hitag?2
Extended
dealer key

PCF7936 or
key

Hitag?
Extended
dealer key
Megamos 48
dealer key

TPO8

Megamos 48
dealer key

Megamos 48
dealer key

TPOS

TP24

Key Learning
procedure
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Model

Skoda Octavia Il

Skoda Octavia Il

Skoda
Octavia RS

Skoda Octavia

Scout

Skoda Octavia

Scout

Skoda Scout

Skoda Scout

Skoda Scout

Skoda

Roomster

Skoda Fabia

Skoda Fabia Il

Skoda Fabia
[I RS

Skoda Fabia

Scout

Skoda Superb
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Year

08/2006-
2008

2008+

2009+

2006-
2008

2009+

-08/2006

08/2006-
2008

2009+

2007+

2000-
2007

2007+

201+

2009+

-2008

Solution

OBD-CAN

OBD-CAN
UDS

OBD-CAN
ubsS

OBD-CAN

OBD-CAN
uDbS

OBD-CAN

OBD-CAN

OBD-CAN
UDS

OBD-K

OBD-K

OBD-K

OBD-CAN
UDS

OBD-CAN
UDS

OBD-K

Programmer
needed

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Not Needed

Key
programmer

Key
programmer

Not Needed

Not Needed

Not Needed

Key
programmer

Key
programmer

Not Needed

Transponder/
Key

Megamos 48
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

Hitag?2
Extended
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

TPOS8

TPO8

TPOS8

Megamos 48
dealer key

Megamos 48
dealer key

TPOS8

Key Learning
procedure
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Model

Skoda Superb

Skoda Yeti

Seat Alhambra

Seat Altea

Seat Altea

Seat Altea

Seat Arosa

Seat Cordoba

Seat Ibiza

Seat Ibiza

Seat Leon

Seat Leon

Seat Leon

Seat Leon
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Year

2008+

2009+

1997+

-08/2006

08/2006-
2008

2009+

1998-
2004

1996-
2004

-2008

2009+

-2003

-08/2006

08/2006-
2008

2009+
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Solution

OBD-CAN
UDS

OBD-CAN
UDS

OBD-K

OBD-CAN

OBD-CAN

OBD-CAN
UDS

OBD-K

OBD-K

OBD-K

OBD-CAN
UDS

OBD-K

OBD-CAN

OBD-CAN

OBD-CAN
UDS

Programmer
needed

Key
programmer

Key
programmer

Not Needed

Not Needed

Key
programmer

Key
programmer

Not Needed

Not Needed

Not Needed

Key
programmer

Not Needed

Not Needed

Key
programmer

Key
programmer

Transponder/
Key

Megamos 48
dealer key

Megamos 48
dealer key

TPO8

TP22

Megamos 48
dealer key

Hitag?2
Extended
dealer key

TPO8

TPO8

TPO8

Megamos 48
dealer key

TPO8

TP22

Megamos 48
dealer key

Megamos 48
dealer key

Key Learning
procedure
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Model

Seat Toledo

Seat Toledo

Seat Toledo

Seat Toledo

VW Lupo

VW  American

Fox

VW CrossFox

VW Suran/Space-
Fox/SportVan/

Fox Plus

VW Fox

VW Polo 3

VW Polo 4

VW Polo 5

VW Golf 3

VW Golf 4
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Year

-2003

-08/2006

08-2006-
2008

2009+

1998-
2005

2003+

2005+

2006+

2005+

1997/2004

2004-
2009

2009+

1993-

1997+
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Solution

OBD-K

OBD-CAN

OBD-CAN

OBD-CAN
UDS

OBD-K

OBD-CAN

OBD-CAN

OBD-CAN

OBD-CAN

OBD-K

OBD-CAN

OBD-CAN
ubS

OBD-K

OBD-K

Programmer
needed

Not Needed

Not Needed

Key
programmer

Key
programmer

Not Needed

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Not Needed

Key
programmer

Key
programmer

Not Needed

Not Needed

Transponder/
Key

TPO8

TP22

Megamos 48
dealer key

Megamos 48
dealer key

TPO8

Megamos 48
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

TPO8

Megamos 48
dealer key

Megamos 48
dealer key

TPO8

TPO8

Key Learning
procedure
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Model

VW  Golf 4
Cabrio

VW Golf 5

VW Golf 5

VW Crossgolf

VW Crossgolf

VW Golf Plus

VW Golf Plus

VW Golf 6

VW Jetta

VW Jetta

VW Jetta

VW Bora

VW Bora

VW EOS
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Year

1998+

-08/2006

08/2006+

-08/2006

2006+

-08/2006

2006+

2009+

-08/2006

08/2006-
2008

2009+

1997+

2009+

08/2006
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Solution

OBD-K

OBD-CAN

OBD-CAN

OBD-CAN

OBD-CAN

OBD-CAN

OBD-CAN

OBD-CAN
ubS

OBD-CAN

OBD-CAN

OBD-CAN
ubS

OBD-K

OBD-CAN
ubS

OBD-CAN

Programmer
needed

Not Needed

Not Needed

Key
programmer

Not Needed

Not Needed

Key
programmer

Key
programmer

Key
programmer

Not Needed

Key
programmer

Key
programmer

Not Needed

Key
programmer

Not Needed

Transponder/
Key

TPO8

TP23

Megamos 48
dealer key

TP23

TP23

TP23

Megamos 48
dealer key

Megamos 48
dealer key

TP23

Megamos 48
dealer key

Megamos 48
dealer key

TPO8

Megamos 48
dealer key

TP23

Key Learning
procedure
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Model

VW EOS

VW EOS

VW

New Beetle

VW
Caddy VDO

VW Caddy

VW Multivan

VW T4

VW T5

VW T5

VW Sharan

VW Sharan

VW Scirocco

VW Scirocco

VW Touran
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Year

08/2006-
2008

2009+

1998+

2004-
09/2006

-2008

-2007

1998+

2002-
2009

2009+

1997-2009

2009+

2008-
2009

2009+

2004-
2006
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Solution

OBD-CAN

OBD-CAN
UDS

OBD-K

OBD-CAN

OBD-CAN

OBD-K

OBD-K

OBD-K

OBD-CAN
UDS

OBD-K

OBD-CAN
ubS

OBD-CAN

OBD-CAN
ubS

OBD-CAN

Programmer
needed

Key
programmer

Key
programmer

Not Needed

Not Needed

Key
programmer

Not Needed

Not Needed

Not Needed

Key
programmer

Not Needed

Key
programmer

Key
programmer

Key
programmer

Not Needed

Transponder/
Key

Megamos 48
dealer key

Megamos 48
dealer key

TPO8

TP23

Megamos 48
dealer key

TPO8

TPO8

TPO8

Megamos 48
dealer key

TPO8

Megamos 48
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

TP23

Key Learning
procedure
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Model

VW Touran

VW Touran

VW Tiguan

VW Tiguan

VW Passat B4

Motometer

VW Passat B4
VDO

VW Passat B5
VDO

VW Passat B5

Motometer

VW Passat B6

VW Passat CC

VW Passat 7

VW Phaeton

VW Touareg

VW Touaran
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Year

2006-
2008

2009+

2008-
2009

2009+

1996+

1997+

2001+

2001+

2005+

2008+

2011+

-2010

-08/2006

Solution

OBD-CAN

OBD-CAN
UDS

OBD-CAN

OBD-CAN
UDS

OBD-K

OBD-K

OBD-K

OBD-K

OBD-CAN

OBD-CAN

OBD-CAN

OBD

OBD-CAN

OBD-CAN

Programmer
needed

Key
programmer

Key
programmer

Key
programmer

Key
programmer

Not Needed

Not Needed

Not Needed

Not Needed

Key
programmer

Key
programmer

Key
programmer

HITAG-2/Key
programmer

HITAG-2/Key
programmer

Not Needed

Transponder/
Key

Megamos 48
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

TPO8

TPO8

TPO8

TPO8

Megamos 48
dealer key

Megamos 48
dealer key

Megamos 48
dealer key

PCF7936 or
key

PCF7936 or
key

TP23

Key Learning
procedure
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Model

VW Touaran

Porsche

Cayenne

Porsche

Cayenne

Bentley

Continental

Bentley

Continental
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Year

2009+

-2010

2011+

-2010

2011+
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Solution

OBD-CAN
UDS

OBD-CAN

OBD-CAN

Programmer
needed

Key
programmer

Key
programmer

Key
programmer

Transponder/
Key

Megamos 48
dealer key

PCF7936
or key

PCF7936

or key

Key Learning
procedure

N.A.

N.A.
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2.8.2.2.4 VNOO6- Immo I11/1V Megamos 48 Key Programming

This special function allows the programming of keys to Immo I11/1V vehicles with Megamos48 keys.
Using this function, together with the ZN053 adapter and the ZNO51 Distribution Box (both sold sepa-
rately), keys can be programmed both when there is a working key and in ALL KEYS LOST situations.

The models coverage of the function is:
Immo Ill:
VW/Seat/Skoda CAN TP2.0 cars 2003-2008/2009 - Passat B6/CC 2003-2014
Audi A3 until 2012
Immo IV:
VDO NEC 2008-2016/2017
Magneti Marelli UDS - MM9/MM5
Johnson Controls UDS
Audi A4 2004-2008 (RB8 dashboard)

The screenshots below describe the procedure in details:

1. Open the “Key Learning” function 2. Choose “Emulate M48”
{Key Learning — o X
%\ Standard Mode
%\ Wizard Mode

%\ IMMO 4/5 by component security

%& Emulate Megamos 48 ‘-‘
| )
3. Choose the brand of the maker Check preconditions and make sure they are
met
[ Vehicle brand {ﬁ e S

Please, choose the brand of the vehicle: Immobilizer and Engine ECUs should be from the same car!

|
= Connect AVDI and D5Box to the PC.
SKODA Connect DSbox relay to Engine ECU's fuse.

!‘-‘ Connect DSBox CAN 3-11 to the Powertrain CAN.
i Connect OBD to DSBox (paralel to CAN 3-11).

SEAT

Procedure can take from 1 till 7-8 hours
Do you want to continue?
Enter Engine ECU's CS(if known). Otherwise, it will be calculated:

4d3dc28ciife
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5. Checking preconditions
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Please Wait...

Checking preconditions:

1. Checking DSBox... OK

2. Checking CAN connection... OK

3. Checking Immobilizer connection... OK

Could not connect with ZN53.

7. Reading data

-
Please Wait...

Checking preconditions:

1. Checking DSBox... OK

2. Checking CAN connection... OK

3. Checking Immobilizer connection... OK

Checking online server... OK
Reading data from module... 2% completed

The ZN53 was initialized successfully.

www.abrites.com

6. Make sure you have AMS and internet

Please Wait...

=

Checking preconditions:

1. Checking DSBox... OK

2. Checking CAN connection... OK

3. Checking Immobilizer connection... OK

Checking online server...

The ZN53 was initialized successfully.

8. Sending data to the server

r
Please Wait...

Checking preconditions:

1. Checking DSBox... OK

2. Checking CAN connection... OK

3. Checking Immobilizer connection... OK

Checking online server... OK
Reading data from module... 100% completed

Connecting to server...

The ZN53 was initialized successfully.

154



9. Make sure ZN053 is close to the coil
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-
Please Wait...

Checking preconditions:

1. Checking DSBox... OK

2. Checking CAN connection... OK

3. Checking Immobilizer connection... OK

Checking online server... OK
Reading data from module... 100% completed

Connecting to server... OK

Calculation finished OK. CS is: 4D 3D C2 6E 09 F6
Connect DS box relay to Immobilizer's fuse.

Put ZN53 closer to key socket.

Collecting data... 0% completed

The ZN53 was initialized successfully.

10. Collecting module data

- S
Please Wait... ﬂ

Checking preconditions:

1. Checking DSBox... OK

2. Checking CAN connection... OK

3. Checking Immobilizer connection... OK

Checking online server... OK
Reading data from module... 100% completed

Connecting to server... OK

Calculation finished OK. CSis: 4D 3D C2 6E 09 F6
Collecting data... 1% completed

The ZN53 was initialized successfully.

11. Calulation in progress

Please Wait...

Checking preconditions:

1. Checking DSBox... OK

2. Checking CAN connection... OK

3. Checking Immobilizer connection... OK

Checking online server... OK
Reading data from module... 100% completed

Connecting to server... OK
Calculation finished OK. CS is: 4D 3D C2 6E 09 F&
Collecting data... OK

Checking online server... OK

Connecting to server... OK

Calculation enqueued OK.

Max calculation time: 4 hours. Average - 1 hour
Waiting for calculation resources...

Calculation in progress - 1% completed

Calculating... 1% completed

12. Put a new key in the PROTAG to program it

Please Wait.. ﬁ

Checking preconditions:

1. Checking DSBox... OK

2. Checking CAN connection... OK

3. Checking Immobilizer connection... OK

Checking online server.. OK
Reading data from module... 100% completed

Connecting to server.. OK
Calculation finished OK. CS is: 4D 3D C2 6E 09 F&
Collecting data... OK

Checking online server... OK

Connecting to server... OK

Calculation enqueued OK.

Max calculation time: 4 hours. Average - 1 hour

Waiting for calculation resources...

Calculation finished OK. CS is: D6 33 91 65 EF 32

Put a new M48 transponder to the ProTag programmer so
that it is programmed.

www.abrites.com
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3. TROUBLESHOOTING

Below you can find a list of typical issues and how to solve them:

Problem: When starting the "ABRITES Diagnostics for VAG” on the splash screen “Interface NOT found”
is displayed.
Solution:
Please be sure that the USB interface drivers are installed properly. You can look at the device man-
ager, the USB interface should appear as “USB Serial Port (COMxx)" where “xx” is the number of the
port
If the interface is recognized OK, then please try to unplug and plug it again into the USB slot and
restart the “ABRITES Diagnostics for VAG”.
If the interface is not recognized (the USB interface appears with a yellow exclamation mark in the
device manager), then you can try to solve the issue by uninstalling and reinstalling the USB interface
drivers (see sections “Installing USB interface drivers” and “Uninstalling USB interface drivers”).

If there are bluetooth devices try to disable them

Problem: When starting the “ABRITES Diagnostics for VAG” “Interface not calibrated” is displayed.
Solution:

Send all logs to a distributor

Problem: The device connects under K-Line on a random basis.
Solution:

Try to increase/decrease the “Wakeup echo delay” timing parameter.

Problem: The connection with the device under K-Line is unstable.
Solution:
Try to increase/decrease the “Inter byte time”, “Time between messages” and “Communication echo de-

lay” parameters.

Problem: How to recognize whether the instrument cluster is A4 RB4 or A4 RB4 Crypto.

Solution:

If the instrument is not crypt (this means it is RB4) the immobilizer number (14 ASCII symbols) is found at
addresses 0x00, 0x100 and 0x200. If the immobilizer number is placed there, then the instrument is not

crypted.

Problem: After reading the A4 RB8 instrument, the instrument displays “LO x-x" instead the mileage.
Solution:
Read the RB8 instrument EEPROM, and change the immobilizer status to 6.

www.abrites.com
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Problem: It is not possible to connect to a device through the K-Line, since it is possible to connect to it
with other diagnostic tools.

Solution:

Try to change the baud sequence to 9600/10472 from the options dialog.

Problem: Cannot read Motometer instruments.
Solution: Download and replace file www.abrites.com/mmdata.bin into the ABRITES Diagnostics for VAG
folder.

Problem: Some device cannot be read or unexpected behavior was found.

Solution:
Please enable the logging as described in chapter 3.1.5 and send to use the corresponding log-file.
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4. APPENDIX

Programming instrument clusters from Magneti Marelli (K-line diagnostic link).

Instrument cluster from Audi A3, Audi A6, Audi TT, VW New Beetle
Access to these is possible using the types “Instrument Cluster Magneti Marelli - Direct 1996-2000" and
“Instrument Cluster Magneti Marelli - Direct 2000+" depending on production year of the car. So you

have to select the one of the types and then try to read the EEPROM.

Please note that the threshold of the year 2000 is not absolute, some models are equipped with older
instruments even if they are built after the year 2000.Choose the “Instrument Cluster Magneti Marelli -
Direct 1996-2000", if not successful you need to turn the ignition OF and ON and to try with the “Instru-
ment Cluster Magneti Marelli - Direct 2000+" type.

If the read is successful , the PIN code and mileage are automatically recognized and displayed for Mag-
neti Marelli direct types, in case of error you can do it by yourself using the description below:
1.In the EEPROM search for the Immobilizer number (AUZ..., WAUZ..). If the immobilizer number is

found, then the login is the two bytes preceding the immobilizer number.

00003E10 (EECEE EF FEZEE EF EE EF EBEECEE BEERESEE EFGEE EF wcosescssmamnsae
00003B20 (EECEE EF FEEE EF EE EF BEECEE BEEEFESEE EF EE EF wosescsssamnsae

00003830 (EESEE EF FEEE EF EE EF EEEE EF EFE:EE EF B7 6F [woseoesoninesas o
oooosB40(75 90 FF FF FF FF FF FF 00 00 FF FF FF FF FF O0|=...............
Qo0os3gs0 (00 FF FF FF FF FF FF FF 00 01 04%41 S0 Hifwleer it g +&1IZ
00003B60 |35 5A 30 41 53 58 58 58 58 58 58 3B 5A 79 (|5Z0AELEOEEI. | Zv
00003B70 (%6 Be OO0 FF FF 42 20 93 9D 43 7F FF 30 42 DE BS|..... B ..C..0B..
ooooses0 (57 42 20 Eg 31 FF FF FF FF FF FF FF FF FF FF FF|IWE .1...........
Q0003890 |FF FF FF FF FF 04 0D 2B 41 55 5& 35 5A 30 41 58|....... +AIZ 52 04X

00003BAOD (58 58 58 58 58 58 11 1E 3B 5& 79 96 Be 00 FF FF 2200081, 0 tZv. .. ..
00003BEO (42 20 93 9D 43 7F FF 30 42 DE BS 57 42 20 E§ 31|B ..C..0B..WB .1
BOEEEBEN kSRR BESERECEE EFEE BEE BEEGEE BEUBERECEER BEVEE EE wosossaasmimnsan
0o0003BDO (04 OD 2B 41 55 5& 35 5A 30 41 58 58 58 58 58 58 . . +AUZSZ0AGEE0EN
O00003BEOD |56 11 1E 3B S5& 79 96 Bo 00 FF FF 42 20 93 9D 43 |¥. . ;Zv..... B .l

E.g. on the picture above the immobilizer number is AUZ5Z0AXXXXXXX and the login is “0D2B” in

hexadecimal or 3371 in decimal
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2.If the immobilizer number is not present, then the login is located somewhere in the region of 0x0070-
0x009F in the EEPROM. Starting from 0x0070 in the EEPROM (i.e. 0x3870 in the memory area) there
should be a long sequence of OxFF (e.g. about 7-8 bytes of OxFF). The first two bytes which are not OxFF
should be the login.

00003800 |FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|................
oooo03s10|FF

00003820 EEXEE EF kE FE EEIEE EF-ER: 00 D118 1IFE CECEE EF |oowe oo smene e
oooo3s30|FF EA De 01 FD C1 1E FF FF FF 1E FF FF FF 1E FF|............ ...,

00003840 |FF FF 06 06 F9 FF FF FF 10 00 47 45 36 35 54 54| .......... GERSTT
00003850|31 30 30 30 31 10 FF FF FF FF FF FF FF FF FF 23(10001.......... #
00003860|07 23 03 02 00 00 1E 00 32 20 OO0 OO0 02 00 32 FF|.#...... i
00003870 |FF FF_FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..o,
00003880 |FF (D4 7FI00 01 OF 14 FB 00 00 02 00 FF FF FF FF e e ene e on..
00003890 |FF FF FF FF 03 6D FF FF FF FF FE 63 1E FF FE 63|..... m..... CL..e

oooo3san | 1B FF FE 63 1B FF FE 63 1B FF FE B3 1B FF FE B3 |...c...c...c.. .

E.g. on the picture above starting from address 0x0080 of the EEPROM there are 17 bytes with OxFF, then
comes the login which is 0x047F in hexadecimal or 1151 in decimal.

The mileage consists of two blocks - usually 0x90 bytes with the inverted mileage, followed by 0x90

bytes with the real mileage, it might vary (e.g. blocks with 0x98 bytes instead 0x90, or first comes the real

value and then the inverted).
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Instrument cluster from Audi TT-K

First try to access the instrument as one of the “Magnet Marelli direct” types (especially for year 2000+)
and if successful proceed as described above

IF not successful select type “Magneti Marelli - Shadow 3 (TT)" and read EEPROM. Currently for the soft-
ware versions we know the login can be located as described above, and the mileage starts from address
OxAA to address 0x1C8 (marked in the picture below).

gooooooo
gooooolad
gooooozo
oooonosao
oooooo4a
oooonoso
doooooed
goooooyo
gooooosa
ooooooso
ooooooan
goooaogsad
goooooca
gooooopa
ooooaoED
ooooooFOo
gooooioa
goooo11d
gooon1za
oooon1so
oooon14a
oooon1so
gooonl1ed
gooon17a
goooolso
goooo19a
goooolao
oooon1sad
gooooica
goooo1ba
oooon1ED

] ] ] ] -

3|

VW Passat - usually these Instruments are before 1998

First try to access the instrument as one of the “Magnet Marelli direct” types (especially for year 2000+)
and if successful proceed as described above

IF not select type “Magneti Marelli - Shadow 2 (Passat)” and read EEPROM. The login is displayed; mileage
is displayed as “0”".

VW New Beetle

First try to access the instrument as one of the “Magnet Marelli direct” types (especially for year 2000+)
and if successful proceed as described above

If not select type “Magneti Marelli - Shadow 1" and read EEPROM. The login is not displayed.

The mileage is displayed as “0".
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Porsche Cayenne/VW Touareg gasoline engines - ECU wakeup fuses

Porsche Cayenne - fusebox
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Audi Q7

To get communication with the ECU you need to short the fuses as shown in the picture below:

If you cannot communicate with the ECU then you should try as on the picture below:

If you are still not able to get communication with the ECU it is possible to make short of theexternal
fusebox (it is found under the front cover, where the engine is). You have to short the first 5A fuse with

the +12V connection as shown on the picture. Please pay attention that you have to use a bigger cable

because if you use a small cable it can heat up.
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Audi A6/RS6 (except 3.2L)

To get communication with the ECU you need to short the fuses as shown on the picture below:
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Audi A6 3.2L FSI

Dump tool special function

The dump tool receives a dump file from the corresponding unit (input dump is loaded with the “Load
dump” button) as an input. The dump file might have been read either via OBDII or with a programmer
(especially for units where reading via OBDII is not possible). As an output the dump tool displays data
extracted from the input file and/or makes modifications to the input

data. If any modifications were made (for some sub-functions there are no modifications made, only data
is visualized) the user has to write the modified dump to a desired file (with the “Save dump” button), and
then this modified dump should be saved back to the device via OBDII or with a programmer.

If data is read/write with a programmer the user must take care to ensure that the proper byte order is
used. Because most of the programmers are reading the data in 16bit words, the byte order in the dump
depends on the used programmer — some programmers are producing dumps starting with the least sig-
nificant byte, and some are producing dumps starting the most significant byte. This means that for the
same unit two different programmers can produce different dumps. Normally the software tries to au-
todetect the byte order of the dump, and if it does not succeed, then you might need to use the “Swap
bytes” button. This button changes alternatively the byte order into the dump. So if after loading the
dump file into the dump tool data cannot be extracted or modified, or the extracted data is not valid (e.g.
displayed PIN is not accepted from the car), please try to swap bytes to get a result. For some functions
the swapping is made automatically (for example the decoding of the Kessy), but for some function the

user has to do this manually.

A more detailed description of the most important functions follows below:
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IMMO - KESSY - Audi A8, VW Touareg, VW Phaeton, Porsche Cayenne, Bentley Continental [
93C86 ]
Required license: AN003
This function is used to extract the security code from the Kessy module (this module is used in Audi A8,
VW Touareg, VW Phaeton, Porsche Cayenne and Bentley Continental). The function also displays the

learned keys and visualizes/changes the immobilizer and VIN numbers.

Dump Tool 3 x|
Tupe: MO - KESSY - &udi &8, W "ouareg, W Phaeton, Porsche Cayenne, Bentley Continental | 93086 ] X
00000000 81 &0 01 00 00 00 32 00 00 00 00 74 B6 01 00 00 ...... S U | Load dumg |
00000010 00 00 00 00 AB AA CA 30 33 30 36 CZ2 30 30 30 31 ....... 0306.00C1
00000020 85 32 31 2E 30 31 2E 30 33 64 30 39 85 32 31 2E .21.01.03309.21. | Save dump |
00000030 30 31 2E 30 33 01 00 00 0L 00 00 01 FF 01 00 01 01.03........... | ST |
00000040 00 OF OE 4B 33 44 30 39 30 33 31 33 35 46 20 D7 ...K3DOSOS135F . RS
00000050 35 57 4B 34 37 30 32 31 DA 56 42 52 42 34 78 DA 5WKA7021.VERE4x.

00000060 56 42 52 42 34 78 DA 56 42 52 42 34 78 05 04 00 VERE4x.VERB4X... - T

5 [DheDas]
00000070 00 Login Other Data
QI000000 T Irncr riumber
noooooso o1 bbb
GLsTaas 2 VW Z3Z0C1030000

000000ED 01
noooooco ol
noo0oono 0l
000000ED SC
n00000FD 00
noo0oLon Fa

Kill

Pressing the “other data” displays the learned keys and also allows changing the immobilizer status (on

some models changing the immobilizer status is used to put the Kessy e.g. into delivery condition).

Kessy keys ) |

Key 1: DCO04426
Key 2. BE344320
Key 3. FFFFFFFF
Key 4 FFFFFFFF

Key 5: FFFFFFFF
Key & FFFFFFFF
ey 7: FFFFFFFF
Key 8 FFFFFFFF

Immo statuz: |3

Set

E it
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EZS-Kessy Security access code [9512]

Required license: AN003
This function is used to extract the security access code from the EZS-Kessy. The EEPROM of the
EZS-Kessy is found inside the microcontroller (Motorola HC9S12 family) and is typically read with a pro-

grammer, for some older version of the EZS-Kessy (till V2.0.2 of the EZS-Kessy) is also possible to be read
by OBDII.

Dump Tool x|

Type: =Z5-Kessy Secunty access code [9512] -
ooooQono 24 68 10 02 00 10 FD BQO FF FF 00 FF 32 33 39 37 gho..vauens 2357 A | Load dumg |
oooooolo 37 33 30 30 32 36 30 30 31 31 FF FF 30 35 37 37 7300260011..05%7

00000020 36 33 30 30 30 34 30 36 30 31 FF FF 35 39 32 35 6300040501..59:25 | Save dump |

00000030 31 30 30 31 32 30 36 30 30 33 39 30 33 31 30 34 1001z2060039031C4 |
00000040 34 32 34 37 35 FF FF FF 36 30 EZE 32 30 ZE 30 32 42475...60.20.C2
00000050 36 36 33 30 57 41 55 54 5A S5A 34 4C 30 37 44 30 6e30WAUZZZ4LO7L0
0o00o000ed 30 30 30 30 30 FF FF FF 02 20 66 03 34 46 30 39 00000.... £.4FC9 i) ’F
a000oo70 31 30 35 35 32 20 20 20 30 32 32 30 00 02 02 00 10852 BraElaa i
ooooooon 07 T 2A 10 77 ST 20 20 2E 20 23 2E 30 27 FF TR ..*.w _00.03.07..
00000090 34 46 30 39 30 35 38 35 32 42 E0 Z0 Z0 33 31 FF 4F0905585:E 31.
000000AC FFLFF-EE UFE FF- FEFF FE FEZFF FE FE.EF FEFF FE .. eenememe e
000000BD 33 30 35 32 534 34 37 33 32 30 30 31 32 30 36 30 3052447320012Z0c0
aoo0ooco 30 33 33 30 31 30 31 30 33 35 33 33 30 FF FF FF 0330101035330...
OOIOONRE EEFF: FF AR FE PP RF ERE-ERCFEFR-FF FE FRER  Gonccivaiahaing
000000EC FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ......cccvvinnns
000000F0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ......cciivinnns
oooooloo 11 17 FF D4 22 2F 44 FD 46 ES 49 FBE 11 17 FF D4 ...." /... ..., ,I
k

Kl

Swap bytes L/H |
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Comfort module component protection data (Passat B6)

Required license: AN009

This function is used to extract the 7bytes of the component protection data for Passat B6. This function

requires a dump file from the comfort module, and the six bytes of the component protection bytes which

are always found in the engine control unit. So you need to load the dump of the comfort module and

then a dialog is displayed where you can put the six bytes of the component protection manually or you
can directly load the ECU dump too. The tool accepts an ECU dump from EDC16, PPD1x, MED9x and

ME7x ECUs.

Type:

|Cumlur| module component protection data [Passat B6]

=

noooooon
000aooLa
nnoao0oza
00000030
noooooaa
noooooso
00000050
noooooTo
nnoano0osn
nnooo0o0sn
0000000
000000ED
nnoaooca
nnoa0ona
D00000ED
0000 a
nooooloo
nooooLLlo
nnoaolzo
nnoano013n
noooolan
noooolso
00000160
nooooLyo
nnono01sn
nnoao01s0
0o0o0Lan
000001ED

K11

Br
a3
34
34
FF
FF
SA
w
43
FF
s
FF
FF
FF
57
30
FF
FF
FF
FF

FF
6Z
33
33
L
4
i
03
62
on
)
x
i
p
24
50
FF-
F¥
i
FF
o
g
T
F¥:
FF
FF
.
FF

oo
D
33
33
B
EF.
FE
57

i}
EE
FF
32 4
TR
32
30
FF
FF
EF
FF
FF
EF
T
FF
FF
FF
FF
FF

oo
iy
48
a8
413
FE.
ES
0o

%' Load ECLJ component pratection data from dump

" Erter component protection data manually

[

0o
ZE
20
20
FF
FF
az
03

oo
ZD
20
20
FF
FF
1i
62

oo
D
30
20
FF
TF
FE
S

oo
2E
34
FF
FF
FF
[il:
FF

oo
ZD
35
FF
FF
F3
03
FC

oo
zZD
33
FF
FF
¥
63
BZ

Load ECU dump

oo
33
33
FF
FF
FF
oo
56

oo
43
43
03
FF
FF
03
FF

o7
30
30
a0
FF
FF
64
oo

B0
39
39
FF
FF
FI
oo
43

29
35
piri 4
FF
I
Fi
03
86

. =

[ FCU component protection data F
= E

u

Load dump

b

Save dump

x|

Swap bytes LAH

Canccl

Load dump from EDC1 B/ME 74MED Sk uncrypted)/Simos PPD Simas FS1

FF
2 g
FF
EF:
T
FF
FE.

FF
FF
FF
FF
FF
FF
FF

FF
F
FF
FF
FF
FF
FE

B
2 d
FF
FF
il S
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

PE
FT
FF
FF
FF
FF
FF

FF
FT
FF
FF
FF
FF
FE.

FF
FF
FF
FF
FF
FF
FF

FF
FT
FF
FF
FF
FF
FF

el

YIN

umber

Exit

The function also visualizes/changes the immobilizer and VIN numbers

Type

|Cuminr| module component protection data [Passat B6)

[]

00000000
0000a010
00000020
Dooonoao
oooooo4go
00000050
00000060
nooono7o
nooonoso
00000090
000000A0
000000BD
0n00a0cao
000000Da
0000a0EnD
DooonoFo
ooooolon
ooooollo
ooooolzo
00000130
00000140
00000150
00000160
Dooon170
UuULL LB
00000130
D00001R0
D00001ED

KN

Component security bytes are: D3 72 52 7ABZE4 84

FF
83
34
34

FF
62
33
33
FF
FF
54
03
8z
oo
FF
FF

FF
34
s0
FF

FF
FF

FF
FF
FF
ry
FF
FF
FF

oo
2D
a3
33
FF
FF
FE
57
oo
oz
FF
FF

FF
32
a0
FF

FF
FF

FF
FF
FF
ry
FF
FF
FF

oo
2D
48
as
FF
FF
BS
oo

B89

31
30

Y

oo
ZE
2n
20
FF
FF

ry

oo
2D
20
20
FF
FF
14
6z
oo
07

b Component security

oo
2D
3n
20
FF
F
FE
54
a3
5

oo
Z2E
34
FF
FF
FF
on
FF
84
nn

oo
2D
35
FF
FF
Fa
03
FC
oo
n7

00
2D
33
FF
FF
i
63
B2
a3
13

o0
33
33
FF
FF
FF
on
56
85
nn

o0
43
43
03
FF
FF
03
FF
54
1K)

07
30
30
a0
FF
FF
64
oo
FE
A7

&0
39
39
FF
FF
D
on
a3
78
nn

23
35
35
FF
FF
FF
03
86
62
nz

4L C..C..C..C.Z.yhd
AR i e Ff oo b

x|

0‘ Component sscurity by-es are: DS 72 52 79 B2 £4 Ad

FT

FF
FF
FF
Y
FF
FF
FF

13

FF
FF
FF
ry
FF
FF
FF

FT

FE
FF
FF
ry
FF
FF
FF

FT

FF
FF
FF
ry
FF
FF
FF

FF

FF
FF
FF
ry
FF
FF
FF

FT

FF
FF
FF
ry
FF
FF
FF

FF

FF
FF
FF
¥
FF
FF
FF

e

TT
FE:
FF
FF
FF
by
BE:
FF
FF

-

Load dump

|

Savs dump

Swap bytes L/H

Imma number

VIN

[wiwzzzaczesnone2

Dther Data

Exit
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Pressing the “other data” displays the learned keys and allows several operations:
If a programmer has been recognized, it allows to read current transponder’s data, add it to the dump
and if transponder’s type is appropriate allows to program it as dealer key
It allows to change the immobilizer status (on some models changing the immobilizer status is used

to put the Comfort module e.g. into deliver condition).

| Comfort module keys x|

Comfort module keys data. _.J

“wirite kevs to comfort module dump:

“Y'ou can enter manually a key in certain position.

With pressing "0k keps' data will be written to confort module dump.

[For to delete key from certain pagition, wite "00000000" in the key position field)

You can prezs "'Program transponder’! to read current transponder with programmer to cettain position.
With pressing "0OK" keys' data will be written to confart module dumnp.

Change immobilizer status:
By preszing ' Set'’ you can set immobilizer status.
MOTE: Mommally immobilizer status should have thevalue "2 |t iz recommended to change it if it iz different.

—Wirite keys to Cornfort module durnp: — Change immobilizer status ;j
Key 1: IEEE_DE@:— Program transpondesr Fey 5: !ﬁm Program transpoader Imma status: [2 ol
Key 2: [@EBTNE Program transponder Fey 6 Im‘ Program transpoader
Kep 3 IDDUEDDDD Program transponder key 7: iUDDUDDUD Program ranspoader
Key 4: !MD_ Program transponder Fey &: Im Program transpoader
ak CANCEL

Keys with data “00000000” represent the empty positions in the dump file (position at which no key is
learned). The rest are already occupied and represent the data of the learned at the respective positions
keys.

By pressing the “Program transponder” button (and if a programmer is recognized) the current transpon-
der is read and it's data is written at the corresponding (to the pressed button position) position in the
dump file (for example pressing “Program transponder” button next to “Key 4:” data will write transpon-
der’s data at position 4 in the dump).

After current transponder is read, if its type is appropriate (TA3), it is also allowed to program transponder
as dealer key. You will be asked whether you like to do it.

In short if you put a TA3 transponder and program it to a specified position, the car should start without
making any key-learning procedure.

By pressing OK; all changes in the dumps data will be saved.

By pressing CANCEL, the loaded dump will remain unchanged.
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ECU EDC16 Set component protection data [95320]

Required license: AN009
This function allows viewing and/or changing the component protection data found in the EDC16. Into
the EDCI16 there are at least 6 bytes of the component protection found, or sometimes there are 7 bytes.

If there are 6 bytes contained, then the 7th byte is zero.

- Py
Type: ECU EDC1E Set component protection data [95320] i
00 5E 05 12 33 FF FF 31 36 2D 31 32 2D 30 34 FF .~ .8..16-12-04, = | Load dumg |
FF FF 31 37 2D 31 32 2D 30 34 08 10 18 89 00 39 ..17-12-04..... g
17 12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CTLO37374Ll(6 | Save: dump |
42 03 2F 2F 31 30 33 37 33 37 32 36 36 37 FO E3 B.//l037372657.. | e |
00 06 05 00 04 2& 10 75 A% 30 32 3% 31 30 31 32 ..... * .1, 0261012 o

31 31 35 &0 20 00 00 00 16 SC 07 DS 04 18 F4 Bl 1189 ...........

BB corponent securty data xif*
wuw @R EEEEE 3
0o SR U D e i
5 om)om om0

zZ0 5
on in
24 F3 C5 72 49 E7 8A CD D4 00 00 00 56 57 54 43 5..rI....... VWEC
S4 30 30 30 30 30 30 30 30 30 00 AC Fo 02 F5 55 Z000000000. . ... i)
Z4 F3 C5 72 49 E7 3A CD DA 00 00 00 56 57 54 43 5..rI....... VIHEC o
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ECU EDC16 Immo bypass [95320]

Required license: None
This function is used to make the so called “Immobilizer bypass”. Bypassing the immobilizer means that
the ECU start the engine even if the immobilizer is not allowing the engine start (e.g. due to a wrong key

or wrong synchronization between the immobilizer and the ECU)

Dump Tool = x|

Type: =L EDCIE Immo bypazs [95320] i
LZE 05 12 38 FF FF 31 36 2D 31 32 ZD 30 34 FF .*..58..16-12-04, & | Laad dumg |
FF 31 37 2D 31 32 2D 30 34 0& 10 158 89 00 39 ..17-12-04..... 9
12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CT1037374106 | Save dump |
03 2F 2F 31 30 33 37 33 37 32 36 36 37 FO E3 B.//1037372Z667.. | Evan Bes L |

0g 05 00 04 24 10 75 4g 30 32 38 31 30 31 32 ..... *.u. 0231012
31 3% 20 20 00 00 00 16 SC 07 DS 04 18 F4 Bl 119 ....occeuns
04 23 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..#%.0.03G9060214
20 52 34 20 32 ZC 30 4C Z0 45 44 43 20 20 Z0 B B4 2,0L EDC

=20 Z0 =0 Z0 z0 27 20 37 11 03 00 00 40 00 00 ?071...I1..
00 00 00 00 00 00 00 00 00 OO0 00 00 09 F7 BE ....cceveinnnnns n
04 Z& 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..%.u. 0369060214
20 52 34 20 32 Z2C 30 4C 20 45 44 43 20 20 20 B B4 Z,0L EDC

20 20 20 20 20 37 38 37 31 03 00 00 45 00 00 7871...H..
00 00 00 00 00 00 00 00 00 OO0 00 00 09 F7 6E ...ceevinnnnnns n
F3 C5 72 49 E7 84 CD Da 00 00 00 56 57 54 43 §..rL....... VITZC
30 30 30 30 30 30 30 30 30 00 AC Fe 02 F5 55 z0000O00000..... 1)
F3 C5 72 4% E7 84 CD D& 00 00 00 56 57 54 43 5..rT....... VIZC

Irnrmo iz rows O

The “Toggle Immo On/Off” button allows to switch on/off alternatively the bypass function.
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ECU EDC16 Security access code / Checksum calculator [95320]

Required license: None

This function displays the security access code which is contained into the EDC16 unit. It also calculates
and fixes (if some of them are incorrect) the checksums of the EEPROM. Please pay attention that the
checksums are calculated for the area till address 0x180 because after that area the EEPROM sections are
different for each different software version of the EDC16 unit.

Fortunately the most of the interesting data are found in this section.

Dump Tool b x|

Type: =Cl EDCIE Security access code / Checksum calculator [95:20] *
ooooooan MD 5E 05 12 38 FF FF 31 36 2D 31 32 2D 30 34 FF .*..8..16-12-04. ij | Load dump |
oooonolo FFOFF 31 37 2D 31 32 2D 30 34 08 10 18 &9 00 39 ..17-12-04..... 9

oooooozZo 17 12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CT10373741C8 | S&we dump |
00000030 42 03 2F 2F 31 30 33 37 33 37 32 36 36 37 FO E3 B. //L037372667.. | G Eles LM |
oooonod4n 00 0 05 00 04 24 10 75 A6 30 32 35 31 30 31 32 ..... *.u.023101=2

00000050 31 31 3% Z0 20 00 00 00 16 9C 07 D5 04 18 FA Bl 119 ...........
ooooooed 00 04 Z& 10 75 A6 30 33 47 39 30 36 30 32 31 41 . .%.u.03G9060214
00000070 42 20 52 34 Z0 32 2C 530 4C 20 45 44 43 20 20 20 B R4 Z,0L EDC

ooooooo0 20 20 =0 zZ0 Z0 Z0 27 20 27 31 02 00 00 40 00 0o 7071...11..
0000000 00 00 00 00 00 OO0 00 00 00 00 00 00 00 09 F7 6E ... cveeennnnn n
00000040 00 04 Z& 10 75 Ag 30 33 47 39 30 36 30 32 31 41 ..%.u.03G9060214
000000ED 42 20 52 34 20 32 =2C 30 4C 20 45 44 43 20 20 20 B R4 2,0L EDC

ooooooco 20 20 20 20 20 20 37 38 37 31 03 00 00 45 00 00 7871, . H..
000000pa 00 00 00 00 00 00 OO0 00 00 00 00 00 00 09 F7 6E ....cveeennnns n
000000ED 24 F3 C5 72 49 ET7 84 CD DA 00 00 00 58 57 54 43 §..rI....... WVIEC
QoooooF0o 5& 30 30 30 30 30 30 30 30 30 00 AC Fe 02 F5 55 Z000000000..... i)
oooooloo 24 F3 C5 72 49 ET7 84 CD DA 00 00 00 56 57 54 43 5..rI....... VIEC «
[« ;

Checksums i the file updated! Press the 5 ave button to save the changes

www.abrites.com 171



2021 Abrites Diagnostics for VAG User Manual

ECU MED 9.x Reset component protection data [95160]

Required license: AN009

This function allows viewing and/or changing the component protection data found into the MED9x with
ST95160 serial EEPROM. Into the MED9x there are at least 6 bytes of the component protection found,
or sometimes there are 7 bytes. If there are 6 bytes contained, then the 7th byte is zero. Please pay at-
tention that for some MED9.1 ECUs the data (security access code and component protection data) are
encrypted and in that case they are incorrectly displayed. You can recognize whether the EEPROM data

are encrypted by trying to put the visualized security access code to some detail (e.g. ECU or immobilizer)

x|
Type: ECL MED 9.1 Beszet component protection data [35160] *
oaoooooo 0o 97 ES 81 38 FF FF 30 35 2D 30 37 2D 32 392 00 ....8..05-07-28., a | Load dump |
oQooo0lo FF FF 30 535 ED 30 37 ZD 3E 3% 05 10 13 45 05 47 ..05-07-E29...I.G
0oooo0z20 29 07 05 10 37 483 31 30 33 37 33 37 37 34 33 39 )...TH1037377439 | Save dump |

00000030 02 02 2ZF 2F 31 30 33 37 33 37 532 34 39 36 FO AB .. /71037372496, .

00000040 01 03 AS 5& 6% 96 C1 3E 00 00 OO0 3F 61 1B D4 05 ... .81i..-...78... |
00000050 E4 37 A5 OB 37 A6 3C 13 00 02 00 00 00 BC F7 B2 .7..7.<eeeennnn
0o0o00o0ed 01 03 A5 54 6% 96 C1 3E 00 00 OO 3F 61 1B D4 05 ... .E81..»...78...
00000070 E4 37 A8 OB 37 A6 3C 13 00 02 00 00 00 BC FY B2 .7..7.<caenns

poooooso Component security data ) x||CZEE

00000090 0000
oo o W [or [ [ [ e o
000000CE o= e - ! . CIZ6E
ponooopn e |0 0§ 0. (0 o o anan

Swap bytes L/H |

000000ED ZaED
oooo00Fd T T T T T T T T s s e
00000100 03 04 8B C8 A1 7B OO0 00 00 00 00 00 00 00 00 00 ..... {........:;J:j
1! I 3
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ECU MED 9.x Security Code / Checksum calculator [95160]

Required license: AN0O03

This function displays the security access code which is contained into the MED9x unit with ST95160
serial EEPROM. It also calculates and fixes (if some of them are incorrect) the checksums of the EEPROM.
Please pay attention that the checksums are calculated for the area till address 0x280 because after that
area the EEPROM sections are different for each different software version of the MED9 unit. Fortunately
most of the interesting data is found in this section. Please pay attention that for some MED9.1 ECUs
the data (security access code and component protection data) are encrypted and in that case they are
incorrectly displayed. You can recognize whether the EEPROM data are encrypted by trying to put the

visualized security access code to some detail (e.g. ECU or immobilizer)

Dump Tool B x|

Type: ECU MED 9.« Security Code / Checksum calculator [95760] -
0aoonooo oo 97 ES 81 38 FF FF 30 35 2D 30 37 2D 32 39 00 ....58..05-07-25, & | Load dumg |
0ooonolo FFOFF 30 35 20 30 37 2D 32 39 05 10 18 49 05 47 ..05-07-29...1.G

oooooozZo 29 0% 05 10 37 43 31 30 33 37 33 37 37 34 33 39 )...TH10373774:9 | Save dump |

00000030 02 02 ZF ZF 31 30 33 37 33 37 32 34 39 36 FO AB ..//103737249%946..
oooooo40 01 03 45 5A 69 95 CL 3E 00 00 00 3F 6l 1B D4 05 ...21i..%...78... |
00000050 E4 37 A 0B 37 46 3C 13 00 01 00 00 00 BC F7 B3 .7..7.<veuvunnns
00000080 01 03 AS 54 6% 96 C1 3E 00 00 00 3F 61 1B D4 05 ...81i..5...78...
o00ooovo E4 37 A8 OB 37 46 53C 13 00 01 00 00 00 BC F7T B3 .7..7.<ueiuunnns
ooo00020 02 04 00 00 10 57 E& 57 B4 54 54 33 43 54 36 45 ..... WYWZEZEZCZEE
00000090 30 30 30 30 30 30 56 57 54 43 54 30 30 30 30 30 000000VWZCZOOOCO
000000&0 30 30 30 30 57 56 57 54 54 54 33 43 54 36 45 30 0000WVIWZZZICZIGED
000000BD 30 30 30 30 30 11 00 00 00 00 00 00 00 BF FZ2 A7 0000D. ...uvuuun.
000000co 02 04 00 00 10 57 56 57 54 54 54 35 43 54 36 45 ..., WWWZZZ3CZEE
oooooopa 30 30 30 30 30 30 30 57 54 43 5S4 30 30 30 30 30 0000000WZCE0OOCa
000000ED 30 30 30 30 57 56 57 54 54 54 33 43 54 36 45 30 0000WVWZZZICZIGED
000000F0 30 30 30 30 30 11 00 00 00 00 00 00 00 BF F2 A7 00000......0.0...
00000100 03 04 8B C8 41 7B OO0 00 00 00 00 00 00 00 00 00 ..... o e e el ,!
r

EiN
Checksumns slaculated up to address 0x280 Press the Save button ot save the changes

Swap bytes L'H |
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ECU MED 9.x Reset component protection data [95080]

Required license: AN009

This function allows to view and/or change the component protection data found in the MED9x with
ST95080 serial EEPROM. Into the MED9x there are at least 6 bytes of the component protection found,
or sometimes there are 7 bytes. If there are 6 bytes contained, then the 7th byte is zero. Please pay at-
tention that for some MED9.1 ECUs the data (security access code and component protection data) is
encrypted and in that case they are incorrectly displayed. You can recognize whether the EEPROM data

are encrypted by trying to put the visualized security access code to some detail (e.g. ECU or immobilizer)

aooooooo MD 97 E5 81 38 FF FF 30 35 2D 30 37 ZD 32 39 00 ....8..05-07-29. - | Load durnp |
FF FF 20 35 20 30 37 2D 32 30 08 10 18 49 05 47 ..05 0% 20...I.G
29 07 05 10 37 43 31 30 33 37 33 37 37 34 33 39 )...THI037377439 | Save dump |
0z 02 2F ZF 31 30 33 37 33 37 32 34 39 36 FO AF .. //102Z7372496.. | S b Lot |
0l 03 &5 54 69 93 C1 3E 00 00 00 3F &6l 1B D4 05 ...2i..%...74... =

E4 37 45 0B 37 A6 3C 13 00 0L 00 00 00 BC F7 B2 .7..7.<0cavennnn
0l 03 A5 54 69 96 C1 3E 00 00 00 3F 61 1B D4 05 ...Z21i..>5...748...
E4 37 48 OB 37 A6 3C 13 00 OL 00 00 00 BC F7 B2 .7..7.<..cvunn

o @ o4 [5 [+ [7 [ [B £5E0
e (Mo (Mo B0 Mo (Mo [0 | a000
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ECU MED 9.x Security Code / Checksum calculator [95080]

Required license: AN003

This function displays the security access code which is contained into the MED9x unit with ST95080
serial EEPROM. It also calculates and fixes (if some of them are incorrect) the checksums of the EEPROM.
Please pay attention that the checksums are calculated for the area till address 0x280 because after that
area the EEPROM sections are different for each different software version of the MED9 unit. Fortunately
the most of the interesting data are found in this section. Please pay attention that for some MED9.1 ECUs
the data (security access code and component protection data) are encrypted and in that case they are
incorrectly displayed. You can recognize whether the EEPROM data are encrypted by trying to put the
visualized security access code to some detail (e.g. ECU or immobilizer)

Dump Tool - x|

Type: =CU MED 9.x Security Code / Checksum calculator [35080] -

o0 97 E5 Bl 36 FF FF 30 35 2D 30 37 &0 32 39 00 . ...08..05-07-25. (6 | Load dump |

FF FF 30 35 2D 30 37 2D 32 39 058 10 1§ 49 05 47 ..05-07-29...I1I.¢

29 07 05 10 37 48 31 30 33 37 33 37 37 34 33 39 )...TH1O0373774I9 | Save dump |

02 02 2F &F 31 30 33 37 33 37 32 34 39 36 FO AB ..//1037372494.. | Eveap Bl it |

01 03 A5 5& 69 96 C1 3E 00 00 00 3F 61 1B D4 05 ...81i..5...748...

E4 37 A48 0B 37 &6 3C 13 00 01 00 00 00 BC F7 B2 .7..7.<cvevnnnan

01 03 A5 5& 69 96 C1 3E 00 00 00 3F 61 1B D4 05 ...Z21..75...78...

E4 37 A8 0B 37 &6 3C 13 00 01 00 00 OO0 BC F7 B2 .7..7.< . 0vunnn

0z 04 00 00 10 57 0G 57 DA DA DA 2D 40 DA 20 45 ..., TWWZZZICEZCE

30 30 30 30 30 30 56 57 54 43 54 30 30 30 30 30 000000WWZCZOOOocCo

30 30 30 30 57 56 57 5S4 5S4 54 335 43 54 36 45 30 0000WVWZZZSCZGEQD

30 30 30 30 30 11 00 00 00 OO0 OO0 00 00 BF F2 A5 00000...........

0Z 04 00 00 10 57 56 57 54 54 5a 335 43 54 36 45 ..... TWZIZZI3CZEE

30 30 30 30 30 30 56 57 5S4 43 S 30 30 30 30 30 000000VWZCZOO0Oco

30 30 30 30 57 56 57 5S4 54 54 35 43 5A 36 45 30 0000WYWZZZSCZGEOD

30 30 30 30 30 1M 00 00 OO OO OO0 00 00 BF F2 A5 00000, ..........

03 04 86 C58 A1 7B 00 00 0O OO0 00 OO0 00 OO0 00 00 ..... e et =
bI

Checkzums claculated up to address 0x2800 Press the Save button of zave the changes
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ECU MED 9.x Reset CRYPTED Login/Component protection

Required license: AN009

The function allows changing the security access code and the component protection data into MED9.1
ECUs for which the EEPROM is encrypted. As mentioned previously for some MED9.1 ECUs the data
(security access code and component protection data) are encrypted and in that case they are incorrectly
displayed. You can recognize whether the EEPROM data are encrypted by trying to put the visualized
security access code to some detail (e.g. ECU or immobilizer). Changing the security access code and the
component protection data into the ECU requires that the original (uncrypted) data are entered. These
data can be read e.g. from the Immobilizer/Instrument if possible and are entered into the “Old” fields.
E.g. for Audi RS4 the MED9.1 ECUs are with encrypted EEPROM, but the login and component protection

data can be taken from the RB8 instrument cluster.

T x
Type: ECL MED 8.x Reset CRYPTED Login/Corrponent pratection -
ooooooo0 00 EC SE 2A 35 FF FF 30 36 2D 30 36 2D 31 35 00 ...*&..06-06-15. = | Load dimp |
o Reset crypted Login/CS x| = | T |
SE Pl — ak V‘R | Swap bytes L/H |
o 0ld [uncnpted] lagin: |53234 :

Canzel

0C S _l

New [uncrypted] login: | 23413
Bl [uncrypted] log L
o TE
i~ Component security protection

it e o

BE Ol [uncypted] C5: (12 (4B (32 84 |34 (F8 |00 K8
oc N ted) C5: 7K
0 e [uncrypted] 12 |04 |34 |sF |Da |3|: 0
[ufs T3
gr  Uncrepted data can be read from the instrument or from the MED ECU through the OBDII s
¢ .
K1l _>I_I
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ECU MED 9x Immo bypass

Required license: AN012-B
This function allows you to make a immobilizer bypass for the MED9 engine control units. It works on the
unencrypted engine control units, but also on the encrypted too, but on some encrypted engine control

units it might not work.

ATTENTION: For the encrypted MED9.x ECUs it is necessary to make changes in the flash too! So after
you will need to give also the ECU flash and EEPROM as input, and after the modifications to write back
the modified flash and EEPROM to the ECU.

Unencrypted MED9x require only EEPROM changes. It is automatically recognized whether the ECU is

encrypted or not.

x|
Type:
IECU MED 9.x Immo Bypass v |
01 2C 4C 15 33 FF FF 30 37 2D 30 32 2D 30 33 00 .,L.3..07-02-08. = ~u
0C 00 30 37 2D 30 32 2D 30 38 08 10 13 24 01 81 ..07-02-08...%..
0F 02 07 02 20 02 31 30 33 37 33 38 34 39 36 38 .... .1037384968 Loﬁump
0z 02z 2F 2F 31 30 33 37 33 38 33 37 38 35 F4 9F ../ 1037383785, .
01 03 45 54 71 96 A5 3E 00 00 00 43 44 56 66 77 ...Z4..>...CDVEw ;
AF A5 14 00 C% 44 DE FO 00 01 00 00 00 FF F5 16 ..... Deceennnnnn H
01 03 45 54 71 96 AS 3E 00 00 00 43 44 56 66 77 ...Z4..»...CDVEw 1
B: 45 14 00 C& 44 DE FO 00 01 00 00 00 FF F5 16 ..... DEh it il Save dump
0z 04 00 00 10 57 41 55 54 54 54 34 4C 33 37 44 ..... WAUZZZ4L37D
3C 292 31 32 31 30 Z0 20 Z0 20 20 20 20 Z0 20 EZ0 091210
20 20 20 20 57 41 55 SA 5A 5A 34 4C 33 37 44 30 WATZZZ4L37D0 Seap byt A1
3¢ 31 32 31 30 11 00 00 00 00 00 00 00 00 F§ 62 91210.......... b
0z 04 00 00 10 57 41 55 54 54 54 34 4C 33 37 44 ..... WAUZZZ4L3TD
30 39 31 32 31 30 20 20 20 20 20 20 20 20 20 20 091210
20 20 20 20 57 41 55 5A 54 5A 34 4C 33 37 44 30 WATZZZ4L37D0
3¢ 31 32 31 30 11 00 00 00 00 00 00 00 00 F§ 62 91210.......... b Togale Immo On/Off
0Z 04 46 D4 39 0B 00 00 00 00 00 00 00 00 00 00 ..K.9eevunnnnn.
0C 00 00 00 00 00 00 00 00 00 00 00 00 00 FE 95 cvevvrrereennnn.
04 03 48 30 35 2D 42 50 47 38 31 30 03 02 07 31 ..HO5-BEGAlO0...1
3 3E 34 30 31 38 31 35 45 00 00 00 00 00 FE SF S32401815C.. ...
0F 03 30 33 48 3% 30 36 30 33 32 47 20 30 30 30 ..03HOOG032G 000
30 30 00 00 00 00 00 00 00 00 00 00 00 00 FC Cl
0f 02 00 07 02 7C 0L AQ FF FF 04 32 11 A0 0D 92
OF 74 00 00 00 00 00 00 00 00 00 00 00 00 Fi CE .
07 02 00 00 OE 2C 7A B6 05 00 00 00 27 EF 00 00
0C 00 00 00 00 00 00 00 00 00 00 00 00 F4 FC AD
07 02 00 00 OE 2C 7A B6 05 00 00 00 27 EF 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 F4 FC AD
I i mow ORIN g
N
Exit
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ECU ME 7.x Set component protection data [9P08/95080]

Required license: AN009
This function allows viewing and/or changing the component protection data found into the ME7x ECUs.
Into the ME7x there are at least 6 bytes of the component protection found, or sometimes there are 7

bytes. If there are 6 bytes contained, then the 7th byte is zero.

O — zl

Type: ECL ME 7.x Set component protection data [3P08/95080] ot
00000000 EU 20 20 20 20 5A FF 00 12 30 35 30 32 30 33 Sa Z...050203Z2 ~ Load dumnp
00000010 08 01 0L 00 42 D8 71 1C 00 00 €9 C1 00 AS 281 FC ....C.qg...i.....

Save dump
Swap butes L/H

00000020 05 01 0L 00 43 D8 71 1C 00 00 63 C1 00 AS &0
00000030 04 01 D6 AC D& OC 2D Al BO 1& 5B 00 00 00 &1
00000040 04 0L D6 AC D8 OC 2D AL BO 18 SB 00 00 00 &Q
00000050 07 02 80 02 E0 01 06 00 28 04 53 0D 07 00 Fl
00000060 00 00 67 0D 0% OE 00 00 18 03 00 00 00 00 54
00000070 05 04 22 09 09 00 06 05 00 00 FD 2D 00 46 41
00000060 05 04 22 09 09 00 06 05 00 00 FD 2D 00 46 41

nnoo0aso0 =
0000040 Component security data 3

e
000000B0 i e e e
0id ] I T T
noooooca [EE |E (e gl ‘ED 18 |88 o
bocosors e B0 e pe %
poooeozn Mews o fo fo fo 0 (o o sl A

N00000Fo b S
00000100, .. [N
50 Bl 000 |

ECU ME 7.x Security Code / Checksum calculator [9P08/95080]

Required license: None

This function displays the security access code which is contained into the ME7 unit. It also calculates
and fixes (if some of them are incorrect) the checksums of the EEPROM. Please pay attention that the
checksums are calculated for the area only for the first 0x120 bytes because after that area the EEPROM
sections are different for each different software version of the ME7x unit. Fortunately the most of the

interesting data are found in this section.

Dump Tool x|

Tupe =CU ME 7 x Security Code / Checksum calculator [3P08,/35080] *

00000000 ED 20 20 20 20 SA FF 00 12 30 35 30 32 30 33 54 Z...050Z0Z2 &
00000010 05 01 01 00 43 D& 71 1C 00 00 69 C1 00 A5 81 FC ....C. i
00000020 05 0L 01 00 43 D8 71 1C 00 00 69 C1 00 A5 80 FC
00000030 04 0L DE AC D8 OC 2D AL BO 18 5B 00 00 00 &1 FB
00000040 04 01 D6 AC D& OC 2D AL BO 18 SB 00 00 00 40 FB
00000050 07 02 &0 02 E0 01 06 00 28 04 53 0D 07 00 F1 FD
00000060 00 00 &7 0D 09 OE 00 00 18 03 00 00 00 00 54 FF ..
00000070 05 04 22 09 09 00 06 05 00 00 FD 2D 00 46 41 FE ..".

FE

FE

FE

FE

Loaddump

Swap bytes L/H

Logn | #4246

00000080 05 04 22 02 09 00 06 05 00 00 FD 20 00 46 41
00000020 00 80 &0 &0 80 00 00 80 00 80 80 FF 00 00 78
00000040 00 80 80 &0 80 00 00 80 00 80 80 FF 00 00 78
000000B0 05 07 00 00 10 57 41 55 5A 5& 00 00 00 00 38
00000aco a5 07 00 00 10 57 41 55 54 54 00 00 00 00 38 FE
0000000 S& 34 45 38 33 4E 30 30 37 35 39 35 41 00 EC FC Z4ES3N0075954. ..
O00000ED S& 34 45 38 33 4E 30 30 37 35 39 35 41 00 EC FC Z4ES3N0075954. ..
000000F0 55 58 33 SA 30 43 31 33 31 30 34 34 33 00 E4 FC UX3Z0C1310443...
00000100 55 58 33 SA 30 43 31 33 31 30 34 34 33 00 E4 FC UX3ZIOCL310443...
>

=0
Checksums n the file updated! Press the Save button to save the changes
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ECU EDC15 Immo bypass [24C04]

Required license: None
This function is used to make the so called “Immobilizer bypass”. Bypassing the immobilizer means that
the ECU start the engine even if the immobilizer is not allowing the engine start (e.g. due to a wrong key

or wrong synchronization between the immobilizer and the ECU)

Dump Tool x|

Tope: ZCU EDCIE Immo bypass [24C04] -

00000000 F1 FF FF FF FF 16 51 35 3§ 36 2E 30 32 6F 00 C3 ...... 1586.02... 4| | Load dump I
00000010 16 31 35 38 368 ZE 530 32 E3 00 FF FF FF FF FF FF .1586.0E2........
00000020 EF.FF-FEFE EF FEFF FE FF.FF-EEFE EF FEFF FE ... nameseee. |
00000030 FF FF ZF ZF FF FF FF FF FF FF FF FF CL OL E3 00 .. // v oveinnnnns |
oooooo40 65 00 E3 00 OO0 00 FO DG 00 00 00 00 00 OO GBE 00 £.....vvuuunn. T
00000050 66 00 E3 00 00 CC 35 C5 00 00 00 00 18 &7 FC 85 £..... S
000000680 66 00 00 00 BE BF BC 17 00 E3 FF FF 00 00 B4 BS £...oveiennnnnns
00000070 00 00 B3 OB 96 07 ES CE 01l 00 FF 00 00 00 00 00 ...eenennnnnnnns

o0oo00000 I'F 00 00 00 00 00 00 o0 00 o0 00 00 00 00 00 00 &eeeeennnnnmnnns
00000050 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 ... vennnnnnnns
00000040 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 &..eevennnnnnnns
000000ED 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 93 FF o.oceveinnnnnnns
000000cCo FF FF FF FF FF FF FF LD 00 00 FF FF 03 24 05 02 ... vvivnnnns B
Qooooopo 02 02 00 25 01 00 00 00 E& 0OC 11 05 40 40 02 00 oo feeevunnn BA..
000000ED &5 01 00 00 00 90 02 1E 45 02 02 00 FF 25 01 00 (....... B s siem.
000000F0 00 05 42 F4 21 05 05 05 02 00 25 01 00 00 5B 11 ..B.!'..... [
00000100 05 46 45 08 05 00 O4 25 01 00 00 05 45 A6 46 05 .FE....(....C.F. ,I

]

KiN
I is now OFFI

Sawe dump |

Swap bytes L'H |

The “Toggle Immo On/Off” button allows to switch on/off alternatively the bypass function.

www.abrites.com 179



2021 Abrites Diagnostics for VAG User Manual

Steering lock VW Passat 6 Security code [68HC908]

Required license: AN0O3 to view security access code and AN009 to view component protection data.
This function displays the security access code contained into the steering column locks of Passat B6
which are with Motorola microcontroller (the unit can be either with ELMOS or Motorola microcontrol-

ler). The function displays also the component protection bytes by pressing the “Other data” button”.

Dump Tool x|

Type: Steering lock YW Paszat B Security code [EEHCS08] hd
24 24 24 F3 F3 F3 C5C5 C5 72 72 72 49 49 49 E7 B55...... rrrill. « Load durg |
E7 E7 SA4 SA 84 FE FE FE 56 56 55 57 57 57 54 S& v.vuen.. TVTITTEE
SA 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 23333333333333:3 Save dump |
33 33 33 33 30 30 30 30 30 30 30 30 30 30 30 30 33330000000000C0 | Sy |
30 30 DA DA DA CD CD CD 57 57 57 56 56 56 57 57 00...... W
57 EL 5A 54 5A 33 33 33 33 33 33 33 33 33 33 33 WEZZZ333333333:3
33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33333333333333:3 i lm
3% 33 33 33 33 33 33 33 33 33 34 F& F6 F5 AC AC 33333333334..... o

AC DA DA DA CD CD CD O OD O D7 D7 D7 294 00 00 covvnnannnnns Faa
00 00 91 07 00 00 00 80 15 00 00 31 12 153 00 00 ...veennunn T
00 11 07 00 00 00 10 04 00 05 91 22 01 00 47 7D ...oveeeennn Pl
31 01 00 47 7D 04 0B 16 11 00 3E 04 0B 08 FF FF 1..G}..... Fho
FF FF 04 06 01 15 00 41 21 30 0L 79 04 12 15 01 ....... Fra R
31 41 20 FF 27 00 FFO4 0B 16 11 70 01 00 00 25 1a .'...... S
gl Bl FE-FEFC FOOFLGEE ZE SE ARAR A5 0R GH-0B #iwe sy iaen
0l 01 01 FC FC FC 74 7& 74 FD FD FDr 00 FF CD 52 ...... Ft A 33
FESEF EF.iEE::FF FE.FE-FE EESEF FFiFF-FF FEFEEE . oo eamemasans =
DI
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ECU Simos 7 - K-line - Login code [93C76] [93C86]

Required license: AN006

This function displays the security access code contained into the engine control unit from Siemens
ECUs (Simos 7x generation which are accessed through K-Line) for benzine engines. Interesting for these
ECUs is that the same ECU can be used through K-Line and CAN, and depending which link is used the

security access code which is accepted from ECU is different.

Dump Tool . x|

Type: =CU Simos 7 - K-line - Login code [93C7E] [93CEE] -
ooooooo0 31 31 31 53 4E 31 53 30 4C 33 30 30 00 00 00 48 lllSNlSDLSDD...Hﬂ | Laad durap |
00000010 00 o0 00 45 00 OO0 00 45 00 OO0 08 35 00O 1C OO OO ... H...H...B....

00000020 00 FF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 &...eeeeennnanns | Save dump |
00000030 00 OO0 00 00 9B E9 9B B9 SB B9 54 00 54 00 54 00 ... .an.n. i e | Swap bytes LH |
00000040 01 00 0l 00 01 00 B3 64 65 1B 66 D4 B3 64 65 1B ....... JesEs]Es

00000050 66 D4 B3 64 65 1B 66 D4 00 01 00 01 00 01 14 C7 £..0e o
oooooos0 14 CY 14 C7 00 00 00 00 00 00 A0 B2 AQ B2 80 B2 .....ocvvvuunnnns
00000070 56 57 5& 43 S5& 30 30 30 30 30 30 30 30 30 56 57 WWZCEZO00000000%
00000000 SA 47 DA 20 20 20 20 J0 20 20 20 20 L4 57 DA 40 ZCZ000000000VWEC
Q00ooos0 5& 30 30 30 30 30 30 30 30 30 57 56 57 SA4 54 SA Z000000000WYWZZIZ
000000&0 33 43 5& 33 33 35 33 33 33 33 33 33 33 33 33 33 SCE33333333333:5
000000BC 33 33 33 33 33 35 33 33 33 33 33 33 57 56 57 54 33353333333333WVIZ
000000CO S& S& 33 43 5& 33 33 33 33 33 33 33 3353 00 00 00 ZZ3C233333333...
oooooopo 7C 7C 30 39 30 37 33 3Z 33 39 30 36 30 31 38 40 | |09073Z3g0601EF
000000ED 47 20 00 00 00 00 01 05 00 03 18 07 01 18 01 84 G o.oeinnnnnnnns
Q00000F0 0L 05 00 03 18 07 01 18 01 84 01 05 00 03 00 00 o.o.eeevvnnnnnnns
oooo0oloo 7C 7C 01 &84 BT 2D 3D A5 30 33 47 39 30 36 30 31 |l...-=.03G90601 o
DI

K3l
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ECU Simos 7 - CAN - Security Access Code [93C76] [93C86]

Required license: AN003

This function displays the security access code contained into the engine control unit from Siemens
ECUs (Simos 7x generation which are accessed through CAN) for benzine engines. Interesting for these
ECUs is that the same ECU can be used through K-Line and CAN, and depending which link is used the
security access code which is accepted from ECU is different.

Dump Tool . x|

Type: =CU Simos 7 - CAN - Secunity focess Code [93C7E] [I3C8E] -
00000000 31 31 31 53 4E 31 53 30 4C 33 30 30 00 00 00 48 lllSNlSDL3DD...Hﬂ | Laad durmp |
00000010 oo 00 00 43 00 00 00 45 00 00 08 38 00 1C 00 00 ... .H...H...8....

00000020 00 FF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 &ewewcvnennnnnns | Save dump |
00000030 00 00 00 00 SB B9 9B B9 9B B9 54 00 54 00 54 00 ....eeunns LET AT | Swap bytes LM |
0ooooo40 01 00 01 00 01 00 B3 6A 65 1B 66 D4 B3 6A 65 1B ....... je.£..je.

00000050 66 D4 B3 64 65 1B 66 D4 00 01 00 01 00 01 14 C7 £..de.fo.vunnt
ooooooed 14 C7 14 CY 00 00 00 OO0 OO0 00 &0 B2 A0 B2 A0 B2 ...vcivinnnnenns
00000070 56 57 54 43 S5& 30 30 30 33 33 33 33 30 30 58 57 ?UZCZDDDSSSSEDVH
oQoooooo JA 42 JA 20 20 20 22 22 23 J0 20 20 S0 37 JA 40 ZCE000222000VWEC
00000090 S5A 30 30 30 30 30 33 33 50 30 57 56 57 5A 54 54 ZOOOOO3300WWWZIZIZ
000000&0 33 43 5S4 38 33 33 33 33 533 33 33 57 56 57 5S4 Sh 3CEG3333333WVIZZ
000000BECD S5& 33 43 54 358 50 31 33 33 33 33 33 57 56 57 5S4 ZSCESP133333WVIZ
o0o0o00co S5A S5A 33 43 SA 38 33 33 33 33 33 33 35 00 00 00 ZE3CE83333333...
00oooopo ?C ?C 30 39 30 37 30 33 47 39 30 30 30 31 38 46 | |090703G90601EF
000000ED 47 20 00 00 00 00 01 05 00 03 18 07 01 18 01 84 G cvevvnnnnnnnns
000000FD 01 05 00 03 18 07 01 18 01 84 01 05 00 03 00 00 .. ieinnnnnnnnss
00000100 7C 7C 01 84 BT 2D 3D AL 30 33 47 39 30 36 30 31 1]...-=.03G90601 &
rl

K3l

Lagin
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ECU Simos 7 - CAN - Reset component protection data [93C76] [93C86]

Required license: ANO09

This function allows viewing and/or changing the component protection data found in the Siemens ECUs
(Simos 7x generation which are accessed through K-Line or CAN) for benzine engines. Into the Simos 7x
there are at least 6 bytes of the component protection found, or sometimes there are 7 bytes. If there are
6 bytes contained, then the 7th byte is zero.

x|
Type: ECU Simas: 7 - CAN - Reset component pratection data [3C7E] [S3C8E] X
oooooooo EZ AC A2 AC 42 AC 54 00 54 00 54 00 01 00 01 00 ...... 6 L ] - | Load dump |
00000010 01 00 00 00 00 00 00 00 00 00 00 00 00 00 E7 OF ooveeviennnnnnnn
QoOo0oz0 ET OF E7 OF 00 00 08 3§ 00 1C OO0 00 0O 04 00 00 | Save dump |
00000030 00 00 00 00 2D 2D EE 2D 2D EE 2D 2D 00 00 00 00 .... | R |

00000040 . -
thn
00000060 L E— e = e —
booonora 00 B |5 (S [F !A_ | o ooo
noooooon T R S aza
poogooso | Mews o o jo jo o o (o
00000040 506
000000ED
000000CO 70 7F 00 00 EB 02 80 50 80 50 60 80 80 7F 7F 80 Puuesesrnnnennes
000000DO 80 80 80 50 7F 50 50 50 50 50 50 80 80 80 50 50 ....ess.seennes
000000ED 80 80 80 80 B0 80 80 80 80 80 80 80 80 80 80 80 .....es.ssenses

000000F0 50 80 &0 80 80 80 80 80 80 80 S0 80 &80 80 80 80 ..........vuinann
00000100 &0 80 &0 S0 80 &0 80 80 80 7F TE &0 80 80 80 7F .......... Ao vl
3

]
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ECU Simos PPD1x - Reset component protection data

Required license: AN009
This function allows viewing and/or changing the component protection data found into the Siemens
ECUs (Simos PPD1x generation) for diesel engines. Into the PPD1x there are at least 6 bytes of the com-

ponent protection found, or sometimes there are 7 bytes. If there are 6 bytes contained, then the 7th byte

is zero.

Tupe: ECU Simoz PPD 1% - Reset component protection data -

00000000 31 31 31 53 4E 30 49 30 46 37 31 30 00 00 00 43 lllSI\IDIDF?lD...Hﬂ | Laad durnp |
qooooolo 00 0o 00 43 00 00 00 48 00 00 08 38 00 1 o0 00 ... H...H...58....

00000020 00 FF 60 80 S0 S0 S0 60 96 80 80 80 850 00 80 80 ....ocvvinnnnnnns | $ave dump |
00000030 oo FF LS SE 5% 2C 59 2C 59 2C 94 50 54 50 94 50 ....¥,¥,¥,.F.P.F | o b |
00000040 01 00 0L 00 01 00 DS 72 52 79 B2 E4 D9 72 52 79 ....... rFy...rRy

00000050 B2 E4 D9 TZ 52 70 B2 E4 A4 00 A4 OO0 A4 00 00 00 ... rR¥....uuvuns
00000080 0N AN NN nn /N nn/n NN &N NN 33 rd 29 rd 33 ra e e W

QQ00Q000 |
Dl [ 2 [= [?s B2 !E4 A

ooooooso
FEE O Mo (Mo (Mo [0 80 [fo |

(5]

00000040

000000ED

000000cn I I S

00o00onao 7 g8

000000ED 20 20 00 00 00 00 &F 50 4F 50 AF 50 05 24 65 &k ..... 0

O0O000FD 76 5B T4 BA 85 51 84 9B 80 3B 81 09 81 03 83 4E w[...Queuiew... N

00000100 8% 4F &2 1B F4 80 DE 30 30 33 47 39 30 36 30 31 .0..... 003630601 o
3

40

ot won
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ECU Simos PPD1x - Security Access Code
Required license: AN0O7

This function displays the security access code contained into the engine control unit from Siemens
ECUs (PPD1x generation) for diesel engines.

Dump Tool . x|

Type: =CU Simog PPD# - Secunity Access Code hd
00000000 31 31 31 53 4E 30 49 30 46 37 31 30 00 00 00 43 lllSNDIDF?lD...Hﬂ | Load dump |
oo0o0o010 00 00 00 48 00 00 00 45 00 00 O 35 00 1C 00 OO0 ...H...H...8....

00000020 00 FF 80 80 80 80 80 80 56 80 80 80 80 00 80 80 ........vieunans | Save dump
00000030 00 FF 19 SE 59 2C 59 2C 59 2C 94 50 94 50 94 50 ... .¥,¥,¥,.P.P.P | Swrap bytes LH
00000040 01 00 01 00 01 00 D9 72 52 79 B2 E4 D9 72 52 79 ....... rR¥...rEy¥

00000050 B2 E4 DS 72 52 79 BZ E4 A4 00 A4 00 A4 00 00 00 ...rR¥..........

00000060 00 00 00 00 80 00 &0 00 80 00 33 C4 33 C433 04 ....oa.... L el

00000070 56 57 S5A& 43 5A 30 30 30 30 30 30 30 30 30 56 57 VWECZOO0OOO0O0O000%wH
00000000 SA 42 SA 20 20 20 20 20 30 20 20 20 50 57 LA 40 ECE000000000VWEC
00000050 54 30 30 30 30 30 30 30 30 30 57 56 57 5S4 5S4 SA Z000000000WVWZZZ
00000040 33 43 5& 36 50 31 31 31 31 31 31 57 56 57 5S4 5S4 SCESPLILLLIWVWZZ
O00000ED S& 33 43 54 36 50 31 31 31 31 31 31 57 56 57 5S4 Z3CZ6P1Ll1111WVELE
000000Co S5& 54 33 43 54 36 50 31 31 31 31 31 31 00 00 00 ZZSCZSPllllllI“
oooooopo 7C 7C 37 30 31 30 30 33 47 39 30 36 30 31 38 20 | |701003G90601%

O00000ED 20 20 00 00
000000F0 76 5B Fd B4
00000100 53 4F 82 1B

<11

ECU Magneti Marelli Security Access Code [95320]

Required license: AN003

This function displays the security access code contained in the engine control unit from Magneti Marelli

Dump Tool - x|

Type: ZCU Magneti Marell S ecurity Access Code [95320] g
00000000 DE 03 ES 03 ES 03 ES 03 ES 03 ES 03 | Load dump
0oooool0 ES 03 ES 03 ES 03 ES 03 ES 03 ES 03

00000020 FF FF FF FF FF FF FF FF FF FF FF FF | Save dump
ooooooso 34 45 51 11 11 11 11 11 11 11 11 11 | Syeap bytes LH |

oooooo40 11 11 11 11 lE 41 FFEF EF FF- FF . FF
nooooosn FFOFF FF FF FF FF FF FF FF FF FF FF
oo0ooos0 FF FF FF FF FF FF FF FF FF FF FF FF
nooooo70 FF FF FF FF FF FF FF FF FF FF FF FF
Q0000000 00 00 40 22 19 02 40 2D A4 00 00 00
00000090 30 33 43 39 30 36 30 32 34 48 20 20
000000&A0 OO0 OO 00 OO0 00 00 00 00 OO0 OO OO0 OO
000000ED 00 00 00 00 00 00 00 00 55 A& 33 CC
0o0o00co 38 00 06 04 07 A4k DS 8F 27 70 FF FF
nooooopd FFOFF FF FF FF FF FF FF FF FF FF FF
O0O0000ED 01 00 03 00 A6 55 35 10 13 73 3C &C
no00000FD 10 73 38 10 13 73 3C 8C CC 42 00 00 10 73 38 10 .s8..s<..B...st.

00000100 13 73 3C 8C CC 42 00 00 10 73 53 45 5& 37 54 30 .a<..B...s5EZT7I0 o

DI

<11
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Audi A8 (-2002) - Security access code, Program transponder [24c17]

Required license: AN0O0G6 to view security access code and AN0O9 to write transponder’s data to dump.
The function visualize the security access code and also the immobilizer and VIN numbers. It also gives

the opportunity to change the immobilizer and VIN numbers.

Dump Tool b 1]

Type:
|Audi A8 [-2002] - Security access code, Program transponder [24c17]

nooooonn MD 32 63 65 00 00 00 00 00 00 OO0 00 00 00 00 00 .Z2ce............ -
00000010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 FF o..veiennnnnnns
00000020 00 80 00 00 OO0 00 OO0 00 FF FF 30 33 33 42 43 FF .......... 033EC.
00000030 FF FF 44 32 30 15 458 85 S5A& 69 A5 DF 1F 04 F7 FF ..D20.H.Zi......
oQooooo040 OB 04 00 30 00 00 00 FF OO 00 00 00 CF 29 70 0L ......00uenns p.
00000050 14 8E TA 00 04 0A 31 2A 3F 46 4C 60 54 78 65 8E ..z...1%»FL Zxh.
0Q0oo00e0 75 44 83 B 51 CD SE EL AC 00 2D FF 50 19 2D 37 W......nns SRR =T,
00000070 50 1E 23 34 53 00 20 FF 50 00 24 FF 64 00 25 FF P.#43.-.P.*.d.%. Save Jump
n0o0o0o0s0 64 14 1C 2D 50 18 1C 34 53 14 1C 2D 64 50 32 05 d..-P..45..-dP2.
Qooo00%0 25 39 00 00 OO0 OO0 0O 00 OO0 OO OF 1E 01 DL OZ FF %9..............
Q0000040 OO0 00 0O 00 0O 00 00 2D 00 48 00 43 03 2C 01 00 ....... =t e Swap bytes L/H
000000ED 00 OF 14 03 04 0A O&F OA O 0 O4 OA O FF FF FF ......ocvvinnnns
Q00000CD FF FF FF FF FF FF FF FF FF FF FA 0E DS 0E 03 08 ....vivnnnnnns

0000000 18 00 31 00 81 05 09 06 48 07 4E OA 46 OD BF 10 ..l..... H.ILF...
000DDOED 00 00 70 00 31 07 AZ 07 84 08 BA OA F2 OC A9 OF ..p.lovee..cnn..
D000DOFD 08 18 00 31 00 61 05 09 06 45 07 4E 04 46 OD BF ...l..... JILF.. in (3126 | Other Data

00000100 10 00 00 50 00 A0 OS5 40 06 &0 07 &0 04 CO OD 80 ...
nQoooolln 11 8E 4B FF 00 04 00 00 1E 03 9F OB 10 16 0O 00 ..

00000120 B3 01 EF 07 A% OF 60 78 00 80 &0 00 80 20 04 08
0000130 &L 00 BEO 00 45 01 F4 01 50 02 BA 02 DD 02 ED 02 ....
nooool40 E0 02 BS 02 70 02 EO 01 50 01 BO 00 60 00 0O 00 ....
00000150 24 03 18 00 30 00 60 00 DE 00 50 0L BS 02 EO 02 *, ..
00000160 E0 02 00 00 57 00 34 01 1C 02 FA 02 81 05 CB 05 ....
aooool70 CB 05 27 03 18 00 30 00 60 00 CC 00 38 01 78 02 ..

00000180 50 02 90 02 00 00 57 00 34 01 1C 02 F4 02 81 05
n0ooo1s0 CE 05 CE 05 07 06 C3 00 E9 00 4C 01 CF 01 E4 02
000001&D 3D 03 10 04 CO 03 20 03 80 02 S0 0L FO 00 Os 20
000001E0 01 80 02 20 03 B8 03 14 04 14 04 15 00 14 02 14 ..

RN

Set

WM
EW.&UZZZ4DZHNDD2822

Set

x

E it

Pressing the “other data” button displays the learned keys and if a programmer has been recognized, al-
lows to read current transponder’s data and add it to the dump.

With pressing a “Program transponder” button (and if a programmer is recognized) the current transpon-
der is read and it's data is written at the corresponding (to the pressed button position) position in the
dump file (for example pressing “Program transponder” button next to “Key 4:” data will write transpon-
der’s data at position 4 in the dump).

You should use transponder TPOS8.

By pressing OK, changed data will be written into the dump.

By pressing CANCEL, the loaded dump will remain unchanged.
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After you have done all the modifications you wish, you have to press “Save dump” for to save the changes
in the dump.

- Audi A3/A4/A6 UKNSI 1995-1997 mileage and login code [93C56] - displays the login and calculates
mileage. No license required.

- Audi A3/A4/A6 UKNSI 1997-1998 mileage and login code [93C56] - displays the login and
calculates mileage. No license required.

- Audi A3/A4/A6 UKNSI Japan mileage and login code [93LC56] - displays the login and
calculates mileage. No license required.

- Audi 100 VDO 1995 mileage [94C46] - calculates mileage. No license required.

- Golf 3 VDO 1995 mileage [93C46] - calculates mileage. No license required.

- Golf 3 VDO V3.9 mileage [93C46] - calculates mileage. No license required.

- Golf 3 Diesel mileage [93C46] - calculates mileage. No license required.

- Golf 3 Motometer V5.8 mileage [93C56] - calculates mileage. No license required.

- Polo Motometer mileage [93C46] - calculates mileage. No license required.

- Polo Motometer 1996 mileage [93C66] - calculates mileage. No license required.

- Passat VDO 1991 mileage [93C56] - calculates mileage. No license required.

- Passat VD202 1993 mileage [93C46] - calculates mileage. No license required.

- Passat GT mileage [93C46] - calculates mileage. No license required.

- Passat GT mileage [93C56] - calculates mileage. No license required.

- Caddy mileage [93C56] - calculates mileage. No license required.

- Corrado VDO 1993 mileage [93C46] - calculates mileage. No license required.

- Corrado MotoMeter 1991-1995 mileage [93C56] - calculates mileage. No license required.
- Corrado VDO 1991-1995 mileage [93C56] - calculates mileage. No license required.

- Jetta 1994-1996 mileage [93C46] - calculates mileage. No license required.

- T4 MotoMeter 1996-1997 mileage [93C56] - calculates mileage. No license required.
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EDC17/MED17 Wiring diagrams for boot-mode

On the diagram below you can find how to connect the AVDI to the ECU to use the boot-mode.
Please pay attention that connection 5100hm resistance between the ECU Ignition and 12V is mandatory

to get communication with the ECU boot-mode.

GROUND CAN-H IGNITION 12V

N.B! Please be informed the DB15 cable that is part of the Distribution Box set needs to be disconnected

from the power supply during the wiring process of the unit if ZN051 is used.
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Legend:
Power - Yellow (B+)

IGN - Orange (IGN)

GND - Black (GND)

CAN HI - Red (CANG)
CAN LOW - Blue (CAN14)
T1- Brown (T1)

T2 - Green (T2)

Boot - White

N.B! ZNO051 Distribution Box with version 2.2 or lower has a DB15 cable that uses different colors from
ZNO051v2.3 or higher. The legend for ZN051v2.2 or lower uses the following colors found in the legend

below:

Legend:
Power - Yellow (B+)

IGN - Yellow/PINK (IGN)
GND - Black (GND)

CAN HI - Red (CANO)
CAN LOW - Blue (CAN14)
T1 - Green/Brown (T1)

T2 - Green (T2)

Boot - White
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ECU EDC17 CP44 TC1797

4 -
. ; : -t
2 ralG " i b
a osplia

T1- PIN 18
T2- PIN 21
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ECU Vag EDC17 C46 TC1767
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ECU Vag EDC17 CP04 - TC1796
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ECU Vag EDC17 CP14 CP20 - TC1796 - variant 2

www.abrites.com 193



Abrites Diagnostics for VAG User Manual

ECU Vag EDC17 CP14 CP20 - TC1796 with Internal and External Flash

OO0 0000

".'uooocac-o
- '-. ) .
.l"!urnl"l ’

M Sa e |
. -..\'l“._'

Ground
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ECU Vag EDC17 CP24 - TC1796 with Internal and External Flash
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ECU Vag EDC17 U01 - TC1766 with Internal Flash

www.abrites.com 196



2021 Abrites Diagnostics for VAG User Manual

ECU Vag EDC17 U05 - TC1796 with External Flash

Pin 68 CAN-H
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ECU Vag MED 17.5.1 - TC1796 with Internal and External Flash
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ECU Vag MED 17.5.2 - TC1767 Internal Flash
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ECU Vag MED 17.5.5 - TC1766 Internal Flash
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ECU Vag MED 17.5.20 - TC1766 Internal Flash

| Ignition
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ECU Vag MED17.1.1 —- TC1796 Internal Flash

“esen N
L

*
-
o~
-
ol
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

- e
@8 & @

]

'‘EEEREEEEREEEEEEN]

O000000N

.} E rjl"f.‘ﬂﬂﬁﬂ'

BABRAURAR R AL

I}IIFIL}[}!FIIIlil

Pin 62 CAN-H

. o

< .
15 ATy

www.abrites.com

202



2021 Abrites Diagnostics for VAG User Manual

ECU Vag ME17.5.24 - Boot Mode
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ECU Vag MED17.5.25 - Boot Mode
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On Different EDC 17 ECUs, you can follow the following steps to connect to the ECU when using the
ZNO051 Distribution Box.

connect the boot pin of the engine control unit to the GND cable of the DB-15 cable

connect the CAN-H of the ECU to CAN H of the DB-15 Cable Connector (Red Connector)

connect the CAN-L of the ECU to CAN L of the DB-15 Cable Connector (Blue Connector)

connect the ignition of the ECU to the IGN Cable of the DB-15 Cable

connect the power supply (12V and Ground) of the ECU to the B+ and GND DB-15 Connector Cable

EDC17 C64 ECU PIN Connection diagram:

EDC17 C64 ECU

CAN H - PIN 68
CANL - PIN 67

GND -PIN1
™ - PIN 59
T2 -PIN 43

Note: The DB-15 Cable from the ZNO51 Distribution Box kit can be used with all other VAG ECUs by

following the connection diagrams.

@ [nfineon
Inicore

SAK-TC1797-512F180EFX =

AC

INEON' 07
095A5

[ Sl T T
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Simos PCR 2.1 Boot Mode and Relay connection diagram:

812 V Power Supply
@ Ground (Earth)
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MED 17.1.6 ECU for Porsche connection diagram:

Bl ]

pUAL ACACAONCS

ojiialio|e

=4 (E R arelals

0

ECU MM 9GV Pinout Diagram:
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ZNO059-VAG VDO Cluster Adapter

The ZNO059 adapter is used to enter service mode for VAG VDO dashboards with the new style connector.
ZNO063-Power adapter 12V/1A DC IS REQUIRED. The ZNQ059 adapter is directly connected to the AVDI.
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WIRING DIAGRAMS:

With 4 motors, speker right:

With 4 motors, speker right:

With 4 motors, speaker right:
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With 4 motors, speaker left:

With 2 motors, big speaker:
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With 2 motors, big speaker version 2

With 2 motors, big speaker version 3

Note: To start working with the adapter, the following connection sequence must be applied:

1. Connect the ZN059/60/61 to the cluster and make sure the cable you have is for the exact cluster.
2. Connect the cable to the AVDI

3. Connect the AVDI to the computer.
4. Power the whole system up using the external power supply and try to read the cluster, then enter

service mode.
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ZNO060 - VAG Micronas (new style connector) Cluster Adapter

The ZNO60 adapter is used to enter service mode for VAG Micronass dashboards with the new swith the
new style connector. ZN063-Power adapter 12V/1A DC IS REQUIRED.
The ZNO60 adapter is directly connected to the AVDI.
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WIRING DIAGRAMS:

Audi A3 with blue connector:

T AERRRRRRRERE
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BCM_2 internal CAN and LIN bus connection

It is possible to connect on the internal CAN bus on the CAN terminator. Here is description how to lo-

cate it and to use it on the A6/A7/A8 vehicles.

Removing sill panel trim (front) Driver Side

Special tools and workshop equipment required

Removal wedge -3409- Removal tool -T40280-

3409 T40280

W00-11118 W00-11540

1. Remove dash panel cover (side)

1.1 Prise off dash panel cover (side) -1- using removal wedge -3409--arrow- and detach.

AT0-11592

1.2 Unclip trim cover -1- for A-pillar (bottom) using removal wedge -3409--arrow- and detach downwards

from A-pillar trim (top) -2-.
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2. Remove B-pillar trim (top)

2.1. Move belt height adjuster to lowest possible position.

2.2. Apply removal wedge -3409- at bottom edge of B-pillar trim (top) and unclip Bpillar trim (top) -2--ar-
rows A-.

2.3. Equipment version with vent: Unplug electrical connector for vent.

2.4. Pull B-pillar trim (top) out of mounting on body -arrow B-; to do so, swivel trim inwards and at the
same time pull it off downwards.

2.5. Thread belt -1- with latch plate through slide for belt height adjuster -3- and detach B-pillar trim.

AT0-1377T
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3. Remove B-pillar trim (bottom)

Special tools and workshop equipment required

Removal lever 80-200 Removal tool T40280

80-200 T40280

WG TT158

3.1. Starting at top, use removal lever -80 - 200- to unclip B-pillar trim (bottom) -2- from B-pillar arrows A-.
3.2. Unclip B-pillar trim (bottom) from side member -arrow B- in area of sill panel trims (rear -1- and front
-39).
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4.Remove dash panel cover (driver side)

Special tools and workshop equipment required

Wedges T10383

T10383

/2

4.1 Remove bolt -1- at side.
4.2 Remove bolts -3- at bottom.
4.4 Unclip top edge of dash panel cover (driver

side) -2- from dash panel -arrows- using wedge
-T10383/1-.
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5.Remove operating lever for bonnet

5.1 Lever retaining clip out of operating le- I

%
!

.

ver.
5.2.Detach cover from operating lever at

side.

:

6.Remove sill panel trim (front).

6.1 Remove bolt -1- for sill panel trim
(front).

6.2Starting at rear, use removal wedge
-3409- to unclip sill panel trim (front) -2-
from side member and pull of f towards
rear -arrows-.

6.3 Detach sill panel trim (front).
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So after all this is made, you have access to the following connectors:

So you can prepare following cable to connect the AVDI to the car:

Here is the PIN-out:

t46a/12L - connected to PIN15 of the DB25 of
the AVDI (CAN-H)

t46a/12H - connected to PIN7 of the DB25 of
the AVDI (CAN-L)

t17h/8 (cable is violet/black) and the connector
is red (position 2 on A97-11310 picture) -
connected to the PIN8 of the DB25 of the
AVDI (K-Line)

You need to connect also 12V and GND to the
DB25.
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Using PROTAG with the Abrites diagnostics for VAG

When using the PROTAG programmer with the Abrites diagnostics for VAG you need to make sure that
the programmer is connected via a usb to your computer, you need to ensure that the PROTAG program-
mer is always updated to the last firmware update. For details on how to automatically update to the latest
version please read the Abrites PROTAG manual.

| authenticated

Firmware update: [ll

When you are certain that you have the latest possible firmware update - you can start working with the
PROTAG programmer. For programming dealer keys and others we can use the PROTAG in a horizontal
orientation. For the Abrites PCBs (e.g. BCM 2) you can place the PCB in the PROTAG's coil. In the cases
when you have to use the PROTAG with the car and the key in the ignition such as the cases where the 7th

byte is to be found you need to use it in the following way. When you are programming a key:

In this case this is just a regular key.
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When you are using the original key you need to disassemble the remote part of the key like in the case
of this Golf:
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ZNO5T Distribution Box Usage in
Abrites Diagnostics For VAG

(9351

The ZNO51 Distribution Box is used mainly with the Abrites Diagnostics software for Mercedes. However,
one of it’s features is the capability to connect your AVDI through BOOT MODE in EDC17 ECUs found in
VAG vehicles.

Using the following DB-15 cable and connection, you will be able to read/write the EEPROM and flash
memories of the EDC17/MED17 engine control units.

N.B! Please be informed the DB15 cable that is part of the Distribution Box set needs to be disconnected
from the power supply during the wiring process of the unit if ZNO51 is used.
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Legend:
Power - Yellow (B+)

IGN - Orange (IGN)

GND - Black (GND)

CAN HI - Red (CAN®)
CAN LOW - Blue (CAN14)
T1- Brown (T1)

T2 - Green (T2)

Boot - White

N.B! ZNO051 Distribution Box with version 2.2 or lower has a DB15 cable that uses different colors from
ZNO051v2.3 or higher. The legend for ZN051v2.2 or lower uses the following colors found in the legend
below:

Legend:
Power - Yellow (B+)

IGN - Yellow/PINK (IGN)
GND - Black (GND)

CAN HI - Red (CANO)
CAN LOW - Blue (CAN14)
T1 - Green/Brown (T1)

T2 - Green (T2)

Boot - White
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Disable/enable the ELV of the BCM2 cars (A4/A5/Q5 2008+, A6/A7/A8/Touareg 2010+

The Abrites Diagnostics for VAG software version 28.3 adds an explicit functionality to disable/enable
ELV on BCM2- based vehicles (A4/A5/Q5 2008+, A6/A7/A8/Touareg 2010+).

The Special Function can be accessed after opening the Abrites Quick Start Menu and opening the BCM2

Menu:
] ABRITES Disgnostics for WW/Audi/Seat/Skoda 283 wsabritescom = | X [ 0 AgatES Disonosics tor aucseatsiadaze Sy =0 X
‘Al ABRITES Commander for VAG = O 5%
¢ [ Uit name [vaG Number o [orc_[coaing -
oo Select car type ﬁ
01 Engine Control Module 1 ':|V"’“‘
02 Transmission Contro: CiAudl AIASIQS
—
03 Brakes 1 03 »
04 s 2 0. [pen
sl o o | & AudiAG/ATIA8 or VW Touareg
05 Kessy - 05
||06  seat Adjustme: v 06 ATTENTION: Strongly recommend to have a working key from the car. n A
| Newt If you don't have a working key and want to add new key, the new one eod wokingkey | oo
07 Display t 07 will be learnt, but it is not sure that it will start the car!
} ey s 2 - - Please first put working key in programmer and press ‘Read working
« L ‘ key"
| 4 specal functions | &= vehice selection | ' Broadcast | & options | il St © AudiA6/A7/A8 (ALL KEYS LOST)
s { — F; o . =
e | 5 = o £ 2Z 5
Instument  EZSKessy  BCM2  Instument Engine Contol Component  Immopats  ImmoV  Steeinglock In |
QUG AUASIDS Unt prolection  adapiaton  adeplation  adaptation E
- o s v : 4
o 3& u E‘ﬁ % 9 ,} DSG ‘) Open Jpen
TV Keyleaming  Thet  Dumplool  Aibag  VwCate _ DSG Custom c
configuration protection Caibration  Read/Update co
| - s - ™ a B2
— Nest> Eit —
IEY ADRITES Commander for VAG - O X L e ——— S el uali 20101 o
‘Al ABRITES Commander for VAG - o x|
+
Step 1: Check BCM type
P v 0 Read BCM by OBDII ﬁ
Connecting to Kessy... OK = pious.
Reading identification... ~ VAG N: 8K0907064CQ SW0435 = Connecting to immobilizer... OK
02 Disabling security... OK aveBEMZ‘
Key count: 2 R Disabling security.. OK 8o fe. | r
Key authenticated: Yes - Transfer data OK el ¢
Key locked: Yes 08 Decoding data:  OK E
Key learned: Yes VIN: WAUZZZ8T48A444444
05 Keycount:1  Power class: 79 E
@ Learn keys in BCM2 completely by OBDII o
t By °® | BCM2read with SUCCESS E
© Learn keys in BCM2 using programmer (with ABPROG) 07
© Load BCM2 data from file s
© Alarm OFF 2 s
© Alarm ON g
¢ Disable/Enable ELV In r
 Re-adapt BCM2 module to different vehicle ,;g
© Change mileage in key
— <Back Ned> g |
<Back | [ News | Exit
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After you click on the next button, you will be prompted to either disable or enable the ELV. After the
confirmation, the following window will appear, saying the BCM2 data is updated. The functionality will
disable/enable the ELV, based on it's current state.

A| ABRITES Commander for VAG = O *

¢ |
I 0o Update BCM2 data by OBDII d
| - vious
1 Connecting to immobilizer... OK

02 Disabling security... OK
: Disabling security... OK :'_'
| Transfer data OK v
[l 04 "
| Synchronizing component protection... OK

Ua F

A BCM2 data updated 7

ext

Ir2s

a1 5

| U&

" G

(el

[— < Back | Exit —
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EMO016 - MQB/MLB CAN blocker

Our new development has the main task of filtering the communication between your vehicle and its
dashboard, and is dedicated to vehicles from the MQB and MLB platforms. To elaborate on that, the car
sends data to the dashboard and the filter modifies the data that reaches the dashboard unit, thus the
dashboard unit displays the modified data.

The filter can pass the data through with coefficient of 20%, 30%, 40% or 50%, so if the true data value is
100 units, the fltered data that would reach the dashboard unit is correspondingly 20, 30, 40, or 50 units.

It is installed behind the dashboard with the following guidelines:
Blue - CAN L to Dashboard

Red - CAH H to Dashboard

Purple - CAN L to Vehicle

Orange - CAN H to Vehicle

Black - GND

Yellow - 12v+

Below you can see the way it needs to be connected and on the next page you can read the details about

the installation and colors of wires in the vehicle that you are looking for.

EMULATOR

& o CANH CANH CANL CANL
* OO (orange) (red) (purple) (olue)

CAN L

>K

CANH

XK

GND

VEHICLE

DASHBOARD
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Below you may read about the different types of connectors you will find in the vehicles the emulator

works for. PIN connections and wires’ colors are desctibed:

MQB 18 PIN Connector

PIN1T- 12V (+) or “terminal 30 “ - black and yellow wire
PIN 10 - GND (-) or “terminal 31" - brown wire

PIN 17 - CAN L - orange and brown wire

PIN 18 - CAN H - orange and green wire

Only on Audi Q3 you can find a difference, here are the details:
32 PIN Connector

PIN 16 - GND ( -) or “terminal 31" - brown wire

PIN 28 - CAN H - orange and blue wire

PIN 29 - CAN L - orange and brown wire

PIN 32 - 12V (+) or “terminal 30“ - red and black wire

MLB: 32 PIN Connector

PIN 3 - CAN L - orange and brown wire

PIN 4 - CAN H - orange and blue wire

PIN 30 - GND (- ) or “terminal 31" - brown wire

PIN 31-12v (+) or “terminal 30“ - yellow and red wire
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Setting the device - you can set the reducing coefficient of the device trough the buttons of the steering
wheel of your vehicle. We advise that you do the setting when the engine is turned off, and you have the
Ignition ON.

There are 3 types of steering wheels and button sets, so check the picture to figure out which buttons you
need to work with.

“Button 1" - press and hold for 6 sec. to enter settings mode. Once in this mode, your signal (hazzard)
lights will start blinking, and this will continue until you exit the setting mode.

“Button 2" and “Button 3” (or scroll up and scroll down) change the percentage setting that you want to
be displayed on the dashboard. Ex. 2000 rpm = 20%, 5000 rpm = 50%. If the dashboard points to Ready
(for cars with Start/Stop system) or off - it mean that the filter is turned off.

To exit the settings mode, you need to press “Button 1” or leave it for 3 sec. or more and it will exit auto-
matically. Upon exit, the last stored percentage setting will be saved. Setting is not lost if the car is left

with not battery.

N.B. The calculated fuel consumption will be affected from the filter’s setting, accordingly.
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